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Abstract:

One of the main components in the security of cryptography systems is random numbers. Random numbers
are often used in the generation of secure keys, digital signatures, and other cryptographic systems. Random
numbers generated by an algorithm are called pseudo-random numbers. Although pseudo-random numbers
have good statistical properties, they have the problem of periodicity. For this reason, to generate random
numbers, the true random number generator method is used, which uses a physical entropy source to generate
random numbers. In the real random number generator method, due to the instability of electric circuits, a post-
processing step is needed so that the generated numbers have acceptable statistical characteristics. In this paper,
an overview of the common post-processing methods of random number generators has been done, so that
some of the introduced methods are also used in the generation of quantum random numbers. An important
point is the role of renewable energies in the design and construction of devices with limited computing power.
For this purpose, in the final part of this article, a fast and optimal post-processing method is introduced in
terms of hardware implementation, which can be used in mobile phones, smart cards and devices that have
limited computing power.
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1 Weak sources

2" Randomized algorithms

13 Bit commitment

14 Zero knowledge proof

15 Secret sharing

16 Acceptably

17" Support

18 |deal RNG

19 Deviation
DDistinguishability
21Composable
22Composability

ZBClassical cryptographic protocols
Zpartially

B Almost perfect

2 Two-universal

27 Dispersers

28 Condensers

2% Error-correcting codes

30 Samplers

3L Well characterized

32 Markov process

33 Deterministic extractors

34 General deterministic

% Reasonable sources

3% Practical deterministic

37 Bit-fixing

BAffine sources

39 Unknown algebraic variety
40" Shannon entropy

41 Markov chain

42 Santha-Vazirani

43 Signature schemes

4 Multiple source extractors
4 Concrete input distributions
46 bitwise AND

47 Seed

48 Catalyst

49 Contradiction

0 Explicit

51 Exhaustive enumeration
2Majority voting

3 Unpredictability

5 Quantum attackers

%5 Trevisan extractor

% Nisan-Widgerson

5 Truth table

%8 Leftover hash lemma

%9 Two-universal hashing

80 Conservative

61 Side information

62 Technical noise

8 Toeplitz

84 Secure hashing algorithm
8 Advanced encryption standard
% pseudorandom-number generators
57 Computational complexities
8 Deterministic algorithm
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% Bugs

0 Imperfection

" Physical RNGs

72 Probabilistic nature

3 Microprocessors

4 Quantum signals

> True randomness

76 Classical noises

" Adversary

"8 Partial information

" Trusted device

8 Calibrate

81 Deterministic

8 Distilling

83 Randomness extraction
84 Extractors

8 Raw data

8 Short random seed

87 Min-entropy

8 Quantify

8 Bitwise XOR operation
% |_east-significant-bits

%1 Hashing functions
92Sophisticated

93Shannon entropy
%4Computational assumptions
%Polylogarithmic
%Privacy amplification
97Quantum key distribution (QKD)
%Net randomness

9 Quantification of randomness
100 Gaps

lyniform distribution
192Prototypical implementation
193Real-life QRNGs
1%4Major computational step
1%5Reasonable assumptions
1%6Characterize

107Setup

1%8Measurements

109 Certain measurement
110 Quantum signal
Uinevitably
112Background detections
13Electronic noises
H4Manipulated

115 Quantum state

16T ruly random numbers
117 Emissions
118Spontaneous
19Threshold level
1205elf-heterodyne
2Delayed

122 Quadrature amplitude
123\/acuum state
124Homodyne detector
125Hash extractor
1%6Detailed procedures
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27\/acuum fluctuation

128Phase fluctuations

129 Total signal

130Gaussian distribution _
BlAnalog to digital conversion
12Quantum-to-classical ratio
13Ejght-bit ADC

13Digitalized output

135Evenly

136\/oltage axis _

137 Quantitatively separating

138 Contributions

13%Margin

140Upper bound of entropy
141photo detector _
142perfect photon-number resolving detector
143Detection time window

144 One-bit extractor
145Combinatorial design

148Error correcting code
147Concatenating

148 Reed-Solomon code
149Hadamard code

10Refined version
I*INisan-Wigderson

152Major computational

153 One-bit extractor
154Error-correction-based

155 Ratio of min-entropy
1%63quare of the smallest power
157Substring _

158privacy amplification
159Subtle

160Net randomness
161Subsequent applications

162 Compromising

183Privacy of the seed _
164Standard QKD postprocessing
185Raw key data

186Finite-size effect
167Efficiency _

168 Extracted random-hit string
169Bits per sample _

170 Normalized correlation

1 Vicinit _
172I:1/depen)t/jent and identically distributed
1"3Practical detector

4gtatistical fluctuations

5L ow residual values

176 Linear feedback shift register
7 Tap bits

178 Clock Cycle

Ggwge e dow

. o el s 4 @
) 5 = 1P SRS ,HIUD )yl
\f’Y).uLs‘vO)Wcﬁijbsﬁd)f‘W)odfwwuay




