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Abstract

Introduction: In today's ever-evolving landscape of technology, the Internet of Things (loT) has emerged as a
transformative force, interconnecting countless smart devices that permeate our daily lives. From smart homes and cities to
industrial automation and healthcare, 10T has brought about unprecedented convenience and efficiency. However, this rapid
proliferation of 10T devices has also given rise to significant security challenges. The 10T ecosystem encompasses a diverse
array of devices, ranging from wearable fitness trackers to critical infrastructure components, all of which are susceptible to
cyber threats. Unauthorized access, data breaches, and malicious attacks on 10T networks pose severe risks to data privacy,
infrastructure stability, and public safety. As a result, the need for robust security measures, such as IoT Intrusion Detection
Systems, has become increasingly evident. The importance of these systems cannot be overstated, as they serve as the first
line of defense against a myriad of loT-related threats. By identifying and responding to potential security breaches, 10T
Intrusion Detection Systems help maintain the integrity of data, ensure the functionality of 10T devices, and preserve the
trustworthiness of the entire 10T network. The limitation of resources in electronic devices of the Internet of Things has
caused less attention to the security. Today, Intrusion detection systems (IDSs) are one of the most important solutions to
identify all types of attacks and threats and adopt appropriate solutions to deal with them. In addition, due to the openness of
the environment, the placement of devices based on the Internet of Things makes this environment more vulnerable. For this
reason, providing an effective and efficient intrusion detection system can be a suitable solution for this environment.
Method: In this article, we have presented a two-layer intrusion detection system based on KNN classification to separate
malicious traffic from normal mode and multilayer perceptron artificial network to detect the type of attack. The data set used
is KDD-CUP 99 data set.

Results: The experiment results show 99.743% accuracy for the data set as well as the improvement of Accuracy, Recall,
Precision, F-measure, TPR and FPR parameters. In addition, the delay time of the proposed method is improved 40%
compared to the MLP-MLP method and has a 139% lower delay than the fog-free state.

Discussion: The present study aims to propose two-layer hierarchical IDS based on machine learning, which detects attacks
by considering the limitations of 10T resources. In order to create an efficient and accurate IDS, the combination of two
improved K-nearest neighbor (KNN) algorithms and multi-layer perceptron (MLP) neural network applied in the fog and
cloud to separate the attacks from normal traffic, respectively. we evaluated our proposed method using KDD-CUP 99
dataset. The results prove the improvement in accuracy, compared to the previous methods.

KeyWOI’dS: 10T security, intrusion detection system, fog, cloud, KNN, MLP.
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