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Abstract

Introduction: Vulnerability analysis is of particular importance as a point of entry into the system and gaining unauthorized
access by the attacker. As a result, one of the basic steps in creating the security of organizations is to be aware of the
vulnerabilities in information technology systems and planning to fix these vulnerabilities. Also, one of the most important
indicators of cyber security is the existence of an organizational gem (coordinated incident response groups) in the executive
bodies of the country, which is responsible for preventing, dealing with, and dealing with all security incidents that occur in
the space of information production and exchange. One of the requirements for creating an organizational gem in executive

bodies is to have a vulnerability management unit and as a result, the existence of a deficiency calculator.

Method: In order to adapt the CIS security controller, we cover this issue by applying two new variables in the basic and
environmental criteria of CVSS. These criteria are as follows: the amount of time it takes to detect unauthorized access
resulting from a vulnerability in the network and the amount of time it takes to block detected unauthorized access.
Findings: In this article. in order to more accurately assess the severity of the vulnerabilities in the environment, the third
version of the conventional vulnerability scoring system (CVSS) according to one of the critical components in cyber defense,
i.e. the duration of vulnerability detection and cutting off the unauthorized access resulting from them was developed, and
then the performance of the tool was evaluated by examining the vulnerability severity of CVE-2019-1690 and CVE-2019-
1758 in order to evaluate the impact and performance of the first controller. The results show the proposed metrics lead to
higher performance.

Discussion: The developed CVSS tool is capable of more accurate evaluation of vulnerabilities and providing a suitable
score according to the most important CIS control, i.e. creation and management of authorized and unauthorized equipment
warehouse. Using the proposed tool Organizations can limit and effectively correct cyber threats more quickly. The proposed
method is able to reduce the existing challenges in the field of cyber security of organizations.

Keywords: Vulnerability Assessment, Cyber Threats, Effective Cyber Defense

o S ST ( SwiS T (55l y ilol I

9

VPeo 500 o 0 )laih gl g 0 slond 93 Jluw —Niandigh shails joizy (ol 3 310 3y (SUbpranenns Aolibad - Y



https://impcs.zanjan.iau.ir/article_683457.html
https://impcs.zanjan.iau.ir/article_683457.html
mailto:iman.rajabizade74@gmail.com
mailto:nassermodiri@yahoo.com

Mowigh glailw i DUyl g o150 (61 dollad 0€

i s s % 5 ~ R— l l
. & A lligent | »dia Processing : . ¢ 'stems (11 S
i '/__‘/Jf’ I B Intelligent Multimedia Processing and Communication Systems (IMPCS) g“.’;/.:’"

$ly 212l oliiws Sldos 9 SoST ( SSU (g0 !y Glol 3
S = lw sl b Jwls 35 dowlro dxwgd

\i"}ﬁ\%;("édlﬁﬂ \i"/‘i/Yq :CJL!')J@JU
YA e g b led Ve VNG By G
*Y

S0 pol Lol oy ylov!

Ol el ool slil oRisls ¢ Jlots )15 0y ¢ 50alS 5 (5 (seriigee 0SSN ()| owlids )15 (ggmiils N
iman.rajabizade74@gmail.com
nassermodiri@yah00.com (Jgius saiums 3) -3l eyl 3 ¢ oMol 03T ol o6 9l ¢ SgualS 5 (50 (owiigen 0aSidls ookl Y

3550 Slod S gl 53 Lot (nl (el Sliblrs Jolo 5 Sl slapis Coial Sy e el ladle o ouSey
DBl (6325 5 dbe dapians (Senl Julou 0 o5 wmsaill ) (sel slalne Sl e gi wilod SN Gl Samghy el 009y 495
3959 abii lyieas lacs pdyel Jolo Qloagnlys WS copal B 1) s 59) ey Db anzaglsl (Il (il (sl lone
laploslor Coral sl ) (oulul Slapls 51 (S a4z ;5 000 (Sl g Coeal prlee Lawgs jlone yud (o g s S g e &
@ alie ol 5o wailos s pdves] nl @) Caz paelin 5 Dbl (555l Glagisns ) 5750 Sl iyl 5l (2T
3o by syl Fgo gl glp &5 S (nifse 4 4z L CVSS eojlisl pips cnl <85 (2138 5 sy jslace
3 3lme b o yid whad oy Sae g olulid o) Sae slaglgie Cov wax las g9 (9838l b easasl )| (CIS) s il el
@bl Se e 595 p Sy 35 05 b Syge (nl 4 B Ceslond Il nl (siluclite 5 axwg @ pladl (e 5 4l slo)lne
lejbe @i (59, 2 Ol e Sl g lacs piyoml Dad ) 5 (BICuglyl 4 lalejls ;3 slome el (Sl g s § laolSins

Dgbdisls

Srmbo ge gls ¢ s ymle Sluags s pdyaun] Sl igoalS sojlg

jFqQ (e (oor gord o &S

VP = 0 il B oot by a0 slads pags Jl —iosdod hailijizr (LSl 5 (o310 5 Sptamses dclilind


mailto:iman.rajabizade74@gmail.com
mailto:ایرانnassermodiri@yahoo.com

§ e S o S g3 ]y Lol 1

Sl 0 e alin o8 g cosaislis el g pdyca! b cans
1y Slbbre wigioo b iy ol aiis iz slasags
L b oS ool ool by tlatls ol an 4 lalesls sl
] ol el 23Y i ls 1) 05 Sledlbl sla Slls (g5lwcyel
el g sryaelin bapl &8) Cuz 50 9 00,5 plulis |) s ndy
Slimsrs 5 Dl (2 sl ndyras] U5 coeal anles
Sl Gyt 5l (S5 plaie 4 a5l gamay o (slaasil
o (Siwodly 5o (A12.6.1 JpS) YV o) g5l o laibe!
Sgilole y Wl g ooz lae 5 ISMSY Cledo! el oy

B)l0092g pol> Jl 50 s pdyaml b)) ilise sla b,
0ury SLRASLD LS (ot i ol pa L dgume (S L Lol
Ol (AHP) (o1 abdes ol ail 3 e sl 5,1 Gl 5|
Go BT Lulis IS 3em e 4y AHP 5 e byl Ll e
) s#8ly 9 0l Aex (sallS alor SIS p e (bl s
b)) Wlet ool 3 1) by il St Lel oS o 25
oot bl Lol asS _mlitol | 6 ] algs o CVSS 4y e
e syl WIS sl | eatizslae slags pdyc!
~Hged piltae Lol artn 355 (ulid )58 yed (g (Setlo 6 2Tk
Al 00 > g sl

bog 0ad Byme J IS flee 9 Gedgl 4 a2 g5 b alie ool 5o
2 d92ge slalas arwy a4 (CIS?) cognl conl 5,
alyolgs I3l ol ol 5 (CVSS?) ple (s il (23jliisl g
et 595 2 35 73 L g 5380 pilsi o o dlanlyas 45 il o0
s (CIS) coynl coel 35 0 lawgs ool dyre Sl S
s 9 bl e VL Glme el o g s 5 i lulid
CiS 0y 5l Al e (P eadS b ablie g b pdycan] ol

. AN

b Codul g lore ozl Y S

1Fee 350 B ojloss (sl pguw 0 Hlosh (pgd Jlw —iouigh (glailu jaier (Uil g (31 3 (GUdpdummmn doliliad —

AR

doddo .Y

S zeed 4D Soal Plas ) (55l S5l @ GBS
(Lasl (90) seelasngd slagus s 5 oS Shles « paseds Sledllo|
Conr 38 s Alis (6l Coial £ao90 g Canlanisls ol yon I
Sl slajl o bl Sz lsb gzren (Blas cuslond 0S4
Grmbo ol Condg (b3l s Coslod Srmentd Gl 5l G | 4D
sl (55950 Jlmas gurkel OMSte LB ol a5 08 sl

Sl 0 yuply slacal, 5l asens ol el plee  Modl e ol
GrSosil sl 1y asls ) Mol aseed s Yo oA Jlo o1, e
Bas .l 00,5 >Lb o,005 10 (6 b Connl € iy oS
Sinjd Coshi a3l (pl angg 5l Slpbe (elline 40los] ol
5 ool Adlhe gy el et ls ol el mle coil Sl
RO I YL U5 O SO B PSS EE LB TWEN PURC JUICH I
et Mol 5 lo 5 {5

i o JS5 1y sl il Sl oL o il g
Al yube coial jo 5585 S o Ki)8 oniws LSis sl 1y
5 Sy 3l cnl Sl Sl (Melli aslsl (ol Sus
o a5 Ll 5lall oo Sl (rldie )3 6o Sl (55luaz LSy
Silosoz NS 2 5o Jlezms 5 1ot e Cooms 4y o j9iS
L yddbaie 5 Soel glacelon) Wlgee mbe ool @gons
adlso iy 3l gmle Sl amls aleiolul caneyi 995 ol
b aiilos el golaw glls alaS e 5 canlons LSas Lol
2 e Sl Ll Glgion bapals cnl 5l Sosm ()35 85
591w |y yoiS

295 S9zg (o Slaldl adlie )5 et o tege I (S
sl belSins o (las, Kialan 25Ty slrog,5) lesle

el olgz a S L ablie 5 Sowm; o5 T gl alog a5 Cunl oS
o3 2l b og,F ol s sage s |, ledl Jols 5 odsy sl o
~ai3lis 35 (CERTS) sl slaasis dolg 4 gy (265 5ly
5l o )le slaibly cosl slael o5 slml Lol Blaal .og o
slabl) glaasid o dol> 590 puile, Jlao a9 rals e
0j97 o oy & b ploj paile) Jlas g als e
slabl) sleasis
0j9> ;0 Wolgx Oyl e aile, Plas 4 g als e
slabl) sleasis
o9 Ll alhal selSaiws [0 Slejle ;245 slowl Iyl
b gl Sarubre S99 a2 )3 5 g pdycew! Cupse ool
S92 90 S gy 5 Sl 45 Cuwlond Cull 05950l a5 12 el
Slaal s iy Cox Gl Ol a4 S Ged (e glaasin o
bl By @l plaS,e wigh eaid 550 aglojle )5 5 oS




Ly 28558003 9 (6 iyl sLitel (59, 6,0 CVSS 35,05
sohteas |, AHP ) Sea 3 YUQING Z .coul lags pidscam! cpm
9 Ollinl 0,59, S Grs g Gy 33,5 (Byme CVSS gy
e sleaslds kel (8 sl piyaes] 23y ez o)
-l el cul 55 v92ge sl l3Ble 5 5 i 5 Dl
ar,lSe aS S o 1 0,8, cnl Sl skl gl e 9 oS
5 som wix @Y i o ol Ses o Xia0linZhao .uis Sisss
G1,5 5 CVSS L AHP Jlows s e 450 el ) cslails i
e 4l Coel 2bsl slaty Hled 3 SEske 1) ales
el Gl gy Getle 63k B b eile x50k
Zaslosls lals o 5T lagSl 5055 (soaine anl 8 sdle 50k
Sl iy, SaS L1y 30k akis oSea 3 AZwarHassan
s KDD99 g0 slaosls acgomme g solSools « cile (5 pSob
Q30,5 o, » 1SC2012

(DDOS) gy 5| s3kmpgyme pasieis Jaa o)l Som s GUY
Lo Sz she sglSesls i, o8l e |
Bl (5 s ol (330l rtanas .Y
slr b ozl o CVSS ple g ndyaaml (ojlisl s
ot (2] ol (513800 5 slas s e 5 o Sy bLS)|
plaS o a5 o a5 a0 Tl (5 koo 09,5 4 |
S b jlens 5l 6l asgae Jolt
Srdmeel Sooslal 5 el b TRy slal slalae
o S e a5 00 ol oy Job o 45 s
WS (g0 ysd Gloy SIS Ly (Bye slaliae (Jlie o 0l
e glojlae aiis (LS i )5 gladaze o Js
Lo gl an e g 0350 Lo o 6 ) ol Lz S 4 5
ol S35 s 5 (Sl CVSS (3, slaShs 5wl
plal orlin polie sl slajlors 4 (285 oy ol o oo
3 oolaiwl .o Faaly> Y -
araS b Ol Jy el Sl (ae  (Bge slajlre
Seslinal o S eVl ) al shetel bajlae ol 4 canlie ol
S35 L 1) 6 pdyaaml 5 (B0 S s shame 5 (B0 sl Lons
by ot (ol bajlone ol 51 oolitul Lol el o oSiain (6 7t
Al (Bl shoel 5loolaiwl Cunl o «Bun 4y 4> o3

10
ﬂ” +
Cvss Vectar
Score String
Exp\nn(AV AC, PR, UI), TemptE RL, RC) EnvlCR IR, AR, .. ]‘

B v o lade clal doles wgdonls

Impact(C, I, A}, §
Temporal Enviranmental ‘
B Met i
M ( Metrics i Metrics ‘

Optional

CVSS XY ICH IRCA PER TS

5 Sy bl die) 50 0adpll IS pw 4y i (nl o
o eatlyn aSD 50 9250 slas pdycaml ol izen
5 @l slegss, Al jedae g ()l Slalllas eSLS
5 by se plaS,p a5 Ceslosds plonl bas iyl (oS dpasboo
o9y AHP)  slealads Lo ol 0s)ls slacysgase
\av. d..mo)o"b.‘;l.w langs a5 col ol pealidis S5 pumenad Juloo
ool 4525 sl 5l odezn peovad Plos Sl Geead - il

(Cawlosa] ¥ IS j0 a5 jeblen) conl QL.:'I

Complex
problem
Aim
ST e 7 e
Criterion | Crierion Criterion 3
factor factor2 factord | [ e factor] factor? factor?

10 b oo 5l Lo Y S0

Flas o 50 s g plol o3y, (oilpe ks Jolos ayl 3

A eyl g 15508 ol ol Ll coal ooummy puonad
S35 S5l i yile o 2T d il jshaneds ol Kan 5 T Klsn
039 O dd> (g, 9 sls g ) 651 4k e e ls
m e AHP 5500 sl 1) 36 Slesl, T 2 slr s Sk
5 poalidos oo ailiogags ol )3 . slo mals |y LI, pad as s,
S 3eb lizan Ll T e

RYIERYEN

Oloy9% 5 eapals

L;Lngﬁ;\,;WT bl o Ml sois o luslu] CVSS
las,5bd g o lastinl o (gicns! Lawgs o laibiw] pl ol aSis
sl Gl g Aol s ks pozdl (Gous 5l g 0l Sl (NIST)
W‘OMJ.AS.AMJ os)f A )l CVSS couloass u.)l.o.? (FlRSTlS)
o yile 5l slacgame Jolis oo 5 (s 5 Gloj e Sn)
D oo odpline ¥ S jo aS Col

Base Metric Group Temporal Metric Environmental Metric
Group Group
Confidentiality -
Access Veelor — Exploablity Colltra Damae Cmﬁd.u‘ﬁahr}.
. Poentl  Reguirement
CLEss : Lall
) Integriy lmpact Remediation i

Complexity N Level Réﬂzgmffm
e (= Repor s Avalbily
Impict Confidenee Mumﬁ"

CVSS sl yilo 09,5 :F JC&

|?<r|".’ (> jeo ot o &S

Ve 53k B ojled (b epgm 0 e epgd Sl —ieligh glaili jiz (LSl 5 (B0 3 (W dolibad


https://ieeexplore.ieee.org/mediastore_new/IEEE/content/media/6287639/8948470/9056505/zhao1-2985547-large.gif
https://ieeexplore.ieee.org/mediastore_new/IEEE/content/media/6287639/8948470/9056505/zhao2-2985547-large.gif

o ST o SIS (9 ]y ol 3!

9

VEve 5l o 0ylod (oaly gms o slons o0 Jlo —Aaibyp (sl jicy ol 5 5510 3 (SUBianesnw doliua

Denial ACCESS) jlxe yué (o yiuwd gl (yloj o .Y,Y,Y

(Duration
L Sley Doe jlone cnl 4l )0 jlmed (o iws (lulid 5l g
S dge 1) 00l lulid jlomejes (g yimws B aiS (oo Jobo o5
Sgans Sz 08 o o) Do 4z lne (pl ;5. A5 (cechiogs
FEon S e Bl jlier aSd o jbrend oy ile
S Clloalys ol pad 1) (6 s Sy Az j0 g Sganles
lacs iyl Copnlo ay azgi b slome ol (oo s (53l gins (o)
E55 2 o Wlgi e 35 o0 0olilulegus g pdyml 51 45T g
sl Sglite (6 0y cans]

Modified ,Lae g5 oddosly arwg Hlpl o iores
;5 Modified Access Denial Duration, Reconnaissance Duration
1) Sl L lons ol a5 Calons @Bl _Lame sl Lone Coond 4o
SRl Las 1345 Slyeis 3ok |y 4l slalons b il o005
httpsi/icve-  Loyol o Jlnl cpl ST S edas o)losgg
ABlse 500y BB g e iws o calculator.ir

25 Jgsz Oyge 4 lajlaie il polaw o Jleto yolie o
g o 0018
CVSS Jow sluey sais 00ls 78 (o5 polie g lbaasein olos

sl e

sl e
e

15 Sl 4 2K J b (wnia ) 4233 10080 1 2 o s sl | (H)2L3

3 e sy olacs)

Ol e

e e

s Bloy e oS Jlasl 2 55 Sl ool
= L
o

da e

(M)

1 Shre 4 K Tl (a5 ) 4235 1440 550 402 55 s

333 o edls olass!

L Sote oS ol 2 3l ol

PO VS

0.5 oty olanst] Jlas & A2 Jab 4235 60 ) 2aS 2 s e | (L) o5

S35

30 o S0 Ll oy,

S as Sl o

s 4 e ol B30 bzt | ci

ol a3l ahales K sl SR K | (K)o

e &Sl d 3 5 ol s b e and ool )

1.5 423310080 3 2o aK2 55 slae b o mes b oo alad 0L | (H)oL3

Oles e
3l e eals Lolantl las 4 LIS J b (azin )
lad
Sode oS ol s ke ol Gl 8 e s plall 3 e =
Yoz JTand
bogs [ s

 § 42321440 540 S s b g ed by ol plad 0o
(M) Sla 2

sk e edls ozt Slas 4 22K, Jgb (55 )

PEVAPL S M IO ST & R B : = L
e oS ol 2 s ke cul Gl 2 ez S

0.5 25360 3 2aS 42 3 e b me Lol dad Ol | (L) o8

Dk aedts Jolantl les o 2K Jsb

oz slaal oyl ) Jgu

=Y

wawT 29kl o ¥ dsnd dxwgd 9 Sgud VLY
CVSS o lsia

by Gl S5 gl lp a5 G (nFeadS 5 (i Fse
S 3 4 (s sl St ond Sl CIS) o il el 555
Geb a5 Al oo sl el 5 sl Slam s 5 Sl 5 sl
195 4 b 450 s ;0 o s § Dl saled J 1S )
o3zl Sloxe Dl g o3l 4 o a5 Wisd o e g Gl allid
w59 e Sl wd Jl D jgo (pl 4 g 25d03ls (o s
55 S gl ASD

2 OS50k a5 Tz 3l (g3l Coenl baglosle (sl J S
00 (el s 528 (8] g7 b 55 gy Lis Calises Ll
ma a5 ool i il 4 Jate ool Slig s
0391 5 ] S0 5 G o daio lojles A 4y (sloy90 50
~aie aSed 4 plojle ()15 Sl 0L 3 5 G Sl L g
3,50 Slaal Wigd caibos ax g, U o) slacs pdyaml 5 ons
G oyl jo obsy BBy Dlpess g s ], F5445 adle
Wload Glojle (S0 aSed ) (o jhwd & $3g0 &5 SIS 35h5 Lamsgs
Orizmes Wyl (dyme ;0 Wl ge 093 Sois Ay1S Jlise
Sbptass (Sppal (WS Gapiwn sl %00 bl
dgill g oadicg pae cdoay b Hlogs slaaSd 5 (oialejl 5 <8ge
986 S ol losle aSed 4 B sk (ul 51 ) F398 abes 51T gl
25,06 Ly ls a5) BYODY (g5l 51 olejles osliinl &jpm 5o
Al (nleidate Glojlo 4l 4 1) 055 pasd 5 (S Sl
2 Obojle 4 IS Sl ol posessll g0 0 o5 0 Sazys
Gl Cupde g S Grizmen S8 SaleS |8 ks (5 ee
bzl g ilwosly yo (Gl (a8 Glojlu aSh 4 Jate Sl
weslsanly® bl 5 bty Slapiass

E3o50 Il e Jlre 055 5 S cnl (YL Comal s 4z g5
@ dlis ol 0 (CVSS) Gjlue 20jlitel g slajlxe 5o
Jbosl L1 alte (nI CVSS ool pias (g5locslite jslate
&kl oloy Sae g (pluolid Gloj Sae slaglyie Cod waz pite 9
-so oibey CVSS amme 5 aly slojlors 3o jlome o yions
tlos 25 g% 4 ke cnl e
(Duration Reconnaissance) .o bwlus gl waw ,Y,Y
el lre s (o iwd i o Job o5 Sloj Do jlre ol
Ol o S oy S olelil 1) Al 0 i S
3 ey (o fws (@lolid (6l 00Bi(s e oy Do 4z p2 JLne
Sty A5 53 g Sg2lgS JS )5 Syt e wBly i 45D
Codle 4y azgi b ololid loj Cae .cublosnlss ol jan 4y 1) (6 iy
ms0 390 03liimlegus Las pdyaml 5l a8 (B9, 5 s o]
Db Sglite (6 pdycam] g5, 40 ailg




Roundup(Minimum[(Impact+Exploitability),
10
ch))pe Changed
Roundup(Minimum[1.08x(Impact+
Exploitability), 10])
1008 a5 5 US54 (ISC)7 6,138 8t jLel
Scope Unchanged 6.42 x [SCgase
Scope Changed 7.52 X [ISCBase — 0.029] — 3.25 x
[ISCBase — 0.02]%°
loles cpl yo oS
[SCBase =1 — [(1 — Impactcony) % (1 — Impactlnteg)
x (1 — Impactavair)]
bl 2l 65000 bl Ll
8.22 x AttackVector x AttackComplexity X
privilegeRequired x UserInteractionx
ReconnaissanceDuration x AccessDenialDuration

GJ}A dolro

g e iyl py S 4 (8ge 5Ll
Roundup(BaseScore ExploitCodeMaturity
x RemediationLevel x ReportConfidence)

;s dlolas
2 JS5 4y 5 alie (l s s byee CVSS [ ame 5Ll

Dy o Ry ya
If (Modified Impact Sub score <=0) 0 else,
If Modified Scope is Unchanged:
Round up (Round up (Minimum [ (M.Impact +
M.Exploitability) ,10]) x Exploit Code Maturity x
Rememediation Level x Report Confidence)
If modified Scope is Changed:
Round up (Round up (Minimum [1.08 x (M.Impa
M Impact+ M.Exploitability) ,10]) x Exploit Code
MatCode Maturity x Remediation Level x

Report Confidence)

Dgdse Gy py Oy 4 odd 2l N5 50 skl
If Modified Scope is Unchanged: 6.42 x
[ISCModified]
If Modified Scope is Changed:

7.52 x [ISCModified — 0.029]-3.25%
[ISCModified —0.02] *°

olee cpl jo oS
ISCmodified = Minimum [[1 — (1 — M. IConf %
CR) x (1 =M. IInteg x IR) x (1 — M. [Avail x
AR)], 0.915]

l; u...u‘ )J‘)_\ )»..) ol C}L@‘ 590 7 CA.J.:L9 )LA-AA‘

YA

Vector
i
! Artack
."" Fd Complexity
!/

Privilege

i
Duration
A ')7——
e
P .
d AN integrity
d AW
\
CWSS Score Yo,
\\ A Availability
Exploit Code A
// Maturity \ Scope
-

a3l Ao CVSS s 518 lma 1 S
S Lol 20 jhsol wlde Y,Y

o Sl 5l cie Lialed SO aS sl wdo dun 5l can ol
3o 4 Olgin |y Dbl (ooled bl axils (are g (SBge aily
oS w0ad S ) S 3 o S sunas,

CVSS 3l S &5
YA - oS
7,8 - ¥, g
A=Y, ol
Ve -4, Sl

S o (2 jleiol wlidie 1Y Jgua

Sad 4z ghls Folp CVSS wl Lol 6 ¢ Jlie lgicas

g el (6, S aojlanl g4l Sl eslaal L ail o Jawgie
ol b s CVSS wlilial Ll plin oyl el 4 55k
oo soiucaglyl o byl yo bl 4 S 6l Ll

Wiloanazs 5 lai s 04> L;ﬁ;\_iwyl oo sloa] 3

adlarwgi CVSS Yol f,Y

WOl ooy 7 4 allie cpl jo 4l anwgs CVSS o¥olss

ol dolee

Sl 5 6,5, (slajlal 4 bgsye S¥oles I ol 4l Ll
a dllie ol 55 o0 e CVSS [l aly jlotel aiies (5,90 50
P9 ooy By D)0

If (Impact sub score <=0) O else,

Scope Unchangeds

|7 (o (oo gorl oD

e b Bojlad (aly pgm 0 slod pgd Jlu —ieign glilujaiz (bl g (SB35 Sl aclibad



8.22 x M. AttackVector x M.
AttackComplexity x M. PrivilegeRequired
x M. UserInteractionx
M .ReconnaissanceDurationx
M.AccessDenialDuration

GOl w9y Judoi & 32 Y
Grdyoa] Sud bl 4 adlisge Sl 2l ek 4 eST

= = R I S IC A I Y o5 ) eolawl b oo olulis cla
CVSS3 iy CVE-2019-1758 (g sy ommol Jlakal ygl 1 FUSLy 0 5 07 o ST Q)5 51 o5l & o8t ¢
e CVSS 03 oolomjs uL...} ‘J,»..M:Lo L: Q‘ ML&A 9 faL: &fm

YL polie oabosls aswsi 5l omiwaso jelaiedy a5 S50 o
oSOl Slax adle (nl )3 waz Jole g (38,5185 50 (g

w2l

CVE-2019-1758 (5 3y conesl .Y

245 Syl o) Catalyste500 s sSumn slagism 5o
Casp anl 5l 15 6 assesla jslone jloe il prlge 4 il e o A5
@ Jlail slp G L wilgion prlen S0 i oy (guo s S @
oém‘;w sﬁww—‘ Q"‘ )l 8021X OMLg-\.\J)i,.J g 0 AS.\....:
ssbar B asaajlal palee 4 Wlsh oo 3390 lopo e o g WS
VST CYVOV V] P PN CEC ORIV KWV SNEIPL WW. JP VIR SE

wdlbss 25zt

| Comment Val Metri
CVE-2010-1758 (5 32y ool 3Lkl 55050 : ¥ ST — alue eric

G el (6l lie Gl ) 4S (S)ea 0 s
O elisS ) sl O 03 Slas 5 lags el

33 it e LSS e S ol S e | (Al | Attack Vector

e e Lo i il i o0 2ELALINS 3 g 5 (Sean ) 3 i S NG S| (| A
é W7o PR P e e e omplexity
R O Gl ) (DLl e Rl S 2 )

Sl gt i 53 | H e

ont b b 02 e e e
el ol ok R Pl 3

. Privileges
Al s, Ne

ol g1 Required

3100 o o
Fy ey

Comments Value Metric -;;.-{J!;; G

b dg o o | (N)p | User Interaction

e el uapdos 3 E U 5 e Ll ) s e s o
3 s e e b e i S S ol S | (A Attack Vector (U} i 0 Scope

23k s o

3 s 5l BOLIX e i Gl g3 Sy (1 Attack o ! - Confidentiality
L] S ot 3 bt 18} Complexity e

Ebisamilm Ztada] N o

Tmpact
- (P U e pesl . - N
s g e S e N) e Privileges kel s e S4 Al gay A el bl el ol WS e [
24 o e & Required ) (L)% | Integrity Impact
agldiadh e gl e g e DLl
PPN P PR P SR T N) - i FRYT
ALl s e kod | (N) g | User Interaction . L I N » Avallability
B e R ( ]gr' Tmpact -
; mpa
) o Scope

CVE-2019-1758 5 y3. &y ! (51 ST 0¥ Jgu
M) g Confidentiality

Tmpact Sheel FIRST avcoge dansgs oo asll 15l o YU jolie 5959,

(s | Integrity Impact :.)o)fu’.ad.f...alz.o (Ja.»sm ) F,Y )..J).g Lgf.hw - T o 9

(N} et Availability

Impact
(0.5 Reconnaissance
Duration
U .. . Access Denial
b s e i gald i B0 1 g Gl e g bl ) L) o ;
et e e i i 52l 4 60 51 i ; 8] Duration

99 wludis! b CVE-2019-1758 (5 9y camw! OCS po:f Jgos

Quz jlxe

§ e S SS 153 ]y ol 1

14

VFee 523 B ojlands (aaly pgmw o sloud g3 Jluw —ioign (glailus yaizr (LS ) 3 (SA310 3 (G dolidad -_—




CVE-2019-1690 (g 3 ! .Y, Y

B #'CiscoAPIC NBle s shpae bl ggy 5 LS)-.'.;*%H’*“] o
Al oo F.Y (4Y0) 5l 3 sloass gl aS Sleolliws jo 50,00
o2l S syl ol 5l ool b . bl o oolitulegu L5
s Gyl Gl oS & Wlgipe et g sl
Sl 3925 pae 5| 56 sy nl a2laals jlre i
G5y 52 o0 Jlasl IPVB Loms Ll (gl sy J S comslie
olan 5 azle Bl so (6 il (gl olKTus Sy 5 e Lasl,
ool Jlail sl G L (s pdocoml a5l ilg5 oo (S0 58 a5
e o g aiSesliiwleguw pdscgml olfiws ;0 IPVE xe wigy
-Ohet Slacasgame sadelrl p2les 4 Wigi e Selaibse oalinl
Wi 590 abgr e olliws (595 2|y (o tws JSUS B

oo B g9 705 4 s pdycm! ol lacss e

Commenis Value Meiric
5t b B e e b o ] e | (M| Attack Vet
.._J...__"i‘.l...'_"f,.l-.i.l_-._-.\..'g-_l-i,r.iﬁ_.'-.__dr'r’a-;‘.__;- X
« ; iU .-'\l[ad«l
i e Complenity
Shiti ren glies LB oeri oyl filew 5 Liyale
= [ WET T e e e T s |"J:- — PEILIJ.E‘EE

ke d g F Raquired

Fols o ¢ " . . I .
[ GRS e 8 ek et e

Tlser Tnteraction

et b i 5 et el L) e il

Scape

— P e i

Confidenrialiny

Trmpact

Lot gl 1 L2y i g J—_.';A._n.ff

] £ e E
_J-F.._'..«q._-m._._y .'__:-J-.",;I.J.A.fu.— i

[H)ski | Tenegriny Tempart

Avvailability
= Tmpart

. al . PR I
e R e =

CVE — 2019 - 1690 (g ysdy ] sLS yio :0 Jgu

stoel FIrSt acge Lawgs oo a5l I3l 5o YU polie 48,5 o l5 b

005 o0 dpnlons (lawgie) 6.5 il (s iyl s

CVE - 2019 - 1690 (6 5 g o 3Lisiol 3597 o :Ve S

Galu ) ol Aea g il saloaly dxu 68 Gl (pdle 2
D g Slae e (5la o e (lulid Ge ju H S5 92 L
238 e (ous ied (o o (e )

Db g jlel 4l anwgd il 0 ¥ Jgaz slacsh e 3 50l L
Ol g 0SS (g5 05 St 5 VoV & (L) T 51 (6 pdy ]
gl cep g plolid ploy Sae a4 azgi bl nl 0 D)o
28l o (6l g3 ;0 Woadlie o yioge 5l (o a5 jlore o8 (o i
el FIrSt acige lawgs oas ail)l 1l a0 s (65 380 5Ll
g Sl D92y Coenl saimolis lakl alS ol casls
oS oz o |y ailiee slmepf Glagw i (olulid 5 o poe
ey Sl ytwd 5l g eadplulid Sy 4 Lo pdycs
ol Sl Jeol> Wi g S Glime 935 59l ol 1 Jeol>
Sl Jlages g b ygiSy SLSl il oo 2alS ook e 4 sy
~ VoA G JSs 7 b a4y oals 00ls axwg Il 10 (s il o)

CVE-2019-1758 (5 33y o] aidldrawgi 5 jltol: A Sl

Common Vulnerability Scoring System Caleulator

I Base Score

CVE-2019-1758 (5 ;3.3 | a8l dzmgs I3l oliuskd JSi

jFqQ (e (oor gord o &S

1Fee 356 B ojlod by gm0 Hloid (pgd Jlw —ieuigh (glaibu yasr (LS )l 9 (0310 3 (Gl doliduad



e ST 1SS (63 pa y Lol I

9

1Fee 350 B ojlois (sl pguw 0 Hlosh (pgd Jlw —iouigh (glailu jaser (Uil g (31 3 (GUdpdummmn doliliad

ol a5l e 38 b)) eadoslodnngs Il 0 Oygo cul g
@ axg5 b .clopaalys CVSS i pom asuns 4 cas ( pdoanl
)l e (Sl 53 53b5 Yl 3l syl ol &S
0l Shles wlgi oo 09t alog 5 (olalid Co pudy a5 (5)g0 )
S Jeos aplojl 421 (6 235U

4 sabodlsdrwgs Il 10 (6 iyl cpl sl Jloges o Lol

MLSA AR Lglkd.i& )

I Base Score

T A

CVE- 6 pdy el (gl a8l azwgs CVSS slooslius! o F s
2019- 1690

YL ol ool ools dawgy I3l (oriwdmo jolain 4y a5 g0 )0
oS ly e eile cnl jo maz Jele 9o (58,5 k050 au
el gaasty (banagie) 6.5 L il (6 23y comml () sl Toaone

n mlYasaen SRR &

aswgs 4l3l 30 CVE — 2019 — 1690 (6 9y ] 3ol 111 S5

o 03l

o] g A Gl e Clp; &S Syge o b
3579 oS Lo o elisS ) sl ol 05 alog 5 lacs ndy
259105254 lajls (slp 1y (g9 (0045 Wil e 055

)5.:59 5& l; 39~ U"‘ d5>5 ‘a..\s ).uL IRWIRINY Wy uLM.> UI-MJLA )Q
s O g loj e 5 slra sl sl g s plulid C
eo)fsawl:m

Comments Value Metric
ke ot LSS e e S gk o e | (A Attack Vector
G i e e 3 3y e Bl sl ey 2 Attack
U= .
[EE TN s Complexity
Sl s G et e ek e a3 e Privileges
(N} g ;
515 e e £ & Required
ek 5 o ik ] e (N) gt User Interaction

0818 dxmgs 33 38 CVE-2019- 1690 (g y.dy ! jlaiol VY JSCio

Scope

a2 lre b ooud

Confidentiality
Impact

Integrity Impact

Sl sl 0 53 slas pdycam! o Sb5l 51 e 95T

s @lolid S Jale 93 oy L Ol o0 | 48L dnngs

Olies owyp eizmed 5 (ot o] @dad S s g jlore pu slo

Availability
Impact
ot e e 2 s S (H) 54 Reconnaissance
A= S (s 10080) e S5 - Duration
I (H) 5L Access Denial
A5 e (aiis 100BO) e S 51 i e ol i - Duration

Sgedowyp B pdyam] Sad 4o Jule g0 opl 56

- %

90 wlwsis! L CVE — 2019 — 1690 (6 93y o] BCSS y50 18 Jgus

GBad g 5kl Al drwgd Il 0 8 Jeaz sl e (9 ,504l5 b
5 S 50 Gl Sy by Ve 4y (famsgie) 7.0 51 6 ppdyings]
Sliagad plolid e Jole 285 Coeal 4 (o0 S g0 al @
050, Lal syl lasanes 5 xS ska ) slre el Slagom w5




s s | bolesle (6 mle

Sl .0

o solize 10 CVSS Il o8 Gldes 5 212! Gl
Sty ol 5 lulid ol S pszmen o Uz Lo jlgan
5 eizme g lazme 4 olail 5 iyl (Glapias slasi ¢ la
250 0430 (LS g dlwgy Lot Jlad ) a3 s 50 Lo cdlad
5 st B pdy] Plol § (Glolids Co p tllr dlis ol 5o
S 5042 9 pis (nl Silosialisn it 4y Ll wld)b
D358 g0 (6 i Oladllas b oasy] (o Jaume jo I3l ol 5l

3l dnsgs Cqz 50wl s o5 san] Sliizs sl )5 lgie 4,
28,5 o0 Trhae 2 laoleidey Wighplnl Guiod (nl 50 0adadl)|
a>55 LCVSS 5l cds ol e olalas Jlocl gobu! @
Globome ;0 (pgle b 5 dinS gloanld) colled g5 @
Slojl g (Saio
lacs vl 3l b (2l Sz oyl Jlosl g olml @
lod S olasi b e (3l allin] agaiateine jshaie 4
s pdynl
ssbite 4 oleslisial) 5 (e sloan] B 6,5 54 5 olnl @
350 5 s pdieml 8) ez Sloyissa Jlosl (rivano
(Syiam Jlesl poe 5l (AL S
Al o3l 4y a5 L CVSS Il cds iolidl lo lrs olow] @
2 35750 Sl ] ol 5 (S5 dhwgie Szs9)

&=l

Gl ool Vs pule oulis p> OYAP) Lol (spael )]
o8 OB e DL (0D (pulid o2y Dl

6l 28 63,505, @l (\YA2) . 5 o yob g lesl wosly o, [ V]
alb bl - s heels slaasid Jld Sl olulid b ablis
ety ol s aly oodll ol o8l . o)l it I8

b)) S 69,50, ©L1OYAY) L6 pde pob g aug sowrw [ Y]
Slogiesi e Ghales ey oo slaald i3 slags ]
ole ol ol s DDl (5 55k 5 gaelS psle ;o 08
8ol

Sbiyl Sz 63,5, Al OV G0 jol g g cguprn [¥]
Slgiesi e Ghales ey . dore sloald i3 slags ]
ole ol ol s DDl (5 55k 5 SganelS psle ;o 08
8ol

od5)kiel a3l anwgs 5l (VYA3) L6 poe pob g olasl wooly o, [ 0]
http://cve-calculator.ir/cvss/ . ple s piueunl

[ 6] Ramos, A., Lazar, M., Holanda Filho, R., & Rodrigues, J. J.
(2017). Model-based quantitative network security metrics:

YY -

3l g 5 50 00 a1 (sl e Skl Al Jlogas
)L'z.,o)...c 6L°L§“J)*“'> 9 aolKiws L;vl.wl.u.a le).- A.ML.Q wLw)J)

09 oot IVFUSs O jg0 4 4SSl

10 W CVSS5 Ver 3.0

[= I TN e ]
I
I

s 5 CV/SS sl

A & oy 4B

\91" \9,\ D3 e gy pe

g S PrRLS
¢ ¢

A yd 0l oy 9 By w.w.i Ao Lo 1003 VP ST
aidbarwei Il gCVSS Y

&S 4 ¥
35750 S5 iyl a5l 5 580 b)) jslate 4 dlis ! 5o
Bilete s pdycaml (23liel phus I pgw s a0
s Gl g 55 Sl slaailse | (S, 4 4z L (CVSS)
200l cnl ST g adseslsdnwss s sl oluliss floj ae
Sl pere BB g ey ,o hitpsi//cve-calculator.ir .l
il e
Ll 9 mon Sye eddodbdarwgs Sl o Sles asll o
skl sl Sl ol 5l sl o cins 5 g bl 5 <518
CVE-2019-1758 yCVE-2019-1690 (sl pds ! o
A o CIS Jol Jyus o Slee 5 138 Gl b)) oz 50
Sl g owyp @ a2y b ol jo wdoslitul 6 yule Slagags
b ol p) gl 48,5050
m] s b)) & ol waeslsassys CVSS Il e
CIS U8 eyt & a9 b el sl iyl 5 Los oy
lyon 5ol g lome i o)Ll Cu ke g Sl (o
5 odosloanwys I3l 5l eolil b aiilg oo olz! sloolSins @
5 L il @lolis cosu g ol cooal 4 4z L
St 4 151 5 (Fobol (liee s pdym (09,58kos oy
iy Blide Slaagd pln o) olesle
wabosldarng Farulre bwg o S 538 2Lyl L @
Soel Gl a3 Sleladl 65 350 D90 4 s o
Lol caenl 5 055 5 00, (mocadsl 1 plosle (g ymle
Sy boadlg o bplele salolgiing Slnl 5l colaiwl b @

.x)'lom G mobe Slasags S5e C)Lol 9 S lwdgisme 4y (6 i

|?<r|".’ (> (jeo ot o &S

VFee 52k B olads (b pguw 0 slod 93 Jl —ioign (glailujaizr (bl g (SD310 5 Sl aclibad


https://cve-calculator.ir/

8, Organizational Measures

4, Capacity Building

®. Cooperation

6. Computer emergency response team

7. The information security management system

8, Center for Internet Security

°. Common Vulnerability Scoring System

10, Cyber killchain

1, Saaty

2, Huang

13, Chatterjee

14, National Institute of Standards and Technology
15, Forum of Incident Response and Security Teams
16, Base Score

1 Temporal Score

18, Environmental Score

9, Bring Your Own Device

2 Impact sub score

21 Cisco Application Policy Infrastructure Controller

o ST ¢ SIS (53 ]y ol I

9

VEee 50 o o3loid aly gm0 Lo o0 Sl —ionig clailus yicz (o)l 5 (0310 32 (Slppummsen dolibiad

- YY

A survey. IEEE  Communications
Tutorials, 19(4), 2704-2734.

[ 7] Zhao, X., Zhang, Y., Xue, J., Shan, C., & Liu, Z. (2020).
Research on Network Risk Evaluation Method  Based on
a Differential Manifold. IEEE Access, 8, 66315-66326.

[8] The Center for Internet Cybersecurity: "Critical Security
Controls .Version 7.1" April 1, 20109.
Available at: https://www.cisecurity.org/critical-
controls.cfm .

[9] Qi, W., Yan, X, Bin, Q., Shuang, L. X., & Hui, Y. (2019,
May). A Risk Assessment Method of Intelligent Substation
Relay Protection Device Based on Severity Index. In 2019
IEEE 2nd International Conference on Electronics
Technology (ICET) (pp. 381-386). IEEE.

[10] Huang, Y., Tao, C.,, & Wang, Z. Q. (2015). Fuzzy
comprehensive evaluation model of computer network
security and its application. In Applied Mechanics and
Materials (Vol. 711, pp. 286-292). Trans Tech Publications
Ltd.

[11] Chatterjee, S., Chaudhuri, B., Bhar, C., & Shukla, A.
(2017, December). Estimation of software reliability and
development cost using interval type-2 fuzzy AHP. In 2017
International Conference on Infocom Technologies and
Unmanned Systems (Trends and Future
Directions)(ICTUS) (pp. 682-688). IEEE.

[12] Kebande, V. R., Kigwana, I., Venter, H. S., Karie, N.
M., &Wario, R. D. (2018, August). CVSS Metric-Based
Analysis, Classification and Assessment of Computer
Network Threats and Vulnerabilities. In 2018 International
Conference on Advances in Big Data, Computing and Data
Communication Systems (icABCD) (pp. 1-10). IEEE.

[13] K. Lei and Y. Zhang, "Vulnerability availability
quantification evaluation system based on vulnerability", J.
Comput. Res. Develop., vol. 54, pp. 2296-2309, Aug. 2017.

[14] ZHAO, X. L., ZHANG, Y. M., YA, H., ZHANG, X.
H., & YANG, Y. N. (2017). Multi-Layer, Multi-
Dimensional and Multi-Granularity Network Model to
Measure Network Security. DEStech Transactions on
Computer Science and Engineering, (cimns).

[15] Ray, S. (2019, February). A Quick Review of Machine
Learning Algorithms. In 2019 International Conference on
Machine Learning, Big Data, Cloud and Parallel Computing
(COMITCon) (pp. 35-39). IEEE.

[16] Ray, S. (2019, February). A Quick Review of Machine
Learning Algorithms. In 2019 International Conference on
Machine Learning, Big Data, Cloud and Parallel Computing
(COMITCon) (pp. 35-39). IEEE.

[17] Gu, Y., Li, K., Guo, Z., & Wang, Y. (2019). Semi-
supervised k-means ddos detection method using hybrid
feature selection algorithm. IEEE Access, 7, 64351-64365.

[18] 2017. Common vulnerability scoring system v3.0
specification document 2017
https://www.first.org/cvss/cvss-v30-specification-v1.7.pdf

Surveys &

w,.aG:
1. Legal Measures
2, Technical Measures




