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Cormpare KNN and DecisionTree Classifiers
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Predicted Predicted .
Dataset Normal Attack Predicted
Train 99.94 99.89 99.92
Test 99.87 99.78 99.81
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Dataset | Normal | DOS | U2R R2L | Probe
Train 99.94 | 99.96 | 84.62 | 98.59 | 99.80
Test 99.87 | 99.97 | 97.52 | 99.42 | 99.71
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Actual Records Predicted
Records Type Dataset Number Normal DOS U2R R2L Probe
Train 67343 67303 6 7 11 16
Normal
Test 9710 9683 3 2 7 1
Train 45927 8 45909 0 0 10
DOS
Test 7458 1 7454 1 0 0
Train 52 7 0 44 1 0
U2R
Test 200 2 0 197 3 0
Train 995 13 0 1 981 0
R2L
Test 2754 9 3 2 2753 2
Train 11656 22 0 0 1 11633
Probe
Test 2421 7 0 0 0 2413
Records Type Accuracy Recall Precision F-measure
Train 99.92 99.89 99.94 99.92
Normal
Test 99.82 99.77 99.87 99.82
Train 99.93 99.89 99.96 99.93
DOS
Test 99.85 99.73 99.97 99.85
Train 92.27 99.92 86.66 92.82
U2R
Test 98.68 99.83 97.58 98.69
Train 99.26 99.93 98.61 99.27
R2L
Test 99.64 99.86 99.42 99.64
Train 99.87 99.93 99.80 99.87
Probe
Test 99.77 99.82 99.71 99.77
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Classifier Normal DOS U2R R2L Probe Accuracy
SIPSO [17] - 99.80 97.50 82.50 99.70 -
Adaptive IDS [6] 66.51 88.64 66.51 20.88 99.15 75.15
GA [10] - - - - - 68.51
CSM [11] - - - - - 99.79
AdaBoost+ RandomTree +I1G [5] 99.85 100.0 88.45 98.00 99.70 97.20
A”t[?g]'c’”y 0741 | 99.78 | 9351 | 9917 | 7465 98.9
MARS [18] 99.71 99.97 76.00 98.75 99.85 92.75
Proposed Method 99.87 99.97 97.52 99.42 99.71 99.81
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Improving intrusion detection systems by feature reducing based on
genetics algorithm and data mining techniques
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ABSTRACT:

The network-based computer systems play critical role in our modern society; so there is highly
chance these systems might be target of intrusion and attacks. In order to implement full-scale
security in a computer network, firewalls and other intrusion prevention mechanisms aren’t always
enough and needs other systems called intrusion detection systems. An Intrusion detection system
can be set of tools, algorithms and evidence that help to identify, locate and report illegal or not
approved activities by the network. Intrusion detection systems can be established by software or
hardware systems and each have their own advantages and disadvantages. Because of various
characteristics of intrusion detection data, in this research we select effective characteristics using
improved genetic algorithm. Then by means of standard data mining techniques, we present a
model for data classification.For performance evaluation of this suggested method, we used NSL-
KDD database that has more realistic records than other intrusion detection data.

KEYWORDS: system intrusion detection, data mining, feature selection, genetic algorithms,
database NSL-KDD



