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1. Introduction

Today, the transfer of digital data—especially text and image files—has increased significantly across computer
networks. Ensuring data security and protecting it against unauthorized access remains a major challenge in these
networks [1]. Encryption enables secure data transfer by storing information securely in channels, ensuring that
only the intended recipient can decipher the transmitted data [2].

Various methods for encrypting information have been developed. One such method is symmetric cryptography,
which performs encryption and decryption rapidly using the same secret key. However, this method requires a
secure communication channel to share the secret key between both parties. To address this limitation, asymmetric
cryptography employs a pair of keys: a public key for encryption and a private key for decryption. The public key
can be shared openly without a secure channel, while the private key remains confidential [1,3]. This eliminates
the need to exchange a secret key beforehand. However, public-key cryptography methods are less efficient
(slower) [4].

For securely transferring large volumes of data, users typically first establish communication using asymmetric
key cryptography. They then exchange a symmetric secret key and switch to symmetric encryption, thereby
leveraging the advantages of both methods [5].

Unfortunately, traditional cryptographic algorithms lack sufficient computational power and storage capacity and
are vulnerable to quantum attacks. As a result, DNA-based cryptographic methods are emerging as a promising
solution for secure communication [2].

DNA cryptography bridges two fields: biology and computer science [6]. This method exploits the natural
processes of DNA formation for data encryption [7]. Due to the high information density in DNA molecules, vast
amounts of encoded data can be stored in a compact space. Additionally, DNA cryptography benefits from parallel
computation, enabling extremely fast processing [8-11].

DNA cryptography integrates the massive parallelization and storage capacity of DNA molecules with traditional
cryptographic methods (symmetric and asymmetric) [S5]. However, a persistent challenge in DNA encryption
systems is the need for a secure channel or an efficient key-agreement solution.

Elliptic curve cryptography is a key-agreement system known for its high speed and suitability for resource-
constrained mobile nodes, offering enhanced security and energy efficiency. Compared to other cryptographic
methods (e.g., RSA, DES, ECC), it provides superior operational efficiency and lower computational overhead.
HECC (Hyperelliptic Curve Cryptography) is particularly versatile, allowing easy implementation in both
hardware and software applications [12].

2. Innovation and contributions

This paper presents a novel scheme for encrypting and decrypting Persian texts and images using HECC
(Hyperelliptic Curve Cryptography) combined with DNA cryptography, ensuring robust data security while
minimizing computational overhead.

Key innovations of this work include:

e Encryption of Images and Persian Texts Based on DNA Cryptography: For the first time, an
algorithm is presented for encrypting images and Persian texts using the DNA cryptography system. If
the data is in text form, it is easily encrypted using this algorithm. However, if the data is in image form,
the image is first converted into a DNA sequence. Then, the same text encryption method is used to
encrypt it. Interestingly, the data obtained from the image is encrypted in the format of a text file.
Therefore, the proposed scheme has an additional feature for hiding images as text files.

e Use of DNA Hybridization Technology: DNA hybridization is used to minimize time complexity in
the proposed system. In the hybridization method, two single-stranded DNAs containing encrypted
information are combined to produce a single DNA sequence.

o Key Agreement Based on Hyperelliptic Curve: In this scheme, HECC is used for secret key exchange.
Therefore, there is no need for a secure channel to share the secret key. Additionally, the proposed key
distribution has low computational overhead and high execution speed.

e Providing a Large Key Space: An efficient cryptography system should have a key that is large enough
to ensure its security. Therefore, the proposed scheme offers a larger key space (640-bit) compared to
other similar schemes.

3. Materials and Methods

The proposed scheme employs rigorous mathematical proofs, logical derivations, and practical implementation
through coding in the Visual Studio development environment to validate its theoretical foundations and
functional performance.

4. Results and Discussion
The proposed cryptosystem enhances security through two key mechanisms: (1) leveraging the inherent
complexity of biological processes in DNA cryptography, and (2) employing computationally intensive
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hyperelliptic curve operations for shared key generation. This dual approach enables secure encryption of both
Persian texts and images without requiring a pre-established secure channel for key exchange.
The system's architecture combines the efficiency of symmetric cryptography with the security advantages of
asymmetric methods, specifically through:

. DNA-based symmetric encryption of content

. Hyperelliptic curve asymmetric key establishment
Implementation results demonstrate significant improvements in:

. Computational efficiency (reduced overhead)

. Temporal performance (lower time complexity)

. Security robustness
These benefits derive from the synergistic integration of:

. DNA hybridization techniques

. HECC-based key agreement protocols
The mathematical soundness of the algorithm has been formally verified, with practical implementation
confirming its theoretical advantages for secure data transmission scenarios.

5. Conclusion
DNA cryptography represents an innovative approach for message encryption that utilizes DNA molecules as
information carriers. This method capitalizes on DNA's inherent advantages, including exceptional storage
capacity, minimal energy requirements, and parallel processing capabilities, to facilitate secure encryption and
decryption operations. The DNA-based approach enhances data transmission security across networks while
demonstrating resistance against quantum computing attacks.
DNA cryptosystems exhibit compatibility with both symmetric and asymmetric encryption paradigms. A
significant efficiency improvement is achieved by implementing shared key generation mechanisms that eliminate
secure channel key transmission requirements. This paper introduces a novel DNA cryptosystem specifically
designed for Persian text and image encryption, incorporating two key innovations:
1. HEC Cryptography for Key Generation: The system employs hyperelliptic curve cryptography to establish
shared secret keys securely without channel dependency.
2. DNA Hybridization Implementation: The integration of DNA hybridization technology ensures rapid
execution speeds while maintaining cryptographic robustness.
The proposed scheme offers enhanced security through an expanded cryptographic key space. Comprehensive
security analyses and performance evaluations confirm the algorithm's superior precision, execution speed, and
resistance to attacks compared to conventional encryption systems. These improvements stem from the synergistic
combination of DNA molecular computing and advanced cryptographic techniques.
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Figure 2. Polymerase chain reaction [31]
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Table 1. Different types of DNA technologies
DNA technology Main specifications

* A key is randomly generated using OTP.
* The key generated by OTP can only be used once for encryption and changes for the next use.
One-Time Pad « The key size is greater than or equal to the plaintext message.
(OTP) * The key must be defined as unique and remain secret.
* Guessing the correct key to obtain the plaintext in OTP technique is difficult.

* DNA chip technology is useful for storing and managing biological information.

DNA Chip * DNA chips are also known as gene chips and microarrays.
Technology * DNA chip characteristics may change due to some environmental factors and negatively affect the chiphertext.
* DNA fragmentation is necessary for building a library for DNA sequencing.
DNA . * DNA fragmentation is used to divide DNA sequences into smaller fragments.
Fragmentation * DNA fragmentation can be utilized as a second security layer or for key encryption.

» PCR is a DNA amplification and quantification technique.
Polymerase Chain ~ * Two primers (small DNA fragments) can be used as the main key for the PCR amplification process.
Reaction (PCR) * To encode original data in a new sequence, the original information can easily be placed between two primers.
* Primer accuracy in this process is very important because primers of different lengths provide different results.

DNA Digital » DNA digital encoding is used to convert binary strings to DNA sequences and vice versa.
Encoding * DNA digital encoding is the most common technology used in DNA-based cryptographic systems.

* In the hybridization method, two single-strand DNAs are combined to produce a single DNA sequence.

DNA Hybridization Using DNA hybridization is recommended to minimize time complexity in DNA cryptographic systems.
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/ Reading color image /
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Converting channels value to binary
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Converting binary string to DNA sequence
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Figure 4. Flowchart of image pre-processing phase stages
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Table 2. Symbols used in the proposed algorithm

Symbol Description

I Concatenation operator

XOR An XOR operation
As Alice's private key
Bs Bob's private key
Pa Alice's public key
Ps Bob's public key
C Curve of type HEC
F Finite field
G Point of order n (n x G =0)

Alice Bob

Secret key selection Shared secret key

«.
“

Convertto A, C,G,and T Convertto A, C,G,and T

¢
0

Convert to DNA nucleotides Convert to DNA nucleotides

«
?

Eneryption with HEC and Bob's public key Deeryption with HEC and Bob's private key

Transmission over
insecure channel

e.
e.

ST GREST & 5 51, S 58550, 4z, S
Figure 5. Process of encrypting and sharing the secret key
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Table 3. DNA bases and equivalent letters

DNA Base Letter DNA Base Letter DNA Base  Letter
GAAC . CGAG o CTCG i
ATAT . ATCT - CGTC i
CACC ) CCCA = GATC |
ACTC ( CCAC L CGTT R
CGGG » ATTA i TGCG tc
TTCT « CTCC ¢ GTAA 5
TCAC CCGA é GCAT |
CAAT ¢ AAAG & AATC o
TATG | CAAA K ATTG o
ATAG _ AATT Ky GGCA -
TGTG Space ATGA 5 CCGC &
GCCT . GGGC J GACG z
CTAT \ TAAG o AGAA ¢
TCAT 3 TCGG o AGTA c
ACGG v TGCT 5 GCGA &
CTTG £ TTAG o GAGG S
AGGT S GTGA © TGGC 3
TGAG 2 TACA & AATA B
TGCC Y CATG & CCTA 5
CGCC A TCTT ) CCAT 5
CTTA q TCCG . TCTC o
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/ Simple Persian text and shared secretkey /

¢

Archiving simple Persian text as DNA

“

Adding initial and final primers

a

Converting DNA sequence to binary

@

Converting shared secret keyto DNA sequence

¢

DNA hybridization

/ Ciphertext /

¢

i
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Figure 6. Flowchart of encryption phase stages
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Figure 7. DNA sequence related to plain text of mouse
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Figure 8. DNA sequence with primers
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GTCCACATCA TAAG TGCT CGAG GCAGCAGCCC

10110101000100110100 11000010 11100111 01100010 10010010010010010101
Figure 9. Binary string from final DNA sequence
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Figure 10. Sample of shared secret key

GCATTAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAG
CATTAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAGCA
TTAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAGCAT
TAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAGCA
TTAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAGC
ATTAACAGAGAGGAGCATTAACAGAGAGGAGCATTAACAGAGAGGAG
CATTAACAGAGAGGAGCATTAACAGAGAGGA
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Figure 11. Shared secret key for hybridization
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Input binary string and primers - 1 0 1 1 0 1 0 1
Shared secret key - G C A T T A A C
1 1 1 1
Binary conversion - 10 01 00 11 11 00 00 01
1 1 i 1 i
Complement of ones bits - 01 01 11 00 11 11 00 10
1 1 1 1
Ciphertext (640-bits) - C C T A T T A G
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Figure 12. How to obtain ciphertext

CCTATTAGAGACAGCTGGATATACAGTGTCCAGGTATTTCAGTGTGGTGC
TTTTACTGACACGTCCTATTAGAGACAGCTGGATATACAGTGTCCAGGTATTT
CAGTGTGGTGCTTTTACTGACACGTCCTATTAGAGACAGCTGGATATACAGT
GTCCAGGTATTTCAGTGTGGTGCTTTTACTGACACGTCCTATTAGAGACAGCT
GGATATACAGTGTCCAGGTATTTCAGTGTGGTGCTTTTACTGACACGTCCTAT
TAGAGACAGCTGGATATACAGTGTCCAGGTATTTCAGTG

@l ey e VT JSS
Figure 13. Final ciphertext
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/ Ciphertext and shared secret key /

a

Bimary conversion of shared secret key

s

Compare ciphertext with key and assign bit 0 or 1

“

Convert to DNA sequence

a

Delete mutial and final primers

4

Convert DNA sequence to characters

/ Omnigimnal Persian text /
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Figure 14. Flowchart of decryption phase stages
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Figure 15. Steps to get binary string of plaintext with primers
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Figure 16. DNA sequence related to plaintext and primers
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Figure 17. Getting plaintext of mouse from DNA sequence
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Table 4. Specifications of system used for implementation

Hardware/Software Specifications
Operating System Windows 11
Main Memory (RAM) 32GB

Processor (CPU) Intel Core i7-10750 M (2.60 GHZ)




ol )b W5 -deio Jox (5,Lise @olai- ol e gols e anbld [ 0o DNA o) it SO Yy

~

14 ) <
~ =
= =
s 12
Q
2 N
= 10 o
=
=
ES
g
Nad
2 6
= I3}
o 4 e o
3= RANEoN o = D
gz - S A X 2
£} o s s S
S ol e
&3

Encryption B Decryption M Total Time

B O 5l diged diz slp soleidn ik sl Gloj alie N 53
Figure 19. Comparison of execution time of proposed scheme for several Persian text samples

Input Text: ‘ e

Initial Primer: ’ GTCCACATCA
Final Primer: { GCAGCAGCCC
Shared Secret Key: \ GCATTAACAGAGAGGA

CCTATTAGAGACAGCTGGATATACAGTGTCCAGGTATTTCAGTGTGGT |
GCTTTTACTGACACGTCCTATTAGAGACAGCTGGATATACAGTGTCCA
GGTATTTCAGTGTGGTGCTTTTACTGACACGTCCTATTAGAGACAGCT
GGATATACAGTGTCCAGGTATTTCAGTGTGGTGCTTTTACTGACACGT
CCTATTAGAGACAGCTGGATATACAGTGTCCAGGTATTTCAGTGTGGT
GCTTTTACTGACACGTCCTATTAGAGACAGCTGGATATACAGTGTCCA
GGTATTTCAGTG

Encryption operation execution time: 3.1 milliseconds

DNA sequence related to plaintext and primers:

’ GTCCACATCATAAGTGCTCGAGGCAGCAGCCC

Original decrypted text: = ‘

Decryption operation execution time: 8.7 milliseconds
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Figure 18. Program output window for plaintext of mouse
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Table 5. Performance evaluation of DNA-based algorithms

Algorithm Sample Method Performance Evaluation Time
Text Complexity

Lower efficiency compared to HECC -

An Efficient Hybrid Elliptic Curve exchange method, additional information,

o 2
Cryptosystem with DNA Encoding [12] Letter t Asymmetric delayed increase, and high cost (due to O
performing encryption with the public key)
i .S f hannel
DNA Cryptography Based on Symmetric 2. Hello Symmetric Ne_ed or secure channe O(n)
Key Exchange [6] 3 DNA (due to using symmetric key exchange)
An Enhanced Polyalphabetic Algorithm on . High computational overhead (due to using
Vigenerecipher with DNA Cryptography [15] Letter A Symmetric calculations and predictive operations) Otn)
A Novel Level-Based DNA Security . . Low execution speed (due to performing
Algorithm Using DNA Codons [16] Desire Symmetric multiple repetitive operations) Otn)
Designing Cloud Security Using Multi-layer . Increased communication overhead
DNA Cryptography in Python [19] Letter A Symmetric (due to processing data for cloud) Otn)
A New DNA Cryptosystem for Encrypting uy ) No need for secure channel, higher speed, and
Persian Texts and Images with Key EIYR Hybrid greater efficiency (due to using symmetric O(n)
Exchange based on Hyper Elliptic Curve Ls Y Y encryption for performing encryption and

(proposed schem) using HECC for key exchange)
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