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cryptography methods have high resistance against quantum attacks.
However, these methods have not yet been used to secure Persian texts. On
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In the proposed method, the hyper-elliptic curve cryptography (HECC)
system is used to generate a shared secret key on both sides of
communication so that there is no longer a need for a secure channel. Also,
DNA hybridization technology is used to perform encryption and decryption
of the message to minimize the time complexity of the cryptography
algorithm. According to the results of the performance evaluation, the
proposed scheme reduces the computational overhead and has lower
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Plaintexts, DNA Hybridization.

Highlights
e Encryption of Persian texts using a DNA cryptography system for the first time.
e Providing a large key space to increase resistance against external factors.
e  Minimizing time complexity using DNA hybridization technology.
o No need for a secure channel for key sharing.
e Highly secure and efficient key agreement using encryption based on hyper-elliptic curve.
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