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ABSTRACT: This study draws attention to the ubiquitous and borderless nature of cybercrime. It examines the
prospect of introducing customized cyber insurance policy in the Nigerian market. As secondary data was not
available, the study conducted a survey by administering three sets of questionnaire to purposively selected top
executives in four Trade Groups that rely heavily on Internet transactions for their operations. The study found that
the rate of usage of the Internet and the attendant exposures to cyber-attacks among the various Trade Groups are
quite high. Findings aso show that the traditional policies have limitations with respect to protection against cyber
risks and that there is a prospect for marketing a specifically designed cyber insurance policy in Nigeria
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INTRODUCTION

With a population of 136 million and an annual
growth rateof 2.9% (UNFPA, 2003), Nigeriaisthemost
populous country in Africa and the eighth most
populous country in the World (Oxford Business
Group, 2008). On the economic front, Nigeria is
Africa's leading producer of crude oil. With
over-dependence on oil, other sectors have been
neglected. Agriculture that was, once, the mainstay
of the economy has continued to rely on subsistence
farming and has failed to keep pace with the rapid
population growth. Thus, unlike many other
oil-producing countries, Nigeria's per capitaincome
of $2,300 (CIA, 2008) remains one of the lowest in the
world. The human devel opment index of 37.3 ranks
Nigeria 80 th among 108 developing countries
(Human Deve opment Report, 2008). The outcomefrom
theseindicatorsiseasily predictable: unemployment
and widespread poverty. This probably explains the
background for the pre-occupation of some of the
youths with Internet crime, referred to locally as
‘yahooyahoo' or ‘419'.

Whiletheinternational community vacillates, more
criminals are realizing that online crime can be
lucrative, particularly in the light of the volume of
commercia and personal information that are now
being stored el ectronically (Kierkegaard, 2005). With

increased sophistication in their activities, over the
years, perpetrators now leave little in the way of
evidencethat can beused totrack them (Aginam, 2008).
So far, it isdifficult to say if government’s anticrime
measuresareworking, asthelatest global cyber-crime
statistics, published by Internet Crime Report (2008),
listed Nigeriain the third position among the top 10
perpetrators. In fact, recently, cybercrime attained such
ahuge dimension in Nigeria that government had to
set up theEconomic and Financial CrimesCommission
(EFCC) in 2004. Itis, therefore, expected that measures
to control cybercrime or the severity of its impact,
including that arising from letter fraud, will interest the
international community.

Cybercrime is not constrained by physical
boundaries or subject toimport or exchangerestrictions.
Although it may have been conceived in a particular
country, its effect extends far beyond the country of
origin to any place on the globe. Its character isalso
anonymous (Kierkegaard, 2005) thereby facilitating a
wide range of illegal and illegitimate activities
(Moitra, 2005). Various steps have been taken by
different governmentsto protect their citizensandtheir
businesses from cyber risk exposure. Answers have
been sought from diverse angles, including
international collaborative efforts by way of
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international police. Unfortunately, the traditions of
jurisprudence have becometoo varied for such aforce
to be effective (Grant-Adamson, 2004). Thus, in spite
of these policing actions, cybercrimes persist.

Individuals and business organizations are,
therefore, left with no other choice than to arrange
alternativemeans of protection. Thisisusually pursued
in one of two ways. The first is the technological
approach, through which security measures to ward
off intrudersis put in place. The problem with this
approachisthat it appearsthe perpetrators’ ingenuity
soon puts them one step ahead of technology.

The other approach isto adopt risk management
methods cons sting of risk avoidance, risk assumption
and risk transfer. Particularly because loss to a
business organisation, following a cybercrime, can be
devastating, it appearsthat risk transfer mechanism,
the most popular method of which is insurance, is
often the easiest option to adopt. While still on the
insurance option, however, it has been realized that
the traditional type of insurance policies that afirm
can purchase may not suffice in a number of
circumstances, as they may not capture the true costs
of cyber-attacks (Gralla, 2001). There are, therefore,
two immediatetasks. Thefirstistoevaluateif, andto
what extent, various Trade Groupsengagein I nternet
transactions while the second is to examine the
prospect of marketing an insurance product,
specifically designed to cover cybercrimes. To the best
of our knowledge, such a study has not yet been
undertaken in Nigeria. This study attemptstofill the

gap.

Literature Review

Although cyber spaceand the attendant cybercrime
are relatively new phenomena, the literature on
cybercrime is extensive. This, perhaps, reflects the
multidimensional nature of the crime and the
apprehension that, in reality, there may be no safe
harbour from the crime (Bhasin, 2007). Asreported by
Gaudin (2002), attention totheendemic nature of the
crimewas brought by aU.S. Security Expert, Michael
Vatis, who observed that, although cyber-attacks are
of a limited duration, their impact on customer
confidenceislong lasting. To make mattersworse, not
onlyisit possibleto perform all thekindsof traditionally
accepted crimeswith theaid of acomputer (Gordon et
al, 2003), criminals were, indeed, among the first to
recognize, in cyberspace, the potential of awide-open,

sparsely populated, and poorly policed space
(Grant-Adamson, 2004).

Thus, unfortunately, thefight against cybercrimeis
far from being won. Some analysts have offered some
reasons for the apparent unprepared-ness of society
and the world, in general, about how to combat
cybercrime. According to Michael Vatis, mentionedin
Gaudin (2002), too little attention and too few resources
are devoted to cyber security. As explained by Longe
and Chiemeke (2008), cybercrimes have been in
existence for only as long as cyber space existed
without giving aclueastothetypesof crimesthat are
manifesting. Thisonly becameclearer about 1998 when
technol ogy companies began to partner with insurance
companies in order to offer clients both technol ogy
servicesand firg party insurance (Davis, 1998; Duvall,
1998; Nelson, 1998; Bolot and Lelarge, 2007).

But firms do not seem to be in a hurry to embrace
insurancefor protection. According to Holmes (2004),
constrai ned by premium costs, firmsusually put forth
threearguments asreasonsthat i nfluencetheir decision
not to transfer risk. Firstly, firms may regard the
possibility of risk from a software security attack as
low; therefore, they takethe view that they can assume
the risk internally. Secondly, they deem that a
catastrophic outcome has a low probability of
occurrence; therefore they assume the risk. Thirdly,
they assume that a security event over an insurable
threshold will be unrecoverable and, therefore, they
tend toregard i nsurance as not making economic sense.
Other reasons identified as the major constraints of
cyber insurance include lack of industry data on
cyber-crimes and related losses, the ambiguous and
volatile nature of cyber risk, high correlation of one
type of cyber risk with another, lack of underwriting
experience and lack of awareness (Gordon and Loeb,
2003; Bohme, 2005a; Karhade, 2005; Briody, 2007;
Hauserman, 2007). Retrocession was not helpful as
reinsurance companies, blaming what they termed
global “cyber-hurricane,” discourage primary insurance
companies from underwriting the risks. Indeed, by
January 2002, Bohme (2005b), citing CSO magazine,
reported that primary insurance companies started to
explicitly exclude cyber-risks from existing contracts.

In spite of theselimitations, insurance still holdsan
advantage over other market based solutions, asthere
already exists a basic understanding of how an
insurance product functions. Other techniques, such
as taxation, have been seen to be subject to high
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transaction and monitoring costs (Kesan et al. 2005).
In addition to theahility to absorb thefinancial impact
of security risks, Bohme (2005b) identified three other
advantages of the insurance approach. They include
differential premiums, quantification of security
measures in monetary metrics and research and
development of security technology. Other works, in
asimilar vein, include Gordon et a. (2003), Kesan et
al. (2005), Daughtrey (2001), and Mader (2002). The
outcome of a survey reported by Turney et al. (2005)
indicates that about 25 per cent of businesses use
some kind of insurance, possibly several insurance
policies, including identity theft, internal fraud,
sabotage, worms and viruses, to manage cyber
security risk. The only shortcoming is that these
conventional insurance policies were designed to
cover the traditional perils of fires, floods, theft,
liability, accident, injury and death. Since they were
written beforethe advent of the Internet, they do not
expresdy cover new Internet risks (Majucaet al.2006).

RESEARCH METHOD

The nascent nature of cyber insurancein Nigeria
suggests that there may not be enough published
datato carry out ameaningful evaluation of its useas
a means of protection against cybercrime. In the
circumstance, we conducted a survey to obtain data
from organisations that are identified as major users
of the Internet and other el ectronic media for business
transactions. In Nigeria, asin many other devel oping
countries, there is a large informal sector; artisans,
subsistence farmers, etc., that have little or no need
of thelnternet for their operations. Thisexcludesthem
from the survey. In the formal sector, we again
distinguish between the organised private sector and
the public sector. Our survey was targeted at firms
that operate in highly regulated industries, since
research had shown that these are the firmsthat are
morelikely to adopt cyber insurance (Garg et d. (2003).
Although the public sector also makes use of the
Internet, in Nigeria, firmsin thissector arenot highly
regulated. This had been one of the sources of the
inefficiencies witnessed in this sector and the basis
for government’s recent reform actions. It is also
envisaged that, government, which is the sole
employer in the public sector, isableto absorb shocks
better than corporate organisations. For these
reasons, the public sector was excluded from the
survey.
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Data was gathered through the use of a
guestionnaire which was administered and collected
within a period of two (2) yearsfrom January 29, 2009
to November 2, 2011. Wethen carried out apil ot study,
which showed that in the organized private sector,
banks, insurance companies, IT companies and
Conglomerates are the Trade Groups that are highly
regul ated. Theinstrument used for the survey consists
of three sets of questionnaire that are designed to
examine different objectives of the study. Thefirst is
designed to find out if a company engagesin Internet
transactionsand the length of timesinceit got involved.
The next set of questions is designed to assess the
level of preparedness of the various organizations in
preventing cyber-risk incidents. Questionsin thisregard
range from how theempl oyeesare groomed to recognize
early signals of a cyber-attack, to taking other
preventive measures necessary to forestall cyber risks
in an organization. Thethird setisintended to eval uate
the prospect of cyber insurance asa distinct insurance
product. Some of the questions were adapted from the
US Cyber Consequences Unit Security Check List
(Bumgarner and Borg, 2007).

We used purposive sampling to collect the datasince
it isrecognized that, oftentimes, it isneither feasible,
nor practical, nor theoretically sensible, to dorandom
sampling (Trochim, 2006). The procedure consists of
selecting four key officersin each organisation whose
portfolios deal with, or have oversight functions for,
Internet transactions. Only organisations that have
their headquartersin Lagos were sl ected. For banks,
IT and Conglomerates, the sample includes the IT
manager, the manager of the insurance desk, the
mar keting manager who relates to the public and the
chief executive officer. For insurance, thelist excludes
an insurance manager, since such a position does not
exist. After the 2004 bank recapitalisation, thenumber
of banks in Nigeriareduced, first from 79 to 25, and,
later, to 24 with the merging of IBTC and Stanbic banks.
Thenumber of insurance companiesal so shrank to49
after the 2005 consoli dation of insurance companies.

The questionnaires were administered in all the
banks and insurance companies. 20 companies that
engage mainly in IT were identified. Among the
Conglomerates, 50 were picked from NigeriaBusness
Directory and Yellow Pages published by
Nigeriagalleria(2007). In totality, 523 executiveswere
interviewed. The number is determined by the
peculiarity of the Nigerian bus ness environment where
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szablecommercia companiesarefew. Inadministering
the questionnaires, we enjoyed considerable co-
operation from the respondents asall the respondents
completed the questionnaires. The non-responses
observed in the compl eted questionnaires werehandled
by revisiting the respondents concerned.

The basic model we used for the study is Logistic
Regression because the responses are in categorical
form. Logistic Regression analyzes binomially
distributed data of the form:

Y, ~B(n;, p),

where the numbers of trials, n,, are known and the
probabilities of success, p,, are unknown. The model
proposesthat for each trial thereisaset of explanatory
variableswhich can bethought of asbeingin vector X,
and the model thereforetakestheform:

i)

The logits of the unknown binomial probabilities are
modeled asalinear function of X, asfollows:

fori=1...,n

—logit(p.) =In| —Pi_|=
z _Ioglt(pi)_ln[1 ]

— P
Bo+ PXy+ BoX o+ PXg+ .o+ BXy

Logistic Regression is useful in predicting the
probability of occurrence of an event by fitting data to
aLogigticcurve. In Logigtic Regression, thereationship
between ‘input’, z, and the probability of the event of
interest isdescribed by afunction such as (Klienbaum,
1974; Hosmer and L emeshow, 2000):

1
f(z)=
(2 l+e”*

The variable, z, is known as the logit and is usually
defined as

2= Lo+ X, + [oX, + BiX +

co B Xy

Therefore, it followsthat

f(2)= 1

1+ e—(ﬂo+ﬂ1X1+ﬁ2X2+ﬂsx3+ co B

Themodd also assumesthat z islinearly related tothe
predictors.

RESULTS AND DISSCUSSION

An analysisof theresponsesfrom the survey shows
that banksand IT companies seem to depend heavily
on the Internet for their business transactions while
Conglomerates and the Insurance Groups appear not
tobetotally dependent. Acrossall industries, majority
of the respondents seem to agree that some of the
operations their companies perform are done via the
Internet. A related observation is that most of the
respondentsin Conglomerates, Insurance, and banking
sub-sectors submit that cybercrime would spread and
eventually affect their organisations. Only respondents
from the IT sector appear to think differently. They
think that some technology will be developed to
effectively prevent cybercrime.

Respondents supplied different dates as the year
that their firms began to offer services through the
Internet. Thisobvioudy followsfrom thefact that each
Trade Group is composed of many companies with
different fortunes and different capabilities. All the
same, for most respondents in the Conglomerate and
Insurance sub-groups, 2005 was the year when their
firms began to offer servicesthrough the Internet. For
banks and IT sub-groups, most respondents believe
that their compani esbegan I nternet operationsin 2002.
Other interesting results revealed by an analysis of
the outcome of the survey are displayed in tables 1-3.

Respondents from the banking sub-group opinethat
banks have quite an exposure to cybercrime. Thisis
understandabl e because Nigerian banks transact quite
a number of their operations online. In contrast, the
figure for Conglomerates is low. Again, this can be
explained by the fact that the functions of buying and
sdling arerarely transacted onlinein Nigeria. Another
noteworthy result is that over 80% of the respondents
believethat cybercrimeismorelikdy to bepushed from
outside the organization. Only respondents from IT
organizationsthink otherwise, which seemslogicd since
the IT environment already poses, for the employee,
the problem of moral hazard. The outcome for the
second et of questionnairesis presented in table 2.

The results show that within the banking and IT
groups, respondents agreethat the varioustechniques
used by the perpetrators of cyber crime are explained
to employees clearly enough. They should, therefore,
be abletorecognizetheearly signsof thecrime. Inthe
Insurance sub-sector, thiseducation isalsorelatively
high but about a third of the respondents in the
Conglomerate division believe that the level of
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preparation of the employeesto recognizethe crimeis
not sufficient. The outcome for the third set of
guestionnairesis presented in table 3.

Table 1: Electronic transactions in percentages (N = 523)

. Trade Group
Variables
Conglomerate Insurance Bank IT
Does your company perform any of its operations via the Internet?
Yes 53.3 80.0 100.0 100.0
No 46.7 20.0 0.0 0.0
If yes, when did the company start offering its services via the Internet?
2,002 11.8 7.0 231 219
2,003 14.8 15.7 12.6 12.8
2,004 14.3 14.3 14.3 14.3
2,005 23.6 141 27.0 14.6
2,006 11.8 141 39 73
2,007 11.8 21.2 39 14.6
2,008 11.8 135 154 14.6
With the present increase in the rate of cyber crime worldwide, do you
think your company is at risk?
Yes 93.3 78.6 80.5 80.0
No 6.7 214 19.5 20.0
Has your company ever encountered any computer/cyber related
crime?
Yes 71 83 76.8 26.7
No 92.9 91.7 232 733
By which of the following methods do you think the crime is more
likely to be committed
Internal 9.1 10.0 17.6 54.5
External 90.9 90.0 824 455
If no, do you think cyber crime is likely to spread and eventually affect
your company in future?
Yes 53.3 57.1 37.8 63.6
No 46.7 42.9 62.2 36.4

Source: Survey data
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Table 2: Assessment of preventive measures put in place in percentages (N = 523)

Trade Group
Variable Conglomerate Insurance Bank IT
Are various cyber-attack strategies described to employees in enough details
and with enough variations, so that the employees would have a good chance
of recognizing the early signs of such attacks and promptly report?
Yes 66.7 93.3 100 100
No 333 6.7 0 0
Do employees know whom they should notify, both inside and outside the
company in the event of an apparent attack?
Yes 83.3 93.3 94.6 75
No 16.7 6.7 52 25
Are employees, with access to highly critical systems or facilities, provided
with special access codes that would signal that they are acting under duress?
Yes 58.3 733 97.5 68.8
No 417 26.7 25 313
Are automated detection systems in place that would raise silent, remote
alarms, if the duress codes are used?
Yes 60 64.3 100 68.8
No 40 35.7 0 313
Are there alternative channels of communication that can be utilized in the
event of normal channels being compromised by removing them from the
network?
Yes 60 78.6 90.5 93.8
No 40 214 6.5 6.3
Do employees know how to isolate systems that have been compromised by
removing them from the network?
Yes 66.7 57.1 93 100
No 333 42.9 7 0
Are there plans for manually quarantining and monitoring systems that may
have been contaminated with false information without shutting down?
Yes 66.7 66.7 97.7 73.3
No 333 333 23 26.7
Is there a procedure for moving quarantine lines as better information about
the possible contamination becomes available?
Yes 63.6 86.7 100 58.3
No 36.4 133 0 417
Do employees know how to go about restoring compromised information
systems to their last known good state?
Yes 50 733 97.6 84.6
No 50 26.7 24 154
Is there a mechanism for retrieving last known state when that state is a
considerable time into the past?
Yes 83.3 26.7 925 30.8
No 16.7 73.3 7.5 69.2

Source: Survey data
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Table 3: Prospect of Cyber Insurance Policy in percentages (N = 523)

Trade Group

Variables Conglomerate Insurance Banks IT
Are you aware of a computer insurance policy?
Yes 533 86.7 94.7 92.3
No 46.7 133 53 7.7
Do you currently have an insurance policy covering your computer and
cyber risks?
Yes 53.3 66.7 91.9 84.6
No 46.7 333 81 154
If your answer to the previous question is yes, does your policy provide
protection against all cyber risks?
Yes 58.3 50 83.3 69.2
No 1.7 50 16.7 30.8
Are you satisfied with the level of cover by the policy?
Yes 71.4 81.8 91.2 91.7
No 28.6 18.2 8.8 8.3
Does the policy have any limitations?
Yes 28.6 77.8 62.9 83.3
No 71.4 222 37.1 16.7
Are you aware of Cyber Insurance policy?
Yes 18.2 46.7 722 66.7
No 81.8 53.3 27.8 333
Do you have one?
Yes 10 20 194 25
No 90 80 80.6 75
If no, are you willing to substitute it for your present policy, if it
provides a wider cover and benefits?
Yes 25 58.3 84.8 57.1
No 75 417 15.2 42.9
Are you willing to pay a cost slightly higher than the premium on your
present policy, for cyber insurance policy with a more extensive cover?
Yes 222 69.2 88.2 63.6
No 77.8 30.8 118 36.4

Source: Survey data

Table 3 shows that most of the respondents are quite
aware of what computer insurance policy is about,
except for those from Conglomerates who seemed to
be somewhat | ess aware. Even though 53.3 per cent of
the respondentsin the Conglomerates sampled affirm
that their compani es have someform of insurance policy
covering their computer and cyber risks, only 58.3 per
cent of these believe that they are fully protected
againgt all cyber risks. Only 18.2 per cent of the

respondents from the Conglomerate group claims to
be aware of cyber insurance policy. The percentage of
respondents in the Insurance Group that claim to be
aware of cyber insuranceis surprisingly less than 50.
Thismay suggest that the higher percentagesrecorded
for respondentsfrom banking and I T sub-groups refl ect
an awareness brought to them through other means
different from the marketing efforts of the insurance
companies.
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Table 4 shows the results of the fitted Logistic
models for each of the Trade Groups at 95 per cent
significance level. It isinstructive to note that all the
variablesarehighly significant at the 95 per cent level.
Thisis indicative of a positive relationship between
the dependent variable and the explanatory variabl es.
Specifically, sector by sector analysis indicates that
the odd, that accompany that is satisfied with the
existing computer policy will consider taking a
cyber-insurance policy, is 0.775, while that of the
insurance companies, that have other preventive
measuresin place, is0.68. For, IT firms, theodd, that an
IT company, that does Internet transactions will
purchase acyber-insurance palicy, is 0.998, while the
odd, that onethat i ssatisfied with existing cover, would
purchase cyber insurance, is 1.372. This, therefore,
suggeststhat telecom companiesthat are satisfied with
exigting insurance policy, aremorelikely to purchase
the cyber policy than those that just perform Internet
transactions. In the case of banks, the odd that a bank
that uses Internet transaction, would pick up a cyber-
insurancepolicy, is1.078. Banksthat carry out Internet
transactions are 4.32 times more likely to patronize
cyber insurance policy than those that have had cases
of cyber-attack and 3.27 more likely than those that
had experienced a number of cyber incidents.

The odds ratios for banks that are satisfied with
existing cover and banksthat have other measuresin
placeare0.850 and 0.851 respectively. Finally, the odds
ratio for Conglomerates that are satisfied with the
existing cover is0.82; thecorresponding ratio for those
having other measuresin placeis0.819, whilethat for
companies that have experienced cases of attack is
0.249. Conglomeratesthat are sati sfied with theexigting
cover are3.29 morelikdyto purchaseacyber-insurance
policy than those that have preventive measures in

place. Similarly, Conglomeratesthat are satisfied with
the existing cover are 2.73 more likely to purchase a
cyber-insurance policy than thosethat had experienced
anumber of cyber incidents.

CONCLUSION

The study revealed that the rate of Internet usage
among thevarious Trade Groups sampled isquite high
and this exposes them to various cyber-attacks. As
these attacks can interrupt the smooth flow of business
operations or even cripple a company completely,
organizations need to protect their interests by
transferring such risks to insurance companies.
However, the study reveal sageneral realization among
thedifferent Trade Groupsthat the existing insurance
policieshave limitationswhere protection against cyber
risksisconcerned. It alsoreveal sthat they arewilling
to pay a higher premium than that being charged by
the existing policies so as to avail them of insurance
specifically designed to cover cyber risks, if such a
policy can be put in place.
It is, therefore, obvious that the unavailability of the
cyber insurance policy in theNigerian insurance market
has contributed largely to why most companies do not
have this cover. But, perhaps, the most revealing
finding is that, even within the insurance industry,
which is supposed to produce the policy, awareness
of the existence of cyber insurance is very low. In
general, awareness campaign of cyber insurance should
be embarked upon with special attention given to
Conglomerates.

RECOMMENDATIONS

Although cyber insurance providesthe widest cover
against cyber risks, it has not taken firm root yet in
Nigeria because no insurance company offers the

Table 4: Logistic Regression predicting patronage of Cyber Insurance policy among different Trade Groups

(N = 523)
Varizbles Odd ratios

Conglomerate Insurance Banks IT
Internet transaction 0.315* 0.317* 1.078** 0.998*
Satisfaction with existing cover 0.82** 0.775** 0.85** 1.372*
Availability of preventive measures 0.819** 0.680** 0.851** 0.413*
Past experience 0.249* 0.106 0.250** 0.423*
Number of incidence 0.318* 0.411* 0.330* 0.311*
R? 0.400 0.536 0.884 0.100

*p<0.05 **p<0.01
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cover. Insurance companies might be shying away
from providing the cover due to inadequate market
research and lack of know-how in new product
development, aswell aslack of relevant underwriting
experience. These are areas that should interest the
Nigerian Insurance Association (NIA) and the National
Insurance Commission (NAICOM) at onelevel andthe
Insurance companies, themselves, at the corporate
level. Insurance companies should invest in new
product development and relevant training for staff.
On the part of reinsurance companies, they can serve
as buffers by providing knowledge and by increasing
the capacities of ceding companies.

Especially becausethelevd of cybercrimeishigh, it
may not suffice for a country to smply adapt the
approach already in usein other countries. In order to
avoid an experience similar to that witnessed during
theintroduction of medical insurance schemein Nigeria
(Ibiwoye and Adeleke, 2007), thereis need for ahome
grown cyber insurance cover which will take the
peculiarities of the Nigerian environment into
consideration.

Toovercomethe problem of paucity of actuarial data
on which to base premium rates (Briody, 2007),
insurance companies may, for a start, basetheir rates
on existing theft policies and revise as experience
prescribes. All these will require committing a
considerable amount into cyber insurance research.
Thefunding for such aresearch can betax deductible
from the profit of registered insurance companies.
Restriction can be placed to limit the companies that
would market the product to thosethat are prepared to
embark on intensive staff training in cyber risk
underwriting. This is important because cyber risks
tend to be highly correlated with one another (Bolot
and Lelarge, 2007) and underwriting the risks will,
therefore, require morethan theordinary vigilance of a
seasoned underwriter.

Sincethe study showsthat companies, irrespective
of Trade Group, that have existing insurance policies
in place, are more likely to embrace cyber insurance,
promoting cyber insurance can begin in earnest by
introducing the policy toa prospect, whoisat the point
of purchasing other conventional palicies. It could take
the form of an explanation of the features, costs and,
most importantly, benefits of the cyber insurancepolicy
over other already existing policies.

In spite of the efforts companies put into preventing
cyber- attacks, therisksof |osing business or reputation
till remain. Such resdual riskscan be covered by cyber
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insurance, which our results have shown to be
desirable, especially in private sector organisationsthat
usee ectronicinformation intensaly and that arehighly
regulated. The benefit of cyber insurance however,
extends beyond the highly regulated industries. If it
works for regulated industries the effect will cascade
down to the public sector and ultimately the informal
sector. It may take the form of an offshoot of the very
nature of the practice of insurance. By this, prospects
may need to meet certain eligibility conditionsin order
to benefit from reduced premium. Thiswill encourage
the citizens to be more cyber security conscious and
thiswill frustrate the perpetrators. With cyber criminas
having difficulty breaking-in, as a result of the self-
insurancethat the foregoing implies, cybercrimewill
become unattractive. As premiums reduce, more
organisations and individual s can be expected to pick
up their own cyber policies.
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