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Introduction

The rapid evolution of financial technologies and the expansion of a novel phenomenon known as
cryptocurrencies have posed fundamental challenges to the traditional structures of economic systems and
criminal justice. Cryptocurrencies, owing to distinctive features such as decentralization, the relative
anonymity of users, and the capacity for fast and cross-border transfers, while creating unprecedented
economic opportunities, have also provided an attractive and complex platform for the commission of
financial crimes—uparticularly money laundering. In this context, criminal policy—as a coordinated system
of societal responses to criminality—plays a pivotal role in striking a balance between harnessing the
economic benefits of this technology and controlling its criminal risks. Iran, in parallel with the expansion of
cryptocurrency-related activities in areas such as electronic commerce and digital investment, is likewise in
need of a reassessment of its criminal policy. Focusing on this issue, the present study examines Iran’s
approach in this field. The primary objective of the research is to comprehensively examine and analyze
Iran’s criminal policy toward cryptocurrencies and to assess its effectiveness in preventing money laundering
within digital business environments. To this end, the study pursues several specific goals: analyzing the
legislative, judicial, and executive dimensions of the country’s criminal policy in the field of
cryptocurrencies; identifying existing challenges, gaps, and deficiencies within this policy; conducting a
comparative study of successful models and experiences of leading legal systems in regulating
cryptocurrencies and combating digital money laundering; and ultimately proposing a conceptual framework
and practical strategies to enhance Iran’s criminal policy toward a preventive, intelligent, and technology-
driven model.

Method

This research adopts a descriptive—analytical and comparative approach. Data were collected through library-
based and documentary methods, encompassing domestic laws and regulations (such as the Anti-Money
Laundering Law and Central Bank directives), policy documents issued by relevant institutions, judicial
decisions and practices, as well as official reports of supervisory authorities. In addition, reputable domestic
and international academic sources in the fields of criminal law, financial criminology, and blockchain
technology were utilized. In the comparative section of the study, the legal systems of the European Union,
the United States of America, and Singapore were selected and analyzed as leading examples that possess
explicit legal frameworks, effective enforcement experience, and significant influence on international
standards. Data analysis was conducted using a legal-institutional analysis method, with a focus on the
principles of criminal policy, the constituent elements of the crime of money laundering, and mechanisms of
criminal and non-criminal prevention.
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Findings

The findings indicate that Iran’s criminal policy toward cryptocurrencies lacks the necessary coherence,
comprehensiveness, and effectiveness, and is largely reactive, fragmented, and temporary in nature. In the
legislative dimension, the most significant challenge is the absence of a specific and comprehensive legal
framework for defining, classifying, and regulating cryptocurrency-related activities. Existing laws, such as
the Anti-Money Laundering Law, although extending their scope to “new financial instruments,” do not
explicitly encompass cryptocurrencies. This legislative ambiguity has resulted in the emergence of a legal
“grey zone” that both increases opportunities for criminal abuse and undermines the legal certainty of
legitimate actors. Moreover, policy fluctuations between prohibition and conditional acceptance (such as
banning banking transactions while permitting mining activities) reflect the lack of a coherent strategy and a
systematic risk-assessment approach. In the judicial dimension, the lack of specialization and uniformity of
judicial practice constitutes a major challenge. The absence of specialized courts for cryptocurrency-related
crimes, the unfamiliarity of many judges and experts with complex technical concepts such as blockchain,
digital wallets, and on-chain transactions, and consequently divergent interpretations of the legal nature of
cryptocurrencies (as property, instruments of crime, etc.) have led to prolonged proceedings, reduced
accuracy of judgments, and inconsistent case law. Related cases are often adjudicated under general and
traditional legal provisions that are ill-suited to the complexities of such crimes. In the executive and
supervisory dimension, weak inter-institutional coordination and the lack of technological infrastructure are
evident. Multiple bodies—including the Central Bank, the Cyber Police (FATA), the Anti-Money
Laundering Headquarters, and the Financial Intelligence Unit—operate without effective cooperation or
system-based information sharing and lack a shared strategic vision. Oversight of domestic cryptocurrency
exchanges is weak, there is no clear licensing regime, and know-your-customer (KYC) requirements and
suspicious transaction reporting (STR) obligations are not applied uniformly or mandatorily. Most
importantly, supervisory authorities lack advanced tools for blockchain analytics and intelligent transaction
tracing. By contrast, the comparative study demonstrates that leading countries have been more successful
by adopting smart and preventive regulatory approaches rather than relying solely on criminalization.
Examples such as the Markets in Crypto-Assets Regulation (MiCA) in the European Union, the stringent
requirements of the Financial Crimes Enforcement Network (FinCEN) in the United States, and Singapore’s
Payment Services Act all emphasize transparency, registration and reporting obligations, mandatory digital
identification for virtual asset service providers (VASPSs), and the use of data analytics and artificial
intelligence technologies for supervision and tracing. These approaches have significantly reduced money-
laundering risks while providing a secure environment for legitimate activity and innovation.

Conclusion

In conclusion, it can be stated that Iran’s current criminal policy in the field of cryptocurrencies, due to
structural weaknesses in the legislative, judicial, and executive dimensions, lacks the necessary capacity for
the effective prevention of digital money laundering and remains largely reactive and ad hoc. Transitioning
toward an effective, preventive, and technology-oriented criminal policy requires a fundamental
transformation. This transformation necessitates the enactment of a comprehensive digital assets law that
clearly defines the legal status of cryptocurrencies, supervisory requirements, AML/CFT standards, and the
responsibilities of relevant institutions. Concurrently, the establishment of specialized judicial branches
accompanied by extensive training for judges and law-enforcement officers, as well as the strengthening of
inter-institutional coordination and equipping supervisory bodies with national smart-monitoring systems
and blockchain analytics tools, are essential. Drawing on successful international experiences while taking
into account domestic specificities can help Iran both to benefit from the economic opportunities of
cryptocurrencies and to prevent their transformation into platforms for organized financial crime. Achieving
this balance would foster sustainable alignment between the development of the digital economy and the
protection of financial transparency and security in the country.

English Keywords: Cryptocurrency, Criminal Policy, Money Laundering Prevention, Digital Economy,
Blockchain.
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