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Improving the efficiency of an intrusion detection system
using a decision tree adjusted with an improved random
fractal search, combined with the whale algorithm
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With the increasing use of the Internet, a large amount of
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Masood.niazi@iau.ac.ir between communication devices, and therefore, network

security is one of the dominant research areas for the
*Department of Electrical Engineering, Islamic current network scenario. Intrusion detection systems are
’;:"hdosseini;’i‘;‘f;ii.ti‘r" Mashhad, —Iran, | \idely used in conjunction with other security mechanisms

such as firewalls and access control. On the other hand, the
evolution in attack scenarios has been such that finding
efficient and optimal intrusion detection systems with

Correspondence frequent updates has become a big challenge.
*Masood Niazi Torshiz, Assistant Professor, | |mplementation of an intrusion detection system using
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P Ulilesi, MEiTed, Te machine learning techniques and updated intrusion data
Masood. niazi@iau.ac.ir sets is one of the effective modeling solutions for an

intrusion detection system. In this article, an improved
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random fractal search algorithm with chaos maps is

detection system

Received: 23 October 2025 introduced. To improve the mining ability of this algorithm,
Revised: 18 January 2025 the relationships of the whale algorithm have been used in
Accepted: 12 February 2025 combination with it. This algorithm has been used to cluster

infiltrated and normal data. Then, a decision tree classifier
was used to classify the infiltrated data on the NSL-KDD
dataset. To evaluate the proposed method, its results have been compared with the case without
clustering. In terms of the error and sensitivity criteria for the test data, the proposed method is equal
to 0.2211, 0.5816, and the decision tree without clustering is equal to 0.2477, 0.5692, respectively. In
terms of specificity and accuracy criteria, the proposed method has obtained better results compared
to the decision tree without clustering. Therefore, the results showed that the proposed method has
better efficiency and performance compared to the decision tree method without clustering.
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Figure 2: Flowchart of the Proposed Intrusion Detection System
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Table 1: Result of the Training Data Using the Proposed Method

O OIS (i F o i LIS LSty v VoW i V o St Awd

Y 0 . . A \ ondly atas

\ . Ve . ¥ iy aus

5 . VEA 0 . ¥ xdly 4o
¥ VYAY . . \ ¥ xdly anas
V-Fay . . . . 0 (oBly s

g Aigad O olawi 4y Lol il e jo aS Wlaidl olars] ) aiws 45 aiged YT slawd a5 048 o0 canlie V Joi aaxgily
Vo olass aS 0gi oo cdlive Jgu (pnl pgw Jlaw el o jol a5 wilassl pwlaist 0 o F gloaiuns 4y i i 4y digel ¥
s jlhcwl cao ol aS a8l aiad T aius 4 dges S slass 4 Jg 009y Sy oS wslaisl olais pgo diws 4y diges
A diged £ g diged O Lol .slaisl jarasd Caw o jabdy g diws 4 diged VFA slasi 4 a5 090 o cvalive Jodz (pl
Pl A 4y diged YYAY slawd 4y aS 048 0 cdalive poeiy Hlaw 5l aslaisl plaisl 0 9 ¥ a0l gloaiws 4 o5 5
A el Caoyol 4 wladl meass O g ) gladins 4 dges g ) olowd 4 Lol 009 S0 45 wlaSl jaass
loains 4 laiged gd ol Cowyo a5 Wlaisl olas! O aiws 4y aiged V1 £AY olowd 45 aS 050 0 cdmlice Jgaz ()
OPg) SeS 4 slates W (Kis jee )0 e ple & by gazi ¥ ooz o el bl plail e cnl )0 S0l

el oal ool ylis golprias

@oloiton s, Gisgel 0ols TPFPFN,TN (glo,lias 4 by o (SiBu j02 )0 s silo gulis Y Jgax
Table 2: Confusion Matrix Results for the TP, FP, FN, TN Metrics of the Training Data Using the Proposed Method
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Table 3: Comparison Results Between the Proposed Method and the Decision Tree Classifier Without the Clustering Step
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Table 4: Test Data Results of the Proposed Method
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Table 5: Multi-class Confusion Matrix Results for the Test Data Using the Proposed Method
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Table 6: Training Data Results Using the Decision Tree Method Without Clustering
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Table 7: TP, FP, FN, TN Metrics Results for the Training Data Using the Decision Tree Method Without Clustering
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Table 8: Test Data Results of the Decision Tree Method
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Table 9: TP, FP, FN, TN Metrics Results for the Test Data Using the Decision Tree Method Without Clustering
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Table 10: Results of Training Data Category Prediction Using the Proposed Method
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Table 11: TP, FP, FN, TN Metrics Results for the Training Data Using the Proposed Method
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Table 12: Test Data Results Using the Proposed Method
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Table 13: Comparison Between the Proposed Method and the Decision Tree Without Clustering
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Table 14: Training Data Results Using the Decision Tree Method Without Clustering
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Table 15: TP, FP, FN, TN Metrics Results for the Training Data Using the Proposed Method
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Table 16: Classification Results for the Test Data Using the Decision Tree Method Without Clustering
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Table 17: TP, FP, FN, TN Metrics Results for the Test Data Using the Proposed Method
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