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Abstract

Cybercrimes are inherently harmful and multifaceted, and therefore affect virtually all governments. The
development and evolution of cyberspace have given rise to diverse forms of cybercrime, prompting
states over recent decades to pursue international treaties aimed at combating such offenses. There is no
doubt as to the harmful nature of cybercrime and the necessity of harmonizing laws to facilitate
international cooperation in addressing it. Structural changes brought about by the adoption of modern
information and communication technologies have posed new challenges for human societies while
simultaneously opening new horizons. International relations cannot remain indifferent to cybercrime, as
inaction would only fuel the ambitions of cyber attackers and result in severe criminal consequences. One
of the key international instruments in this field is the Council of Europe Convention on Cybercrime (the
Budapest Convention), drafted in 2001 as the first treaty dedicated to cybercrime. According to the report
of the UN Governmental Experts Group (since 2015), the United Nations and its member states have
pursued the concept of “cyber empowerment” with multiple objectives, including establishing cyber
deterrence to effectively counter malicious activities violating international law by state or non-state
actors, creating an effective network to combat transnational organized crime, and promoting human
rights standards aimed at enhancing transparency.
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