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The Internet of Things (1oT) is an information architecture based on
the Internet that fosters interaction between goods and services in a
secure and reliable environment. Several critical challenges exist in
the loT ecosystem, including security, scalability, availability,
interoperability, performance, and big data analytics. Among these,
routing remains a fundamental challenge in loT environments.
Various routing approaches have been proposed by researchers, each
with its own advantages and limitations. To address some of these
limitations, the present study proposes a multi-criteria QoS-aware
routing approach using Grey Wolf Optimization (GWO) in loT
networks. Evaluation metrics for the proposed method include
waiting time, packet loss rate, CPU utilization rate, network usage
time, resource utilization rate, and response time. The evaluation
results indicate that the proposed approach outperforms comparable
methods in terms of reducing waiting time and packet loss.
Additionally, the network lifetime achieved by the proposed method
is superior to that of the compared approaches. Furthermore, analysis
of CPU and resource usage confirms the higher efficiency of the
proposed method. The experimental results demonstrate that the
proposed method is better than other methods.

1. Introduction

The Internet of Things (IoT) fundamentally refers
to a network of interconnected devices, in which
various objects can communicate with each other
via computing resources and Internet-based
connections. An object in such networks may
include any entity equipped to collect data, control
processes, or perform remote communication.
Examples of such objects include automobiles,
household appliances, medical equipment, power
grids, industrial tools, and construction machinery.
IoT consists of a vast number of interconnected
entities and is considered a pivotal stage in the
evolution of cyberspace [1]. Two core
characteristics define objects that qualify as part of
the 10T ecosystem.
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In recent years, both the volume of loT data and its
utilization have increased exponentially. This surge
creates a critical need for efficient algorithms
capable of transmitting data optimally from source
to destination. Routing algorithms serve this
purpose by identifying the most efficient paths
between nodes, providing a practical solution for
optimal data transmission. Typically, these
algorithms traverse a graph, beginning at a source
node and exploring neighboring nodes until
reaching the destination—often aiming to
minimize hop count or cumulative path weight.

Routing protocols are classified based on their
decision-making mechanism into proactive,
reactive, and hybrid protocols [2]. Proactive
protocols maintain up-to-date routing tables at all
times; reactive protocols generate routes on
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demand; and hybrid protocols combine features of
both strategies. Reactive protocols are better suited
for dynamic networks due to optimized bandwidth
usage, whereas proactive protocols are more
appropriate for static environments. Furthermore,
routing protocols in 10T can be categorized into
data-centric, hierarchical, location-based, and
QoS-aware protocols. Data-centric protocols rely
on attribute-based naming rather than globally
unique identifiers. Hierarchical protocols organize
networks into clusters managed by cluster head
nodes.  Location-based  algorithms  utilize
geographic positioning to achieve energy-efficient
routing. QoS-aware protocols handle multi-band
data requests with high accuracy [3]. Energy
efficiency is paramount in 10T networks due to
limited battery life, directly affecting network
performance and lifespan. Optimized routing
between nodes is one of the most effective
strategies for energy conservation. Routers
coordinate network operations, aggregate sensor
data, filter redundant packets, reduce routing
complexity, and improve scalability. Moreover,
effective routing distributes workloads across
member nodes, balancing energy and memory
usage.

Fault tolerance is essential in loT networks,
particularly at the hardware and communication
layers. Traditional methods rely on software-based
fault detection, but these have limitations. Novel
approaches aim to enhance the 10T framework by
reducing the number of devices involved and
improving power management [4].

IoT networks enable communication between
devices, humans, and other entities. Many loT
applications require message relay through
intermediate nodes, sometimes using unicast to
minimize bandwidth usage. Routing enables the
creation of multiple paths, allowing the source to
forward packets along the most suitable route.
Centralized hubs for traffic management are often
complex and slow, which has led to the adoption of
distributed routing protocols. Existing studies have
proposed distributed protocols incorporating
geographic information and service-based metrics
to select optimal transmission paths. A variety of
unicast and multicast routing protocols exist to
facilitate packet delivery. However, multicast
approaches may suffer from high overhead,
latency, reduced network lifetime, redundancy, and
increased traffic. Some methods employ greedy or
face routing protocols to mitigate these challenges,
though they may result in longer paths or routing
loops.

To address these limitations, this study introduces
a novel multi-criteria routing method based on the
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Multi-Objective  Grey  Wolf  Optimization
(MOGWO) algorithm. The proposed approach is
designed to improve route classification and
efficiency while reducing routing time through
intelligent path selection. The MOGWO algorithm
evaluates routes using a fitness function that
incorporates multiple QoS parameters, offering a
comprehensive solution to optimize loT routing.
This represents the main innovation of the current
study. The remainder of the paper is organized as
follows: Section 2 reviews relevant literature,
focusing on loT architecture, challenges, and the
routing problem. Section 3 evaluates and compares
previously proposed routing strategies. Section 4
concludes the study and outlines potential future
research directions.

2. Literature Review

One of the fundamental challenges in Internet of
Things (10T) networks lies in ensuring the efficient
transmission of information from mobile nodes to
base stations and identifying the most effective
method for this transmission. The selection of an
optimal path is influenced by multiple factors,
including energy consumption, response time and
latency, data transmission accuracy, and other
critical network performance parameters. Broadly,
the process of transmitting data between the
observation point and the base station is referred to
as routing. From one perspective, routing specifies
the mechanism for delivering data among sensor
nodes in an loT network; from another, it serves as
an optimization process for communication
between sensors and base stations.

A simplistic approach would involve each sensor
node transmitting its data directly to the base
station. However, this single-hop strategy is highly
energy-inefficient, particularly for nodes located at
greater distances from the base station, as it
accelerates battery depletion and consequently
shortens the overall network lifetime [5]. The
problem becomes even more critical in large-scale
deployments or scenarios involving mobile sensors
that may continuously move away from the base
station.

To overcome these limitations, multi-hop
communication with short-range transmissions is
commonly adopted between mobile sensors and
base stations. This method not only conserves
energy but also minimizes wireless interference
among sensor nodes competing for shared channels

[6], [7].
In recent years, distributed computing in wireless
networks has gained significant attention,

especially with the rapid growth of 1oT. Within this
paradigm, objects are capable of independently
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processing, storing, and exchanging data. Instead
of transmitting raw information over energy-
intensive wireless links, only processed outcomes
are shared, thereby significantly lowering both
energy usage and communication latency. A
recently introduced approach leverages local
online processing to reduce data volume and
communication costs, which in turn helps
minimize bandwidth usage, energy expenditure,
latency, and overall traffic in loT networks
[8].[25].
In general, routing in loT refers to the logical
determination of paths through which network
traffic is directed toward its intended destination.
This typically involves the forwarding of
messages—sometimes via intermediate nodes—
from a source to a target node. Numerous routing
protocols have been developed for 10T, with core
objectives that include:

e Maximizing data transmission efficiency,

e Minimizing network congestion,

e Extending node lifetime, and

e Reducing redundancy.
To address the shortcomings of conventional
techniques, this study introduces a multi-objective
path optimization approach based on the Multi-
Objective Grey Wolf Optimizer (MOGWO). The
proposed method integrates multiple decision-
making parameters to determine the most effective
route for packet forwarding, thus improving
network performance and efficiency.
Routing essentially involves two major tasks: path
estimation and packet forwarding. Residing within
the network layer of communication software,
routing algorithms determine the outgoing
interface for each incoming packet. Different
routing algorithms impose various constraints and
trade-offs on network resources, meaning that path
computation is inherently dependent on dynamic
system parameters.
In 1oT environments, long-range direct
communication between nodes may be possible;
however, it is restricted by factors such as radio
transmission capacity and node bandwidth. In the
absence of a direct path, nodes rely on multi-hop
relaying through neighboring nodes—often
without user awareness. In such cases, packets are
dynamically ~ forwarded across  designated
intermediate nodes until they successfully reach
their destination [9],[26].

3. Related Work

This section reviews prior studies focusing on
optimized routing techniques in 10T networks,
evaluating the advantages and disadvantages of
each, and providing a comparative overview. Due
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to the inherently dynamic topology of IloT
environments, energy consumption remains high
and network reliability low. Numerous routing
protocols have been developed to tackle this issue.
Debroy et al. [10] proposed a multi-channel routing
solution for loT communication, assuming the
availability of radio environment knowledge via
spectrum sensors. Their approach generates a
spectrum map used to determine optimal multi-hop
routes and corresponding channels at each stage.
By applying evolutionary game theory, their model
supports  parallel  communications  between
devices, identifying optimal point-to-point paths
and transmission power levels.

Priyanka et al. [11] utilized loT for secure
healthcare data sharing between remote hospitals.
To ensure efficient delivery, they applied Ant
Colony Optimization (ACO), considering factors
such as path length, discovery time, and local
performance thresholds. The enhanced ACO led to
improvements in energy use, delay, and
throughput.

Niu et al. [12] presented a routing solution aimed
at increasing network lifetime. Their design
includes all phases from node deployment and
architecture definition to environmental awareness.
Their energy-aware clustering protocol minimizes
packet delivery time and processing load at the
node level while optimizing energy consumption
and boosting throughput.

Kang et al. [13] introduced a hybrid centralized-
distributed Reinforcement Learning-based routing
scheme incorporating multiple routing metrics.
Their experiments revealed that centralized
learning, due to its faster convergence, is more
suited to dynamic networks, outperforming
traditional  strategies in  flexibility and
responsiveness.

Yang et al. [14] addressed limitations in geographic
routing caused by outdated distribution patterns.
Their proposed method uses distributed unicast
routing with three stages: intermediary node
selection, loop elimination and path correction, and
parameter updates. Simulations showed that their
method significantly reduces the number of
transmissions and end-to-end delays.

Mahmoud Anam et al. [15] proposed a highly
efficient multi-objective routing method that
employs optimized transmission control to enhance
energy-aware routing in loT. While the method
greatly improves network bandwidth utilization, it
is less effective in heterogeneous networks.
Chemodanov et al. [16] developed an Al-driven
geographic routing strategy using satellite imagery
and deep learning to avoid local optima. Though
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the algorithm optimizes worst-case paths, it fails to
account for symmetric paths in its design.

Wang et al. [17] presented a source-routing
algorithm based on on-demand packet reduction in
IoT. Unlike traditional schemes, each packet only
carries a compact representation of the route. This
reduces overhead while preserving full routing
context, enabling effective transmission with low

latency.
Agrawal et al. [18] proposed a fuzzy-based
unequal clustering technique that improves

network lifespan and load balancing. Unlike earlier
approaches, their system accounts for residual
energy, distance to the base station, node degree,
and centroid position. Comparative evaluations
confirm the superiority of their method.

Chia [19] conducted a comprehensive performance
analysis of various routing protocols within
6LoWPAN networks, including RPL, AODV, and
LOADNg. Utilizing the Cooja simulator, the study
assessed power consumption metrics such as CPU,
listen, and total power across different network
topologies.

Findings indicated that RPL outperformed the
other protocols in terms of energy efficiency,
making it a suitable choice for low-power loT
applications. Alsodairi et al. [20] evaluated the
performance of RPL and its variants, ORW and
ORPL, in intermittent energy harvesting loT
scenarios. Their study highlighted that ORPL
slightly outperformed RPL in terms of packet
reception rates, suggesting its potential for
applications where energy availability is
inconsistent.

Tarif et al. [21] introduced an enhanced RPL
routing mechanism by integrating the Tabu Search
optimization algorithm. This approach aimed to
improve link stability and reduce energy
consumption by optimizing parent-child selection
processes.  Simulation results demonstrated
significant improvements in link stability and
packet delivery ratios, indicating the effectiveness
of the proposed method in resource-constrained
0T networks.

Homaei [22] proposed the Learning Automata-
based Load-Aware RPL (LALARPL), an
enhancement to the standard RPL protocol that
incorporates learning automata to optimize traffic
distribution.

4. Proposed Methodology

In the proposed routing optimization framework,
each loT entity is modeled as a variable within the
network topology. While these entities are
inherently discrete or integer-based, they are
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represented as continuous variables to enable
mathematical modeling and optimization. Each
entity explores the solution space by evaluating its
position with respect to key Quality of Service
(QoS) parameters, including bit error rate (BER),
throughput, bandwidth, and reliability. These
parameters are expressed in the form of
multidimensional ~ vectors  for  systematic
evaluation.

The framework initializes node positions through a
uniform random distribution and assigns initial
velocities to ensure diversity in the search space.
QoS parameters are normalized to standardize their
scales prior to optimization. To further enhance
computational efficiency, a feature correlation
filtering process is applied. Using Pearson’s
correlation coefficient, redundant or weakly
correlated metrics are removed, retaining only the
most influential features for route optimization.

4.1. Data Preprocessing
datasets must first be correlated to extract
meaningful information into a unified model
while eliminating irrelevant or redundant
attributes. This correlation process can be
carried out using various statistical
approaches, all of which fundamentally rely on
the computation of correlation coefficients
among variables.
In this study, the Pearson correlation
coefficient is employed to quantify the strength
and direction of linear relationships between
quantitative  variables. = The  obtained
coefficients are subsequently utilized as input
parameters for the optimal path selection
model. The Pearson correlation coefficient p
for a population is mathematically defined in
Equation (1):

_covXY) _E[(X — u) (Y — )]

)

xy Ox Oy Ox Oy
Where:
e Cov(X,Y) is the covariance of variables X
and Y,
e gy and gyare the standard deviations of X
and Y,
e Uy and py, represents the expected value
operator.

For a sample of n paired values, the sample Pearson
correlation coefficient is calculated using Equation

(2):
r
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The above equation can be expressed in a more
compact form using Equation (3) [23].

i (X —-X\(Y, -7
r=n_1;( Sy >< Sy ) ©)

In this context, each of the values of X, ¥, sy and
sy is defined respectively by Equations (4), (5), (6),
and (7) [23].

(4)

(5)

(6)

™)

After establishing the significance and direction of
relationships between variables, it is essential to
assess the magnitude of the correlation. Depending
on the specific application, several classification
schemes have been proposed to interpret the
strength of association between two variables.
These classifications are applied to conduct data
correlation analysis and to remove irrelevant or
non-informative attributes from large datasets.
Through this correlation process, a considerable
portion of evaluations related to non-essential
variables can be effectively filtered, thereby
improving the efficiency and accuracy of
subsequent analyses.

4.2. Multi-Obijective Grey Wolf Optimization
Multi-objective optimization is carried out using
the alpha, beta, and delta wolves. The alpha wolf is
considered the primary leader of the algorithm,
while the beta and delta wolves also contribute to
the process. The remaining wolves are regarded as
followers. In this study, the optimization process is
modeled using equations (8), and (9):

D=|C.X,@®)-X@)| ®)
Xt+1)=X,()-A.D 9)
where:

e A and C are coefficient vectors
. fp is the position vector of the prey

e X is the position vector of each wolf, and
o t denotes the iteration number
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The coefficient vectors 4 and ¢ are computed using
Equation (10) [24].
A=2d.# —d ,C=2% (10)

In this context, the components of A decrease
linearly from 2 to 0 over successive iterations, and
7, and 7, are random vectors within the range [0,
1]. Grey wolves are capable of estimating the
position of the prey. However, during the initial
stages of the search, there is no prior knowledge of
the prey’s location. It is assumed that the alpha,
beta, and delta wolves have better prior estimates
of the prey’s position. The positions of these three
candidate solutions are determined using the
equations presented below [24].

Dy = |C1- X, — X|
Bﬁ = |52 -)I? —)?|
55 = | _)3.)-(}5 —)?|
X)l = X)a _A)l(ﬁa)

(11)

In fact, the alpha, beta, and delta wolves estimate
the position of the prey, while the remaining
wolves update their positions randomly around the
estimated prey location. The positions of the top
three candidate solutions are continuously
preserved throughout the optimization process. The
two-dimensional and three-dimensional
representations of the wolves’ position vectors and
their possible future movements are illustrated in
Figure 1. When the prey is surrounded by the
wolves and becomes stationary, the attack phase is
initiated under the leadership of the alpha wolf. The
overall behavior of this process is modeled by the
reduction of the coefficient vector 4. Since the
vector Ais randomly generated within the range
[-2a, 2a], a decrease in aa also leads to a
proportional decrease in the magnitude of vector 4.
If |4]<1, the alpha wolf (along with the other
wolves) moves closer to the prey, whereas if |4]>1,
the wolf diverges from the prey (and the others),
enabling exploration of the search space.

Figure 1. Grey Wolf Attack Mechanism [24]
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The multi-objective Grey Wolf Optimizer requires
that all wolves update their positions based on the
positions of the alpha, beta, and delta wolves. The
search process is exactly the inverse of the attack
process: during the search phase, wolves disperse
to track the prey (IA|>1), while after detecting the
prey, they converge during the attack phase
(141<1). This process is referred to as divergence in
exploration — convergence in exploitation.

Role of vector C:The vector C is considered to
represent natural obstacles that slow down the
wolves’ approach toward the prey. It assigns
weight to the prey, making it appear less reachable.
Unlike 4, this vector does not decrease linearly
from 2 to 0. Thus, the algorithm can be summarized
in the following:

e The fitness of all candidate solutions is
evaluated, and the top three are selected as the
alpha, beta, and delta wolves.

e In each iteration, these top three solutions
estimate the position of the prey using
Equation (11).

o After determining the positions of the alpha,
beta, and delta wolves, the positions of the
remaining wolves are updated accordingly,
following their lead.

e Inevery iteration, the vector 4 and consequently
C, are updated.

o At the end of the iterations, the position of the
alpha wolf is identified as the optimal
solution.

In the proposed method, network objects are
modeled as wolves, and based on the Quality of
Service (QoS) parameters available at each node,
they are ranked for use in the multi-objective Grey
Wolf Optimizer as follows:

e Alpha nodes: These determine the primary
goals and execution processes within the
network and effectively act as a central base
station.

e Beta nodes: These assist in most network
operations, especially computational tasks, and
can also serve as replacements for alpha nodes
when needed.

e Delta nodes: These nodes possess moderate
QoS parameters and are only responsible for
executing the tasks assigned by alpha or beta
nodes.

e Omega nodes: Occupying the lowest level in
the hierarchy, these nodes have the lowest QoS
among all and do not participate in decision-
making processes.

4.3. Routing Based on the Proposed Model
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After preprocessing and correlating the collected
data to remove irrelevant or redundant information,
the proposed routing optimization algorithm is
executed. As previously noted, routing in loT
networks constitutes a non-deterministic problem
due to the dynamic topology, varying traffic loads,
and heterogeneous QoS requirements. Traditional
deterministic approaches often fail to provide
efficient solutions under such conditions.
Therefore, evolutionary algorithms, particularly
the Grey Wolf Optimizer (GWO), have been
employed as effective strategies for solving non-
deterministic problems. The proposed method
adapts the MOGWO framework to determine
optimal routing paths based on multiple QoS
parameters, such as throughput, latency, reliability,
and energy consumption.

In this approach, each network object (sensor or
node) is modeled as a grey wolf, and its routing
fitness is evaluated according to the QoS metrics
available at that node. The algorithm operates
iteratively, where the top three solutions in each
iteration are identified as alpha, beta, and delta
wolves, representing the leading candidates for
optimal routing paths. The remaining nodes are
classified as omega wolves and update their
positions based on the guidance provided by the
leading wolves. The position updates and search
dynamics follow the core principles of GWO as
defined in Equations 8-11, ensuring that
exploration and exploitation of the solution space
are balanced throughout the optimization process.
The alpha nodes serve as primary leaders, guiding
the routing strategy and making critical decisions
regarding path selection. Beta nodes act as
secondary leaders, supporting the alpha nodes and
managing additional routing and computational
tasks. Delta nodes perform tasks delegated by alpha
and beta nodes and maintain moderate QoS levels,
while omega nodes, representing the lowest tier, do
not participate in leadership decisions but adapt
their positions based on the guidance of superior
wolves.

To enhance the effectiveness of MOGWO in the
0T context, two critical mechanisms are integrated
into the algorithm. The first mechanism involves
maintaining an archive of dominant optimal
responses. This archive serves as a repository of the
best solutions discovered during the iterative
process, allowing continuous evaluation and
comparison against new candidate solutions. The
archive operates under a controlled management
system, ensuring that when new solutions are
added or the storage limit is reached, the least
significant or most redundant entry is removed,
typically from the most crowded region of the
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solution space. This ensures diversity among the
archived solutions and prevents premature
convergence to local optima.

The second mechanism is a leader node selection
strategy that identifies the alpha, beta, and delta
wolves based on QoS rankings. This selection
process is performed using a roulette wheel
method, which probabilistically favors nodes with
higher fitness scores while preserving diversity
among potential leaders. By continuously updating
the leadership hierarchy during iterations, the
algorithm dynamically adapts to changes in
network conditions and node performance.
Throughout the optimization process, all wolves
update their positions iteratively. The top three
wolves (alpha, beta, and delta) estimate the optimal
routing paths, while the remaining wolves adjust
their positions relative to these leaders. The vectors
controlling the wolves’ movement are updated in
each iteration to balance exploration and
exploitation, ensuring that the algorithm efficiently
searches the solution space while progressively
converging toward optimal routing configurations.
During the exploration phase, wolves disperse to
investigate the search space, whereas in the
exploitation phase, they converge toward the
estimated prey position, representing the optimal
routing paths. This dual-phase strategy enables the
algorithm to avoid local optima and maintain high
solution quality.

The proposed MOGWO algorithm also accounts
for network heterogeneity by considering diverse
QoS parameters at each node. By ranking the nodes
and prioritizing high-performance computing
resources, the algorithm maximizes computational
efficiency and resource utilization. Furthermore,
the archive mechanism ensures that the best
solutions are continuously preserved, providing a
robust reference for subsequent iterations. This
combination of hierarchical leadership, multi-
objective optimization, and archival control allows
the algorithm to generate routing solutions that are
both reliable and energy-efficient, enhancing the
overall performance of 10T networks.

The computational complexity of the proposed
MOGWO approach is proportional to M-N2?, where
N represents the number of wolves in the
population and M denotes the number of objectives
considered. Despite the quadratic complexity, the
algorithm’s design ensures scalability for large loT
networks by limiting the number of candidate
leaders and efficiently managing the archive of
dominant solutions.

In summary, the proposed method integrates the
Grey Wolf Optimizer with multi-objective QoS
evaluation, dynamic leader selection, and archival
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control to provide an effective routing solution for
IoT networks. The hierarchical wolf-based
structure, combined with the exploitation of QoS
parameters, enables the algorithm to deliver
optimal routing paths, reduce packet loss, enhance
network reliability, and improve resource
utilization across diverse network scales.

The final proposed algorithm is described step-by-
step as follows:

o Step 1) Start

o Step 2) Initialize the population of paths and
nodes (objects)

e Step 3) Initialize the QoS parameters of the
paths

e Step 4) Preprocess and correlate QoS
parameters

e Step 5) Evaluate the fitness of the paths
using the proposed model

e Step 6) Assign the best path based on fitness
levels for data transmission

o Step 7) Update QoS parameters of the paths

o Step 8) Update the fitness values of each
path after data transmission

e Step 9) Repeat steps 4 to 8 until routing is
completed

o Step 10) Execute routing

e Step 11) End

5. Results Evaluation

The simulation and evaluation of the proposed
method were conducted using MATLAB software
and the standard Vanet Router dataset, which is
part of a widely recognized data repository. The
network topology was adopted from the model
developed by Kang et al. [13], who utilized a
similar dataset in their study.

In this simulation, the information system is
defined as a structured framework comprising two
primary tasks: first, configuring the necessary
information to satisfy network node requirements,
and second, defining the relationships among data
elements. The dataset is randomly interconnected,
forming a large-scale network structure. Core
features of the proposed solution—based on the
network topology and the Grey Wolf Optimization
(GWO) model—enable the generated data to
reflect QoS characteristics through defined system
values and scheduled or equivalent extraction
methods.

The routing structure of the proposed dataset
consists of predefined functions representing
operations on each data element. This study
introduces a QoS-aware, multi-criteria routing
approach for loT networks based on the Grey Wolf
Optimizer. In the proposed framework, server
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response time is defined as the interval from
receiving a user request to the corresponding server
response within the 10T network.

When multiple servers in a cluster provide identical
services, the server load directly affects response
time: higher load results in longer response times.
Accordingly, optimal routing is achieved by
considering load-balancing parameters derived
from server response times, utilizing the GWO
approach. This method addresses reliable routing
challenges by extending the operational lifetime of
the primary server. Compared to traditional
strategies, the proposed approach effectively
mitigates issues related to high cost, low reliability,
and poor scalability. The process for obtaining
server response time is as follows:

+ Step 1: A Packet out message is sent to the
switches. Upon system initialization, the central
controller sends multiple Packet out messages
at intervals ttttt_{ttt}tttt, recording transmission

times. The number of messages corresponds to the
available servers, with each message containing
data packets addressed from the controller’s
routing IP to the respective server.

+ Step 2: Switches process the Packet out
messages. Each OpenFlow switch parses the
received packets and forwards them to the
designated servers.

« Step 3: Each server responds to the controller.
Upon receiving the request, the server simulates a
network object request and returns a data packet
with the server’s IP as the source and the
controller’s IP as the destination. As a new flow
entry is created, the switch sends a Packet in
message back to the controller. The controller
calculates the response time for each server and
updates the dataset accordingly.

The simulation parameters used to evaluate the
proposed method are summarized in Table 1.

Table 1. Simulation Parameters of the Proposed Method

Parameter

Parameter value

Simulation Environment

MATLAB version 2015

Network Structure Distribution

Network model by Kang et al. [13]

Number of Iterations (Objects)

1500 iterations

Number of Nodes 500 nodes
Communication Range per Node 15 meters
Initial Energy of Each Mobile Node 5 joules
Size of Transmitted Packet 32 bits
Number of Switches/Routers (Cells) 50 switches
Node Communication Topology IEEE 802.11n
Communication Links Between Nodes 800 links

Data Flow Between Objects

10 to 80 megabytes per second

Maximum Capacity of Communication Link

0.2 gigabits per second

Dataset Used

VanetRouter

Maximum Number of Service Requests

25 requests per second

The simulation process was conducted using the
parameters listed in Table 1. The results are
reported as average values for the proposed
approach, as well as for the methods introduced by
Kang et al. [13] and Kharoua et al. [16].
Additionally, the results were visualized and
analyzed through graphical representations. In this
study, waiting time results were evaluated with
respect to the number of routers deployed in the loT
network for the examined routing methods. Figure
2 presents a comparative analysis of waiting time
rates among the proposed method and the
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approaches of Kang et al. [13] and Kharoua et al.
[16].
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Figure 2. Comparison of Waiting Time Rate

Based on the obtained results, it is evident that the
proposed method achieves lower waiting times
compared to the approaches of Kang et al. [13] and
Kharoua et al. [16] across different router scales.
Moreover, the waiting time performance of the
proposed method improves further as the network
scale (i.e., the number of objects) increases. This
enhancement can be attributed to the utilization of
servers with higher reliability and less loaded
processing resources in the proposed approach,
which provides superior waiting time performance
relative to the methods of Kang et al. [13] and
Kharoua et al. [16] in vehicular network routing
scenarios. Subsequently, packet loss during data
transmission along network paths is compared
among the proposed method, Kang et al.’s method
[13], and Kharoua et al.’s method [16], considering
the algorithm’s execution time. The evaluation
results, illustrated in Figure 3, indicate that the
proposed method consistently maintains lower
packet loss over time compared to the other two

approaches.
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The proposed approach enhances the routing
structure by avoiding the selection of paths with
low Quality of Service (QoS), thereby providing
high-reliability ~ routes.  Consequently, the
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probability of packet loss in the proposed method
is substantially lower compared to the approaches
presented by Kang et al. [13] and Kharoua et al.
[16]. Following the simulation process, the average
response time was evaluated and compared for the
proposed method alongside the methods of Kang et
al. [13] and Kharoua et al. [16]. The simulation
results for response time are depicted in Figure 4.
The results indicate that the proposed method
achieves shorter response times than the methods
of Kang et al. [13] and Kharoua et al. [16].
Moreover, this performance advantage becomes
increasingly pronounced as the network size or the
number of nodes grows.
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In practice, it is believed that the proposed method
utilizes bandwidth and low bit error rate as Quality
of Service (QoS) parameters within a multi-criteria
decision-making framework based on the Grey
Wolf Optimizer, which appears to enable more
selective and effective data delivery. This efficient
data delivery mechanism significantly reduces
network response time compared to the approaches
of Kang et al. and Kharoua et al., thereby
improving overall efficiency and reducing the
average network response time.

Next, the network lifetime of the proposed
approach is compared and evaluated against the
methods of Kang et al. and Kharoua et al.
According to the obtained results, as the network
size increases, the lifetime of the network in the
proposed method is consistently higher than in the
compared approaches.

The reason for this increased network lifetime in
the proposed method is the balanced load
distribution across paths and the equitable
transmission of information, which distinguishes it
from the other approaches. Figure 5 illustrates the
network lifetime for the proposed method versus
the approaches by Kang et al. and Kharoua et al.,
based on the number of routers in the network.
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Next, the evaluation results related to average CPU
(processing component) utilization during the final
communication process are presented.

80

I |t Connection
[ Average

70

60

s @
S S

CPU utilization (%)

w
S

20

Proposed Method Kharova et.al. Method Gang et al. Method

Figure 6. Comparison of Average CPU (Base Station)
Resource Utilization Rate in Object-to-Object Networks

The evaluation results, depicted in Figure 6,
indicate that during the final communication phase,
the proposed method achieves higher CPU
utilization than the approaches presented by Kang
et al. [13] and Kharoua et al. [16]. This increase in
CPU usage reflects enhanced efficiency in both
routing operations and computational resource
management. Moreover, a comparison of average
CPU utilization demonstrates that the proposed
method consistently outperforms the referenced
approaches across all network scales. By
leveraging high-performance computing resources
prioritized according to QoS parameters, the
proposed method delivers optimal processing
efficiency. Consequently, it can be concluded that
the proposed approach exhibits superior CPU
resource utilization, both on average and at
individual network scales, surpassing the compared
methods across all evaluated network sizes.

6. Conclusion and Future Work
To overcome the limitations of existing routing
strategies, this study proposes a multi-objective,
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QoS-aware routing framework for 10T networks
based on the Grey Wolf Optimization (GWO)
algorithm. The performance of the proposed
method was evaluated against benchmark
approaches across multiple metrics, including
waiting time, packet loss rate, CPU utilization,
network lifetime, resource utilization, and response
time.

The results demonstrate that the proposed approach
significantly reduces waiting time compared to the
reference methods. Furthermore, the packet loss
rate under the proposed method is lower than that
observed in response time—based comparison
approaches. Analysis of network lifetime indicates
that the proposed method outperforms the
strategies presented by Kang et al. [13] and
Kharoua et al. [16]. Finally, the proposed approach
exhibits superior efficiency in terms of CPU and
server resource utilization, confirming its overall
effectiveness relative to the benchmark methods.

7. Suggestions for Future Work
e To improve routing speed, multi-objective
methods can be enhanced by assigning
weights to node selection parameters.

o Utilize other optimized evolutionary
algorithms for efficient node selection in
routing.

e Explore  mathematical  optimization

techniques and hybrid approaches for
executing the routing process in these
networks.

« Evaluate the proposed method using
additional network performance metrics
and QoS parameters.
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