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Abstract

Intelligent cache management in Named Data Networks
(NDN) is a critical component in optimizing network
performance and enhancing the quality of user experience.
Tuning cache sensitivity based on behavioral changes using
the B parameter and Zipf distribution is very important in
cache management. Considering that B has a direct effect
on the balance between resistance to pesticide
contamination and keeping the real popular content,
setting and determining this parameter plays a
fundamental role. In this research, a new framework based
on the algorithm of directed incremental Lagrange
multipliers (ADMM) is presented for distributed and
adaptive adjustment of B parameter. The proposed model
with a decentralized structure can be implemented at the
level of network nodes and leads to fast convergence and
precise adjustment of B through coordinated updates of
primary and secondary variables. In addition, a more
advanced version called ADMM-Enhanced has been
developed, which achieves more stability, accuracy and
adaptability to network dynamic conditions by using the
automatic adjustment of A and p parameters. To evaluate
the efficiency of this method, four network topologies

(simple, hierarchical, advanced and mesh) were designed and simulated in different scenarios. The
simulation results and comparison with the reference algorithms showed that the ADMM-Enhanced
algorithm in the stable scenario increased the hit rate by 30% and reduced the contamination to zero.
In the face of severe attack (30% attacker), it has shown stable, adaptable and resistant performance
by maintaining CHR equal to 18% and CPR equal to 18%. Also, in complex topologies such as mesh, the
proposed algorithm was able to maintain cache efficiency and quality against distributed threats,
congestion and link interruption, and showed high compatibility with dynamic environments.

Keywords: ADMM Algorithm, ADMM-Enhanced, Named Data Networks, Cache Memory, Cache Hit

Rate, Cache Pollution Percentage



https://sanad.iau.ir/journal/ntds
mailto:m.r.khayyambashi@eng.ui.ac.ir

o 39531 Olwlono g ouls 3393 (S i 33 (5995 S (539

E-ISSN: 3115-705X
https://sanad.iau.ir/journal/ntds

235 505 b oaud (6,1050U gWosls ladSud j5 WS glaai ;931 5 ,Slos du bl

Y

TR
o0l liL slaools slaaSs o Gl abibles wiadsn Cu e
iS5 5 aSes LS sleangy o Sl ailse o (NDN)

b o)) St Gobol 5 G Sl oelats el )5 28
sl s Sloms Sl Al ye y ZipFasssr 5B yrely 5l ool
Sl Rlr 5o Caglie ploo JolsS p (oniiine 3L P Sl 4 295 L
S ol (nl e 5 i 0l geme (Bl (Slgiome Lai- 5 S
w8l 2 e (g 2970l (SRR (nl 5o S o0 Wl ol
5 080595 melais sl (ADMM) ez (o2l 8l BISY al o ()
S yoiayf (5 L3l b goleinin Joe el oals I el )y ik
Sslaiasn @b 5y el 1) aSid oo 5 mlaw jo 1>l ol
B3do welat 5 g 2l Kon 4 algs 5 adgl gla it Stalon
ADMM-jlgis coxi (5 e i ased (O] 32 0538l 05800 (e
Gl el b JSogs wudais 5l (6 50,00 b aS Sl a8l axwgsEnhanced
Seabus Ll pd 4 S 6 GrdGal 5 <85 syl psh
Sl Sidmes ez ey o2l LB bl $lp S e Jeol> 4
5 Zhb it slag )l )3 (e g 4 piny ol eabids woole)
Ol @z e Slapt)ssl b aslio 5 (3le ad @l ab (gileand
oS culal 75 5lal (g9 e ;s ADMM-Enhanced 2,551 45" aisls
b agzlge 50 5 ool odilo, yio a1, (Sogll g ool Laaldl 2% b1,
SN 5l CPR g ZVA 4l CHR Lais b 5 (el Yo /4) 0y alos
® Oeizeed Sl 03lo (Lad 355 5l pglie 9 Baekal Ol (63, ee
Alp s Sy eoleiiny o)l (e wiile sz SlaSidny
Lio 1) (55 oS 5 (59050 oS o 5 plosjl ondiansor Sl

s i 093 5l by ladae b (VL 6,5k g 00,5

Lo Jeld [MD* oL el Lo somms |

B el (gjlwdings 9 (5391 OMes SialS

b rgds bicly dible

oMl 851 oKsily wbliog soly (igmals wdige 04,5
ol oblciss

Atefehvaez@gmail.com

ol lpaol oSl (amols oiie eaSiily wbil”
oy

M.r.khayyambashi@eng.ui.ac.ir

oMl B3] o8zl ablios asly ol M clidss 8"

ol obicizs

Fsafi@iaun.ac.ir
Jgiune ol g
oKisly ‘)"5‘2‘?“5 WA 0uSLEly bl ‘Ls“’l’ ,nl.:i L‘;)M*
(Olﬁ.l ‘OW“”‘ (OLQ(&AAI

M.r.khayyambashi@eng.ui.ac.ir

S iyl Slas 1ol plgie

VP 3,300 el o b

V¥ L5\l g, B

https://doi.org/10.82195/ntds.2025.1208980

S colol 5 ol abasl weas (5 I35 pL slaesls slaass ADMM-Enhanced ADMM 550! :Wo jlguuds

S Sogll sy



https://sanad.iau.ir/journal/ntds

YA VP-YANE- ¥ QL‘Z...@U /‘050 o)Lo...‘f:/J5‘ JL..: /Go.u”i” Slewle 9 0db 223595 s (o jO (363 s ‘_g)jbé aloro

doddio—)

G lens lons axlae 25 ol (gloo 1,5 £955 g )l )l dools paes adilos o o, b glal]) sleasiiis o5 slaans o
s el gpaz bails 4 asTEml ) el onds (SLBIP aopey0l 5 j5mmailiiee Joo ly a8 oyl (s
‘Lcnu.Jb U"‘ aQ CL...JL‘ )O [\]w‘ ol 5)4.35) 60&.:.».0 (5LQJJL‘> Lv ‘));.\le...a.a 9 U’Al ‘)Ju\.adUaJul &y 6‘9...790
s €lgios pb» a4 Clgizs S 51 Lol 55 05 Lmo—l 59 a5 Wloads 7 ,kas (ICN) ' goalgioe 0,509, b Do s leso
ol 5 el (NDN) Youis 6 )38l (sloosls aSiis «jgomalyione (slacs lone slodiges it 5 S [V V] 052 o
"»5'“"(5" JJJ 99, Lmo; Oy oals 9 ‘5.....4|5.‘>)0 L.SLQ‘L‘"‘“" Ly).'a )‘ 9 03 d)lu\f‘bl.u aul&o )‘ J.D...H.n O ygody ools 56)LQJLA
Sy o3l Sl a4 jzeie ol cl el 5 gales 5 ool e 4Bl S (550 40  NDNsoIS (bl 51 S
L0 Flogs o asin S5 aul33l g 0l sligy 1o (2924850 g ,b 2alS ol
aladl>  Sogll &M « NDN o go Slosags 51 (o bl s (el cind alaits wlg oo duie Sy et (Jl> 0l b
cdl (1S colol TP ol & sl B ol 0gd p hy,leS slasols b S slad g e o 5S 5 3,8 slaools
LRU 5l oolitul o 2o atile iiw (35 slaceslow 51 (6 boms ool oo (mo5 sl b ialjdl g asoss IS S8
3 daclss s Lo b emloe 5,18, slagSl 4 a> g5 pae Judo & « LFU 8, S by ooy oolitul o 2eS 5 [£]°
Sl S S ablie ol bl Sogll cMex L G wiloass b 5L gaiedgn b olapt 68 3l slale o
G o g Cemgezmo e S5l Jlo s b aST el (PFP) ;6‘55)9 2 sl Cangaore 0,630 dapi )6 oy CJ?.J‘:‘U‘)BB‘;
SRS LPFP oty 5801l 554 oy a5 [A]0iS o (6,05 5l o2l Lawgi Cangeome oghuan 35 505 | acilizen (39,
0ABALg At ¢ paired Ly )y ‘]a)'wa_a F0 (655 ool )0 5 1y azme ool e 9 yloy Jule « (PFP-DA)L 5
85 5 00,5 3lw e Zipf rob 595 b Billas | Conguome @95 Ol orw « B (PFP-P) ciol )by 5l oolainl b o ;631 ol
sloosls laaSis jo Yol alitls Sogdl e o)l dgrge Slids péyde [VYams gl 1) askis
Slse ol alez 5l el jiin owyp diejli 45 518 929 039 (pl 4o owlul DS lizes « (NDN)ow 5,5 ab
u‘).u..u wl.w‘ » Jj ML&.AA} w...'a_u lef QJA 09.7-5 'Ad.c so)mmdu.} u)'{v ))‘)J )d r:jl.ﬂ.a LSLQW"‘J)ﬁi‘H uLus a u‘y‘sa
sl Jre 3505 ¢ 55 (5 pdyemm] 53 S5 955 5 Conrgrne o8 G o plaal < ZiDf i 5B el 5l oolil L (s,
b 215 e Glacusba jhe oS5 05 5 (oally laglis Gln drongie 5 siluosly BB ()5S
DT 0,8 o Lol el (slap 5lSe

Sl o)ls Cgore (2Bly lgiore Laa> u‘S ‘;oﬁﬂ sl o Cwglie le Jolw p ceniins j.,.:L, Basulaazgi b
s, Kol 5l (Sl a1 asly jleis ladas Sl b (i & ygods a5l yustie g bgs Jal il jo o] conlie jlude
SSSS (IS jsb el (Adaings 5 ielon (iludingr Sy, 5l 6 S0 ste  Brelil dinge jlade (s sl S5e
Sl oSV E] 6,5 g s (MAS) 6, IS0l 3 slais 550! ¢ oabad slaeis o3 a0 lg oo | 9290 (55l dine
Al S (oS oo )5 Bolar Cusle 4sS e (90 6,0 5 (SlSe Djgo 4 g diud o> Lok milgs oalad
Vi sy 5 s Lol sl (oo s s (ol 999,0 Su sln |y SLeSe (29,5 adies (1B g, S eene

! Information-Centric Networking
? Named Data Networking
3 Cache Pollution Attack

4 Least Recently Used

5 Least Frequently Used

¢ Per-Face Popularity

7 Cache Pollution Attacks
8 Deterministic algorithms
° Metaheuristic algorithms
10 Gradient descent

' Newton’s methods



o speli— 3l als Lo deme — Sl g Licls aible /b suiis l38 el slaosls slaaSios 1o 25 slapi,sS o Shos anglio 14

Meligh (S99l 2 (e (§iludingy Slapi oSl sl eslitul g0l ) arius (alad slap oSl 51 SIS diged 9
3 S Gl 09z 2riby, b (GA) L) w65 « (PSO) )3 b0l (g5lwaigy  (JolSS (slapis ;651 asile
B3l slade 8l da iy, ol Lol an [V8 V0] sl B oss wbas sl ael,l 63,505, Wlg oo oxkid sla 3o,
bl £ oyt 5 oS S0l e by allio 1 1y oLlS cpuitin OV B v o) o i) aseiion o3l Sy 4 45 o
eobie calam Gilisen glagy Lo 4 gl 5o wi s8Il 0 Shas ;Ko sl b alys oo o ig, optl s &l a5t Lagma o 1,
S5yl Dygo ar w08 s bae oSl cpl 1 (B WS e Al e 0 y0 ) e G i 9 00,5 gy 1) B il
5Ts o3l s o wulol £ g ol wile) A0 51 ool 65955 cWbools & azgi b inns sly2l ylej o 5
DiVlsias ol wos Luls b1 095 g 00,5 audaisib 1B lado (o g ool
Rha s sl lsle b cose g dude (g5lwagy JBlaw sl (ADMM) Toglie S5 51,5Y slooaSo,o o,
e en a0 1) 298 B sUlie « PFP-Bozy oSl 1o B sl )l aige Jlade oped ;.0 ADMM 5l ool .ol conslio
DAL 53loise ol 2 6330k 5 gyl ¢k
Lic g (15 Sogll (e GhalS (cimy ol Bam 50 0y 4 05 0eli slaigSa Wb P Jlake e (g5lusaingy s 50
2805 iledae (Fized ilwaing dline o Do Glgien |y gl (ul 005 180 03l Igme colal YL 25
oolil by i culol &5 ,Sihlei (6,530 5 oles abible _Fogll gy ,Sllad Sy 955 o0 eSS algo 90 5l Ban &l o]
sl 39,8 Bk 5l Soales 5 lojen 9l ar Gugs 09,5 Juo allaz & g0 1 adlie 90 (pl Olgi o0 < ADMM
alb p 515 5 4 PFP-B jlisle aSbulsl ogh Jol> aigy Jolas a5 0,5 pdais slaisSa o5 2 10 1, Byl )b (5,1 S5
Silw oo p2l,8 1, Gl (ol ADMM jl ool il 29,5 = (639,9 o5 )0 (paiz l lsize Cangue (3l Jlo s 5 puazs
5 igd a4z, LSG 25l o8 S 5oy I (g5luaiig @S Cole 50 5 0 plnil (g3lse 500 o5 )0 1 )0 ezl AT
S e G,k 3 s B olie 5 )l o8 1 (g 3ludings o 45 WS o Lyl |, oo ele S i Face o o il pui
Ped e Jol o it (alod (on 95
OF ilopslio 5 G Cq e 094 gz ADMM Sludiagy (e alege Joo o (2l 5 >k pol> (hmghy Bas
Syl 599580 s PFP-DA (o ;6301 51 oolail b o5 ol 1o .Casl NDN (g lose jo oylgs alatl>  Sogll oMl ol jo
Ol aladl>  Sogll Odlex b jige job ar Cowl H0B 4 ol walgs alll o 6801 ol 5l e sludity (glaseus « B oanlass
Silwosly BB 5 598w ) Sal, SO &Il L oyl aad Gbod cpliopl g ogdle Sy Sgun 1) 4K SIS g 005 alilas
Alie gl s ysT55 cpalplis 1S wal 3 ol clogy sl o 1, coolgingy Joo 51 s ooliisl Sl « nANSIM jloagnds o

B el olool 55 518, wulats ColiBl PFP-DA a2y 531 51 PFP-B S ol asees 51 o

Byl 5l ookl b Zipf ao565 b Bollae Igioe Comgums 20395 (3280 (53l Joee

A olio 5 g o Dy30ds GBS (S S el 9B ol (silwdinge Sln (po] 05 Ginpeeni) ADMM g 5l ooliciule
Golore ;o 18 Sogdl OMas b lad o g dicdin g Lidu ,0 a5 Cawl sas >k glagar Alie ol sl
ADMM (g, )5  PFP-B o )08l Jols (soleininn b9y Sldiz cpgm (i 10 35800 (o) 2 gl &5504NDN
25 il onaliwssay oy @l dl)f @ 5 ez ion ob walss s oS sk B el leaie sl
G S Ao ety Jidu 50 «Zoled )0 0yl plaiS] 10,63 o Slas 4y bgy o 25 g (05 sl Jds 9 ndnSIM Laoes
23,5 o0 grbe ST laiaghy lp aleoleiing 5 ool &l allis ol

! Evolutionary Algorithms

% Particle Swarm Optimization (PSO)

3 Bayesian Optimization

* Alternating Direction Method of Multipliers
5 Consensus update



Y- VP-YANE- ¥ QL‘Z...@U /‘050 o)Lo...‘f:/J5‘ JL..: /Go.u”i” Slewle 9 0db 223595 s (o jO (363 s ‘_g)jbé aloro

35 05 Jdo 4« LRUAs st (55 slacanlow a5 sims oo plas imgh opl 50 'obly 5 (Sblails lawgs (glanlllas
Glatls 5l S5 b byl s oy slacalss 1 5 pine slyime m plo a0l wslinal Jlgls 5 Gyo
&1, ToT-NDN lasrs jo 1S Sogll es jil rals 5 pllinsg) jaseis gl p sbg, €ools Tib» g €lgime Comgueo?
Gire o, 55 sl Ll Sialidl corge 5,805, Gl el ol el aBlicens £A8 SLulis 5 4 4 aias e
DAl cail (S56 5 cangame (aslis 90 Hlojed 2o, sl 8Ll ools sla i Lo (6 lagSs aiejls 5 oo

Gl ssle cuS 5 b a5 0iiS o Byme LHPR-DS ¥ o8 5 il oKty o255y glis 2,b Yo ¥O Lo ,o o) Sen o TSl
doosls amaiz anals> 5 Slojsm Jeboo ) ooliitul 5 a0l (550 5 Sl slaaY ,o « ST g «al Koy
(Q0S) )15, 5 Bloas ot ¢ s 2 (e @l o i b i, cpl e o aisis |y (IFA) Todes (g5le o5
i soyS 550k Sl 5 S B3l & 5L e, sN VL (Soazmny Lol oS (o0 Lai> ales codlad Job 0,
I o] el T o g B colas alox

Jlozsl JES! g yile ciles 5 35 Lo o] 8 alisgay lgime Ul (L3, g5l oe Yo VF Jlo ,o oL Ken 5 05l
a5 ola by, S 50 o olelis (15 Sogdl ollex Silis lgreas | ool 6L4bw9ﬂ>'-;b“ 30 gole pu Sl s
i Uy gy (SRS 5V it 288 | QU155 3,50 ol e oo 5185 8 1y i Cnseona s LS b
Srdoebiie Y Jod (Sauzmy 9 S5 JUS Sl ple 65l 5 anmbre (> (nl b o)ls 1) G883, pglae
I T ass o sgamma |y T loe

S50 ! wilgi o NDN Lase 10 Gaos (550 5l oolatul a5 s o lis YoV Jlo 107 o) Ken g ganl> Jgind
oo 5 Goas rae SaASd 1 (iheo (o3 dnmsi b lapl Bl 15 (Fogll SMex oo 5 allit sl
lapi ;o8 b SeadlS SlacSiST 4 S 5 9, 8es 5 005 glyul | Weosls jo ol 6,13, (slagSUl ndnSIM
el anie g 00 plS Sjeel ool 4 jLs YU jlews Sl Sazmn 09z gnll a0 &1l jeore Jlezs ]
INYT 09 g0 ogmame 0,505, 0ol lacusgomme cn St 3 iy omliie SBASLS ;0 i

s bl 2 Igmms €00 Jlo 5 Copgemead ko b 48" Wilon S 6y |, PFP oo oSl ¥ YT oo o o) Sen 5 V€L o>
K 515 0553l b PFP-DA s S oo (5 55k S55e 0l Jags Canpgamo (sogias 35 a3 51« Face o
ol S e 5, k8 Cuaglie 5 <8 ZiDfaussh slotens sl Byl (555 S L PFP-P e 5 gy
4l LFU-DA 5 LRU wiils @, slo i, b amslio 1o s b8 oyos mls i ,sSIl ol oins oo ialidl 28
2255 Olpss 5,00 (o3loy g ol ,0 s gl allas sols lalisle 6l aejls ol (gjlwesly Ll wsles S
DIY] seluls (s @ sgame golio b (oo S 50 Wlg oo 45 Sl Congune

shole NDN g 52 5 o585 (6550l 2 (e Q-ICAN 2580l (B yme LY VY Jlo o oSen 575 500 Slalas
Eorie 1, daceulsm )3 o slej alols o (CHR) 25 culol &5 blugs asile ol asLs 5l oolizal L a5 ains o 18
obos 50 AN Lals 5 20 55 culol 5 A0 Lasis cBoa lasjludncd 48 Uiy, cnl 08 sald 1) oy g
St Sl (Soazmn 9 AL @l 385 (b (Aigel Gl (SYsb oles 4 5ls (Jcnll sl oo nosls 5L
IV we jleis 0,505, cnl (ol colas 5l ool (5 Lel (slap ;65 45 o

! Mandapati ¢<Ranaweera

2 Yang

3 Hybrid Proactive Reactive Defense Scheme
4 Interest Flooding

> Wang

¢ Fishol Hamdi

7 John Baugh

8 Abdelhak Hidouri



o speli— 3l pls Lo some — liw g Licls aible /. sui s 3SRl slaosls slaaSos ;o (25 slaps,s5 5, Shos anylio 1)

4 e 5 1S slaws sile old S g i jlwaing ;| 45 BO-CatBoost o oSl a5l L Y+ YT Jlo ,0 'S 99 b
T oaiawdnd (slacawlys )8 Jaw 4 pig SMe g 1S Sogl SMes Loy dilaiuilys 1.8 o 0,02 PIT (sla 39,4 9
il ley 4 ks Lol cams oo &l Loz das g45 90 ololid jo (g lul o, Slas o gy (pl . dims Lasid |(I-CIFA)
WS go dgazme aBly slalaze ;0 1) ol (620005 (55 F0l sl yell 380 @l g iy (silwoyesd (slad
[vsl

e anseis 51y (GBDT) ¥ Sbol 5 00 985 (6 a8 pendl S50 (s (oo ,o30 Vo VY Jlos o o)) 7 Lo
g go oolitul oo el sl eadigl Sl (e 5 5)lel Sla Sy o9y (0l 58 Wlos S GLIICN jo 45 Sl
oA cBs Ll I GBDT oS sls lis slawslis slo jioles] bl 05l ool e sl aSl Sl jo (gole e LS, b
b sS59el sloosls 4y 5l 5 YU Slslne Sz 979 nl b 0l jgomeailin] slagsg; 4 Cond (2B 5
IYOLasS o jlgi0 gamme wolio b L oy59e5m sloo 8 50 1, b, ol (s3lwooly wuinS

Sz b aS” wilosls slpaian (6,58 Jaw 5l eolainl b Cangume (i 5 (oo oy, (VoY) 108 o 1Kea 4 53
ozl (St 9 (sl Cagame B3 Cenlys yo el ol (sl s 051 5 laculss o L3, ()l slawss,
Sgerme G S DS pardis Djpe 0 S (oo lelid 1) (S8, e gole s Sl oot Cingae
Eorie JL8, SUS& )0 0505, (nl Cuge wediee Jlosl cenlin oo Canliw 5 plulid alos ((ABly 5 oud it
bl Glecosgama e (Fu)l sloosls 4 5L g Sau i Joe S8o 4 Sily Lol il 28ly OMas 51 LS
I¥s] ses o Ggmmna o

Slgiome lad o S» 5 lad )b ) isu g0 a4 0,5 e 1S medi L VANDN Gzl 0 VeVe Jlo yo oK 7gils
o @ 1) Igione cConguome wad (lugh &jg0 ;0 5 WS (o0 0233 cenlin e ;0 Congemme whaw bl 2115 (6395
Colol £ 5 TVE b b ool b agalse 4 5o ol 45 Ao oo (bt b g sludands gl i o 4ol alos i
Pl Sluyio)h 4 5l 5 S oideniz eduzy g poke Lol 1ams o lS | o gSoaly 3B AT b g ool olisl 1, 25
IVl ams )15 Les cov 1) 0,5 wlis wilg oo VANET (sbgy sladams 10 Congume ledll

il o b a5 Wlools @5 RBFNN * _cleds aly i o a5 1 siies sai s8I VoY Lo 5o oo 5 ¥ s bl
€O Canguma? g €lumdgo o, Kllod atws aw @ 1) e £45 0 15 slyime b oo SI8 slo S5
a5 S L5 L 5l g s YL s alex £58 ololid s RBENN a5 ols lis b ibe;T s a8 oo sl
5 Sioleb o 550 bl ol 335 i 4 3l il Ao ie 1) (s ity 8 Skas pymye sloisy 5
IYAl sl 5,505, ol ol el il 51 emslin Cagiomo by ad (sloo S o (55l 5y oo

Sl )T S g amdlprons (ploicin)d Cud (905 (e garids Jao Goyb IV Jlo jo oSen 5 T sS0b
ez 9y g YU CBoL IP g NDN oS 5 a8l slogilwosly jo 1) (IFA) colo ) s )0 Jumw OMos ¢ o 5
ol U 6l NACK slaains sl oolawl 0925l s aS a0 lis Gaiod () oS oo ololid ob; )by
=5 5 sl 13 (b9, (al YL s pdlal Cebl g gl aile oo (Bb o> S50 izl sl (oo e (inlsS o
L¥al )15 sg2g 5,00 STy Sgngs s NDN G o sloaSicts 1o dle> calod Lidiay (6l yiios dnmss 4 5Ls NDN/IP

! Liu and Peng

2 Improved Collusive Interest Flooding Attacks
3 Man

4 Gradient boost decision tree

’Yao

¢ Zhou

7 Buvanesvari

8 Radial Basis Function Neural Network

° Nguyen



Yy VE-YANYEY QWU/r:5a o)Lo...‘f:/J5‘ Jb/wﬁi’l QL....:l;uBo‘.\.i 31y GLQ (o jO (363 ‘_gl.m ‘_g)jL:.édJ.?u

331 (FCPs)T s> (slyios 0aiS el el 3 sloo 5 51 b suogs sou i sle YoV Jlo o o) Som o Lo
) S5t gloo 3 b bl Bg0 b (gails Cend Sy laig, b g 00,5 iy (OMN) Todbizuo 3 Liliso (sloasis
25U g anl gals ZFe b Sels o5 mogul 5 FCPAT. joian 13 a5 ols ol ags jluodcd 0 oo Sgoune
Abos Gl 2L 3390 gl £ g 2ol AYP b 5l solprin slagiy, Jleel b Lol taiS o log aal381 £VYE
Ir e lon, ool a4y BT Clbes b Sonummy Slayags b agzlse ;o Ll w1y (4255 B shlre cod SL 0,505, 022 50
5 los,S b3l s s2yxe |, PFP-B PFP-DA « PFP s o5l dus 395 (51,55 anbinbl 5o Yo VA Jlo ,o of e 5 TEL
S5 ol Cngere (Soran S 503 51U 0eb oo silu ey g drmla Face jo pa (bl i Congemme  PFP i, oSl
A oolaiwloS y9iST Lol 00gs gume (P U Byo a5 olaosls 4 by KeS p380 09331 L PFP-DA aseus 00,5
075 7l S e (55l ZIPE L dilhae |y Congamo @395 B ol b b PFP-B aseus 3 adigdh i by 105 a0 o3|
S Sogdl WM b agzlge g ole Lyl 90 8 ;0 LFU-DA § LRU 4 s PFP-B 3 PFP-DA 45 wlools yLis
;345 el Face j» 5o jLes] Sledlbl (6,lagSs 5 S5,00 Slowls piline bagi ;65 cnl 2! Lol s ls (s 5 0 0 ,Shos
IV ] delomil o (3510 0 g ababls G s Hai 51 Lo jlae 4 Sgamme olis b slao 5

S5k e s, ‘3’9‘ 0,5 o)l 25 8,150 4 (15 e NDN (g lama ;0 (45 ez b ablie (slog, (gu) 2 50
sl ld, o S8 ooz (slagSIl aiiles co g wyls YL aseis Cds aud iy o,l8; oo g el 6,50k ‘O.:.il.o
Sy Jelos 5 laosls sanadgs (olp)l8 H18, gilo e Lol S Gloles og3a by sladasme jo 1, sole
il el 4 o So) cnl Lol cms &l (6 350 3 ) Shos Congarme oz 5 (2 gir Se> 2l 50 Sl atlys Tgtone
sl oS I el a8 (550m b (550 51005 53 Loyl 6Ty 45 0315 55 S o0l (sl s Lo (5105 5 YL
L agxlye ;0 @Vb (o @UlF (o 6550k b ZIDE qujei Julowi 9 Congerme (S laghy) seld Gl
stz 5 BB 5sel ey 5 BB B)eel slaosls 4 Ygane by T o Jlonll s s (lalas) &bl 5 (Se8l 5 gy Ol prss
&gty Lzl Cllil g ool Lo b o9 sl oy, i 15 .S o slom] Cudgamms  xdly slalass o 45 woiejls
bay] Cds wim 5o 5,ls VANET L 10T (gbadass 5 4 (sloo 5 coni) sbodSiod 15 5,115 6l (6 e Canlin o 55,00
@5kl lacosgazme 4 (S 3 S0, (nl Gm dner GBSl Cales )3 el iy slaJow 5l S Vens
bl isibuosly (Fobo 5 s pdy Gl 283 loe (3l 5 )1 Slles Lanzmo j2 50 asas s oeal g oy 25y
g dalgt (1S e ply 5o pglie slailele )b

NDN 5 (25 &3lax | ablie sla by, slaplio ) Jsaz
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Initialize:
- Set initial values for 8, z, u, p, A
- Set convergence thresholds &1 , &;

- Set maximum number of iterations MaxIter
- Set initial values for HitRate(j) and PollutionRate(p)

For k = 0 to Maxlter:
1. Update B using the minimization formula:
¥+  arg mBin (—HitRate(B) + A.PollutionRate(B) + g (B—2z" + u("))z)

Subjet to 0< p<1
2. Update z using the projection operator:

z*D « Projectionfy 1) (B**Y + u®)
3. Update dual variable u:

kD)  yktD) | (U+D) y Z(k+D)y
4. Check for convergence:

If
|BHD — BW| < £y and |2V — 20| < &,
Break (converged)
End for

Return B(k+1)’ Z(k“), u(k+1)

Ol abdl> Sg.ge ;0 ADMM 2,30 :) (ISCS
Figure 1: ADMM algorithm in cache memory improvement

! Projection
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if |, — M| < &y and |2V — 20| < ¢, then stop )

ARFD = A0 (1 + B, .
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Initialize:

- Set initial values for f, z, u, p, A

- Set convergence thresholds &1 , &;

- Set constants a, B A

- Set maximum number of iterations MaxIter

- Set initial values for HitRate(p) and PollutionRate(3)
For k = 0 to MaxIter:

1. Update B using the minimization formula:
(L)
B¥+D  arg mBin(—HitRate(B) + A pollutionRate(B) + PT (B — z® + u)?)

# Apply optimization method to minimize the objective function
2. Update z using the projection operator:
z**D « Projectionpg 1;(B**V + u®)
# Ensure that z stays within the range [0, 1]
3. Update dual variable u:
uk+D G+ (B(k+1) + Z(k+1))
# Adjust dual variable to enforce the consistency between § and z
4. Update p adaptively:
k+1 k
AB — [Br(k+1) - prao)| AB < |pXHY — B©|
Az — [z7(k+1) - 27 (K)| Az « |z*+D — 7))
pttD)  p® (1 4 a.—E2

max(Az,)

# Adjust the penalty parameter p based on changes in f and z
5. Update A adaptively:
AHitRate < |HitRate(B**V) — HitRate(p™) |
APollutionRate — max( | PollutionRate(B**+1) — PollutionRate(p®)|, )

)L(k+1) P A(k)_ (1 + ﬁl .APAHitRate )

ollutionRate

# Adjust A based on the change in the hit rate and pollution rate
6. Check for convergence:

if
|+ — W] < &, and |z — 20| < &,
Break (converged)
# If both B and z have converged, stop the algorithm
End for

Return B(k+1)9 z(k+1), )L(k+1) , p(k+1)

43l Sgupy ADMM . (golpiiy oS ads pi ,6351:Y IS
Figure 2: The pseudo-code algorithm of the proposed improved ADMM
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Figure 3: Topologies examined
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Table 2: comprehensive review of different simulated topologies and scenarios
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Table 3: Hierarchical topology scenario 1: stable network (no attack)

PERI] O colol 5 (CHR) 315 Sogdl oo (CPR) <ol #5 Top 100 colol # 5 Top 50
PFP-DA 21.00% 10.00% 68.00% 78.00%
LFU-DA 15.00% 20.00% 55.00% 65.00%

LRU 12.00% 25.00% 48.00% 58.00%

ADMM 23.00% 8.00% 70.00% 80.00%

ADMM-Enhanced 25.00% 7.00% 72.00% 82.00%
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Table 4: Hierarchical Topology Scenario 2: Network Under CPA Attack

s 595! O colol 5 (CHR) iS5 Sogl ao,0 (CPR)  colol g5 Top 100 cobol &, Top 50
PFP-DA 19.02% 15.00% 62.80% 75.53%
LFU-DA 12.67% 36.00% 41.17% 50.00%

LRU 8.82% 36.00% 28.72% 34.64%

ADMM 21.00% 12.00% 65.00% 77.00%

ADMM-Enhanced 23.00% 10.00% 68.00% 80.00%

(bg) (S8l )b s 2 o510 dlds (5910255 ¥ g3 )l 0 Jgor

Table 5: scenario 3 of hierarchical topology: traffic load changes (dynamic)

59U oS ool 5 (CHR) 315 (509l o0 (CPR)  culol ¢ Top 100 colol £, Top 50
PFP-DA 18.00% 14.00% 60.00% 70.00%
LFU-DA 11.00% 28.00% 45.00% 52.00%

LRU 9.00% 30.00% 40.00% 48.00%
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ADMM 20.00% 11.00% 63.00% 75.00%
ADMM-Enhanced 22.00% 9.00% 65.00% 77.00%
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Table 6: Scenario 1 Simple topology: stable network (no attack)

PEPRS]| O colol 5 (CHR) iS5 Sogl ao,0 (CPR)  colol g5 Top 100 bl &, Top 50
PFP-DA 20.00% 11.00% 67.00% 77.00%
LFU-DA 13.00% 21.00% 53.00% 63.00%

LRU 10.00% 27.00% 47.00% 57.00%

ADMM 22.00% 9.00% 69.00% 79.00%

ADMM-Enhanced 24.00% 8.00% 71.00% 81.00%
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Table 7: Scenario 2 of simple topology: CPA attack

PERI] O colol 5 (CHR) 315 5ogdl oo (CPR)  colol #5 Top 100 colol # 5 Top 50
PFP-DA 18.50% 16.00% 61.00% 73.00%
LFU-DA 11.50% 35.00% 40.00% 49.00%

LRU 7.50% 37.00% 27.00% 33.00%

ADMM 20.00% 13.00% 64.00% 75.00%

ADMM-Enhanced 22.00% 11.00% 67.00% 78.00%

(Lsp) S8l b s ool S390a55 ¥ g0l A Jgur
Table 8: scenario 3 simple topology: traffic load change (dynamic)

PEAS] oS colol 55 (CHR) a5 (So9l w0 jo (CPR)  colol &5 Top 100 <ulol 55 Top 50
PFP-DA 17.00% 15.00% 58.00% 68.00%
LFU-DA 10.00% 29.00% 44.00% 50.00%
LRU 8.00% 31.00% 39.00% 46.00%
ADMM 19.00% 12.00% 62.00% 73.00%
ADMM-Enhanced 21.00% 10.00% 65.00% 76.00%
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Table 9: advanced topology scenario 1: stable network (no attack)

PERRI] G colol 5 (CHR) 315 Sogdl o0 (CPR)  colol &5 Top 100 colol &, Top 50
PFP-DA 25.00% 8.00% 70.00% 80.00%
LFU-DA 18.00% 18.00% 60.00% 70.00%

LRU 15.00% 22.00% 52.00% 62.00%

ADMM 27.00% 6.00% 72.00% 82.00%

ADMM-Enhanced 29.00% 5.00% 75.00% 85.00%

(CPA) 1S (Sogll alo o oSt sty (5lin s ¥ s i)+ Jgor
Table 10: Advanced Topology Scenario 2: Network Under CPA Attack

s 3951 oS colol 5 (CHR) 35 Sog)T a0 (CPR) bl &, Top 100 colol & 5 Top 50
PFP-DA 23.00% 12.00% 65.00% 77.00%
LFU-DA 16.00% 30.00% 50.00% 60.00%
LRU 11.00% 32.00% 40.00% 48.00%
ADMM 25.00% 10.00% 68.00% 80.00%
ADMM-Enhanced 27.00% 8.00% 70.00% 82.00%

(L) (S5 b s i in G3glnss Vool V) Jgor
Table 11: scenario 3 advanced topology: traffic load changes (dynamic)

s 3951 oS colol 5 (CHR) 35 Sog)T a0 (CPR) <ol &, Top 100 colol & 5 Top 50
PFP-DA 21.00% 10.00% 63.00% 74.00%
LFU-DA 14.00% 24.00% 47.00% 56.00%
LRU 12.00% 26.00% 42.00% 52.00%
ADMM 24.00% 8.00% 66.00% 78.00%
ADMM-Enhanced 26.00% 7.00% 68.00% 80.00%
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Table 12: Mesh topology scenario 1: stable network (no attack)

PEPPIRA] OS5 colol 55 (CHR) a5 (So91 w0 )d (CPR)  cwlol &, Top 100 <ulol & 5 Top 50
PFP-DA 20.00% 11.00% 67.00% 77.00%
LFU-DA 13.00% 21.00% 53.00% 63.00%
LRU 10.00% 27.00% 47.00% 57.00%
ADMM 22.00% 9.00% 69.00% 79.00%
ADMM-Enhanced 24.00% 8.00% 71.00% 81.00%

(CPA) S Sogll alam: o (5503095 ¥ g lim Y g
Table 13: Mesh Topology Scenario 2: CPA

s 3951 oS colol 5 (CHR) 35 Sog)T a0 (CPR) bl &, Top 100 colol & 5 Top 50
PFP-DA 18.50% 16.00% 61.00% 73.00%
LFU-DA 11.50% 35.00% 40.00% 49.00%
LRU 7.50% 37.00% 27.00% 33.00%
ADMM 20.00% 13.00% 64.00% 75.00%
ADMM-Enhanced 22.00% 11.00% 67.00% 78.00%

(Lg) (SB35 b it e 59095 T o0l Y Jou
Table 14: scenario 3 mesh topology: traffic load change (dynamic)

s 3951 oS colol 5 (CHR) 35 Sog)T a0 (CPR) bl &, Top 100 colol & 5 Top 50
PFP-DA 17.00% 15.00% 58.00% 68.00%
LFU-DA 10.00% 29.00% 44.00% 50.00%
LRU 8.00% 31.00% 39.00% 46.00%
ADMM 19.00% 12.00% 62.00% 73.00%
ADMM-Enhanced 21.00% 10.00% 65.00% 76.00%
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Table 15: comparing the performance of algorithms in scenario 1 (no attack)

595! oS colol #5 (CHR) 35  So9iT auo 0 (CPR)  colol &5 Top 100 <ubol &5 Top 50

PFP-DA 21.3% 10.3% 68.2% 75.5%
PFP-B-DA ($=0.05) 25.0% 0.0% 93.1% 98.8%

ADMM 28.0% 0.0% 95.0% 99.0%
ADMM-Enhanced 30.0% 0.0% 96.5% 99.5%
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Table 16: comparing the performance of algorithms in scenario 2 (attack with a diverse number of attackers) with 5% attacker load

PEIPA] O colol 55 (CHR) S So9l w0 yd (CPR)  clol &, Top 100 culol & 5 Top 50

PFP-DA 19.0% 10.0% 65.0% 75.0%
PFP-B-DA ($=0.05) 23.0% 0.0% 70.0% 80.0%

ADMM 26.0% 0.0% 74.0% 84.0%
ADMM-Enhanced 28.0% 0.0% 77.0% 87.0%
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Table 17: comparing the performance of algorithms in scenario 2 (attack with a diverse number of attackers) with 30% attacker load

PEPRY]] O colol 5 (CHR) iS5 Sogl w00 (CPR) ool 7,5 Top 100 bl &, Top 50

PFP-DA 10.0% 30.0% 50.0% 60.0%
PFP-B-DA (B=0.05) 12.0% 25.0% 55.0% 65.0%

ADMM 16.0% 20.0% 60.0% 70.0%
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