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Abstract

The widespread use of information technology and computer networks has led to the emergence of numerous attacks, the
main purpose of which is to compromise the security of networks and databases. Wireless body sensor networks, which are
a new technology for tracking patient status, are no exception. These networks are of particular importance due to their
sensitive medical applications. Any attack and intrusion into these networks will cause irreparable damage to the patient. For
this purpose, intrusion detection systems can be used as a security supplement in body sensor network communications. Since
common destructive techniques are increasing randomly, traditional methods are unable to respond to attacks. In addition to
identifying attacks, the tasks of intrusion detection systems in body sensor networks include learning the behavioral pattern
of attacks in the system. One of the challenging issues in these systems is accuracy. New methods have been developed to
improve the correct detection rate and minimize the false detection rate, which increases the efficiency of the system by
improving the accuracy. In this study, the accuracy increase is done using multilayer perceptron networks, which is one of
the deep learning methods. By increasing the number of hidden layers, more efficient learning is done in these networks. The
WBAN RSSI dataset, which is taken from Kaggle, is examined in 3 different classes: normal, type 1 attack, and type 2 attack.
Then, the proposed algorithm is plotted for precision, accuracy, recall, and F1 score using the dataset alone and in 3 different
classes, which shows an accuracy of 0.72.

Introduction: This paper examines intrusion detection in wireless body area networks. A wireless body area network is a
network that sends a lot of clinical data remotely to a server for further processing and then to the doctor for further review.
Intrusion due to data diversion in a medical system can have dangerous consequences. Therefore, a mechanism is needed to
detect and prevent it.

Method: Intrusion detection in this research has been done using deep learning. By increasing the number of hidden layers
in the neural network, data processing and learning are increased and they give more accurate results. Each layer has an
activation function. The output layer has 3 classes, which are related to the normal class and types of attacks. The most likely
class related to these classes is the prediction of this method for the input data, which attacks this data is most exposed to.
Results: Given the data set considered for testing, there are 3 different classes with different precisions. Class O(normal
data) has the highest precision. Class 0 also has the highest F1 score, indicating good performance in detecting normal data.
Class 1 has lower recall, meaning it has difficulty identifying some examples of this class. Class 2 has good recall and lower
precisions, indicating some false positives in this class.

Discussion: Other improvements were also made to the model in this regard. These improvements include Hyperparameter
tuning: can be tested with different learning rates, batch sizes, and optimal number of epochs. Class balance: handling
unbalanced datasets can improve recall of minority classes. Advanced architectures: can be tested and researched using
recurrent neural networks or convolutional neural networks to improve model performance.

Keywords: Deep Learning, Intrusion Detection, Cyber Attacks, Wireless Body Area Networks, Precision, Accuracy.
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from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxScaler()
X_train_scaled = scaler.fit_transform(X_train)
X_test_scaled = scaler.transform(X_test)
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from tensorflow.keras.models import Sequential
model = from tensorflow.keras.layers import Dense

(OSequential

model.add(Dense(64, input_shape=(10,), activation="relu’)) #
Input Layer with 10 features

model.add(Dense(128, activation="relu’)) # Hidden Layer 1
model.add(Dense(64, activation="relu’)) # Hidden Layer 2
model.add(Dense(3, activation="softmax’)) # Output Layer
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model.compile(optimizer="adam’,
loss="categorical_crossentropy', metrics=['accuracy'])

0, batch_size=32, dmodel.fit(X_train, y_train, epochs=
validation_data=(X_test, y_test))
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Precision per Epoch for Each Class

A -~
08s Al A = wy
. NN |
K';{,\"/;‘\/ \ \_: “I‘. "‘ 1 m| m\ l"“.
= N IR N ‘ LYY ‘
0.80 1 I\ v | || |
WRNAVIN [ |
[ 1] 1] {| || [N N

§ 0754 (|l Il | | Class 0 Precision
_ \ | Class 1 Precision
. |1 | =i

0704 “ | | J ‘

(L tma M ‘
0654
0.60 1
0 10 20 » %0 %0
oW 2 gl el Hloged tA JSCh
Recall per Epoch for Each Class
104
09

Class 0 Recall
Class 1 Recall
Class 2 Recall

sl | |
06 [ A | |

054

Epoch

3 5 ol g1 lagai A U
—ygal lroyss ;0 AW ganaib oo Sy (IS e
ApS oyl

oS 0 ST 80 piolie (WS 2 (glh 0,90 o 0 B0 Hloged
< PO G polie 0w o siales ‘_,’_;23)‘5&1 0y90 0 o1, ¥ LS 4 )
Joe w20 coplins a5 ol lu g jo alize gla WS 6l +AD 4
a2 saplml s Lo Coo slo st iy

lrly Slo13 nolie (D 5o sl 090 2 50 S>3 Jloges
S S o Gls ams gLt Gijal Job 5o (IS as (lon
Wosls o (oably Cuce (sladiges plos 51 1) (8ly Coe o s i
Olmwgs 10 AD=+ F0 o3gazme ;o 55 le3)8 piolie s copylid
3ylge 3l psm Litn glowlios 4 ;08 Juw ams ooplis a5 ol
Lol NS 52 (6l e

J».\_«e uol_’> u.;)lS .))gl.@.ﬁ Syge 4O ks.)l_bwd.) ¢l_m)‘$9.o..§
o g 0 IS aile o ST 51 (B aSiyl dles 5l i seds )|
W2 oyl 3 Y oS b avslie jo ) g5,k Sl )8 g s o)
Loosdllh Jolai pae U auS 0SS osiaddn—wgi 4 Sledol oyl
ol 5555 i et 1ot e bl 3 1 s sl
A2 jaseis WIS 2 lediged

oo o loaia] u:,.lLA)'VI odlo degorxa (gl p amard IS 5 0
08 b FL el oty ol 1280 el ol 1y 155

Sleld 1) cds Jaw plasS aes coylid Jloe 90 cpl (s ddal
Tz ) Sl 5,5 alallre o iy )0 e 5 383 (o0 Ca gl
(il laebl b S (oo Coie (i (585 2000
D930 e (80 el )l Contd gl b SuST )

Precision-Recall Curve for Each Class

10 —— Class 0 (AP=0.89)
m Class 1 (AP=0.76)
0.9 —— Class 2 (AP=0.83)
0.8
0.7 N
e
[y
C 06 3
& £
0.5
0.4
0.3
0.0 0.2 0.4 0.6 0.8 1.0
Recall

lizo b WS gl g Slg 1 8-cdo Hlogei Y S

2 T A el C80 Dlpes b oS A Jlagad VIS (o
Cawloadosls ylis
A= e DS - AP
S VF= ) oIS - AP
< AY= Y DS - AP

S logei o U oo sl WS (gl Slel 3By Jlages
“S'l ) 4 9 \ e g)")ls) alizee uw)lf - S——) ‘_g‘).g |) Ls:‘?bs—u_‘)o
Y Hme) S8 5l (g loges ¢ gizie (pl e copl—id gunad b
o 9 0,0 15 g yglolmcds e op YL ¢ LoMS A4S dmo eyl s
e oIS (G S eyl BN S e 5 Y S
S K0 IS go b awslae jo lemlid g s Jlas il o Slee
ASM‘OJ_MJAS‘)‘ u*"ysr"’ 6|).a ]..:b.s BB ETEe B Colus
Adyle gl 3 e VLY LIS

g <8 oy adole oLl sl ooly Slstla-cBs s
Slp Qg o a5 WS opal ) goiai b Joo S Gl Slosl 3
Al dade caslin paonal slaaibn] ol g Jow o,5ee S0
oS el (AY) YL FL Lol lils (ole ools) IS
el gole ooy Lasis 1o g o, Sles il

oS cwe cpl 4 w)ls 6,5e5 RECALL () g4 ddoz) YV WS

3,18 6y B Ll oyl 9> RECALL (¥ 45 alox) ¥ WS

okl el cgonl wyg

Y Y e VA e ol o0,lae 0 jlond ipx o dtandgh (gl iz (U5 f g 531552 SLols aslilad



SN e 2y (LA jO Guos (5 S0l 3l eoliwl b Sgdi sl

G50l sl eolaiwl b ayas aSi b ¢ s 00,5 o plil Scaler

Sotoxe Gl ol [y ad 09 oo (b ol (hme AV Y g Boes
g 50 e Jho g D9 c000ld gl aools 3 esla il
degazo oyl Lol 5 F1 5Ll g Jlg3l 8 8o dlas slalogai
Cawlodds g 53 0010
Ao iz (8b s LYY cwlio CBo @) Jow (pl wiz e

55l Cte polie Gl Juse 0jlo0szg o] Ssue sl
Cudo polie 9 o055 Jloae s oo Sla iy (S WS safes
N slp s e slaloged i (a8l
Aoyl 1) Sleli8 g B0 Jlade g yige ho LIS Caslod g
A S5 ey gl S YF L) LIS 5 AV LY LIS T )
Sy a8 soas g 0ols Ao gazme gl WS Il o Joe oyl
Ol eloplil Jaw (g9, Ll crad 10 58 S0 sodgugy gl o0
5ol il sl bl gm el ol ity Jal b Lassigy
Sgiiales] ais sloe 98 olaxi § (glatws slwe;jlu]

Qg oo Jola ol (sl ools de gasmo Zuy poe WM Jolas
AiSudsan |y coldl sla WIS Slg=1 )8

L o, S5 smac sboaSis 5l oolatul b raid jiny sl lose
9 S Glisr Jo 3 Shae Sgue sl 00z (s slaas b

References

[1] K. Heshan, K. Ibrahim, T. Zahir, Z. Alber, “Distributed
anomaly detection for industrial wireless sensor networks based
on fuzzy data modelling”, parallel and distributed computing,
vol,YY¥.no. 6, pp. 790-806, 2013.

[2] S. Mambwe Kasongo, “A deep learning technique for
intrusion detection system using a Recurrent Neural Networks
based framework” Computer Communications,Volume 199,
Pages 113-125,2023.

[3]M. Usman, M. R. Asghar, I. S. Ansari, and M.Qarage,
"Security in Wireless Body Area Networks: From In-Body to
Off-Body Communications,” IEEE Access, vol. 6, pp.58064-
58074, 2018.

[4]0. Salem, A. Serhrouchni, A. Mehaoua, and R.Boutaba,
"Event Detection in Wireless Body Area Networks using Kalman
Filter and Power Divergence," IEEE Transactions on Network
and Service Management, 2018.

[5] N. K. Jha, A. Raghunathan, and M. Zhang,"Securing medical
devices through wireless monitoring and anomaly detection," ed:
Google Patents, 2018.

[6] A. Rani, A. Viswasa and E. Baburaj, "Secure and intelligent
architecture for cloud-based healthcare applications in wireless
body sensor networks", Int. J. Biomed. Eng. Technol., vol. 29, no.
2, pp. 186-199, 2019.

[71 A. Alabdulatif, 1. Khalil, A. R. M. Forkan and M.
Atiquzzaman, "Real-time secure health surveillance for smarter
health communities”, IEEE Commun. Mag., vol. 57, no. 1, pp.
122-129, Jan. 2019.

[8] S. Carta, S.; Podda, A.S.; Reforgiato Recupero, D.R.; Saia, R.
“A Local Feature Engineering Strategy to Improve Network
Anomaly Detection”. Future Internet vol. 12, n0.177.2020.

[9] B. A. Alzahrani, S. A. Chaudhry, A. Barnawi, A. Al-Barakati
and M. H. Alsharif, "A privacy preserving authentication scheme

VE Y limnej VA 05l 3l 0, & lowd (uoy JUw —Niowigh (il jiar (bLI 4 g (o310 (S dilol AoUlald mum

'Y

G e 5h oS o 0 a5 cewl uzms Gl sladigad olass o loci
A colid |y (5155 Jgaz 0,8 )],8 Bas polae 5 (Y
a5 09 soduwlone (39 9 (il 5l eslaiwl b Macro avg
Celdl Gla NS )0 5, Sas (g g0 yo 1) Joe SilgS oo
2 o8l Slosigas s locsss eSilen R (53 3] S an
2905y Gk Jolaipas b alilis gl 1) S 52
il e S ST B 5 4y dm
o by glem 13 polie lanl (lse cpl e wloe (gly
SYolas 00,5 sedwlxe Ol oSl colgs 5o oj,b‘snao)sTwag
Ao ailid 285 g Jleml 8 el L pl s 5 4 (W) 5 (V)

pX Recall,

Aav)

(13)
b oo (st Joax 3590 )0 0 WS

Macro average Recall=

- ™, Precision;
Macro average Precision=2i=1Preciston:

from sklearn.metrics import classification_report

y_pred = model.predict(X_test)

y_pred_classes = np.argmax(y_pred, axis=1)
y_true_classes = np.argmax(y_test, axis=1)
print(classification_report(y_true_classes, y_pred_classes))

ShalojT 00l ac oz (gl guigaiub (5,135 ¥ Jour

Model Classification Report on Test Dataset
Precision Recall F1- Support
Score

0 0.86 0.81 0.83 2325

1 0.59 0.98 0.74 2726

2 0.84 0.52 0.64 4497

Accuracy 0.72 9548

Macro 0.76 0.77 0.74 9548
avg

Weighted 0.77 0.72 0.72 9548
avg

S35 Az F

oty aSicts ol o ooy &8l 50y o (o2 S > (gloASLS
3,55 1 lotng Cemad] 5l edims colins |y oy il Lyl ass|
M e 4y i dloaS sl 40 3985 g (5, lual 4s¥ o i
ol o 855 a5 Allase ol pliy 09— n o (s sloye
e ».\Js_w‘».\? o..\..u@b alo> Sy90 C’,‘L&od‘b )‘ ‘5’5..3:.4 L.;La:o.)lo
S U o o0 (amel ulul oo Slolid vge slo S5g
MIN-MAX 5l oslaiw L (g5l Jbo 5 098 seo0ls (plazs] Lmdl 4@



https://www.sciencedirect.com/journal/computer-communications
https://www.sciencedirect.com/journal/computer-communications/vol/199/suppl/C

[17]M.R.Erfaneh noroozi,”Presenting A Hybrid Method of Deep
Neural Networks to Prevent Intrusion in Computer Networks”,
Intelligent  Multimedia Processing and Communication
Systems(IMPCS),no.4, p.65, 2023.

[18]A.K..M.K.SeyedReza Kamel,”An Efficient and Light
Weight Intrusion Detection for loT Based on Fog and Cloud
Using KNN Classification”, Intelligent Multimedia Processing
and Communication Systems(IMPCS),no.2, p.64, 2023.

[Y 4] M.Yaghoubi, K. Ahmed, Y. Miao. “Wireless Body Area
Network (WBAN): A Survey on Architecture, Technologies,
Energy Consumption, and Security Challenges”. Journal of
Sensor and Actuator Networks.;vol. 11, no. 4 , 2022.
https://doi.org/10.3390/jsan11040067.

[Y *] P. Pijush, K. Dutta, N. Anand, P.Gaurav, D. Hemanth B.
Valentina Emilia, “WBAN: Driving e-healthcare Beyond
Telemedicine to Remote Health Monitoring: Architecture and
Protocols, Telemedicine”, Technologies,Academic Press,
Volume 89,NO 119, 2019.

[Y] A. Vidyadhar Jinnappa, D. Vijaypal Singh, P. Anubha, k.
Sunil, R. Imad , “Internet of Things in healthcare: A survey on
protocol standards”, enabling technologies, WBAN architectures
and open issues, Physical Communication,VVol. 60, No
102103,2023.

[¥Y] S. Karchowdhury and M. Sen, "Survey on attacks on
wireless body area network," International Journal of
Computational Intelligence & 10T, Forthcoming, 2019.

11 Rectified Linear Unit(RELU)

12 Adaptive Moment Estimation(ADA M)
13 Precision

14 Recall

15 Loss

16 Accuracy

17 True Positive(TP)

18 False Positive(FP)

19 False Negative(FN)

20 True Negative(TN)

21 Average precision(AP)

for roaming in loT-based wireless mobile networks", Symmetry,
vol. 12, no. 2, pp. 287, Feh. 2020.

[10] V. Odelu, S. Saha, R. Prasath, L. Sadineni, M. Conti and M.
Jo, "Efficient privacy preserving device authentication in
WBANSs for industrial e-health applications”, Comput. Secur.,
vol. 83, pp. 300-312, Jun. 2019.

[11] G. Thangarasu, K. R. Alla and K. N. Kannan, "Denial of
Service Mitigation in Wireless Body Area Network Using Deep
Learning," 2024 IEEE 6th Symposium on Computers &
Informatics (ISCI), Kuala Lumpur, Malaysia, 2024, pp. 328-332,
doi: 10.1109/1SC162787.2024.10668017.

[12] H. Shaker, M. Nariman, J. Q. Ahmed, D. Radhi. (2023). “A
Deep learning approach for trust-untrust nodes classification
problem in WBAN. Periodicals of Engineering and Natural
Sciences (PEN)”, vol.1, no.3. doi: 10.21533/pen.v11i3.3579.
[13] B. Liya, S. Krishnamoorthy, R. Arun, S. “An enhanced deep
learning-based disease detection model in wireless body area
network with energy efficient routing protocol”. Wireless Netw ,
vol.30, pp. 2961-2986, 2024 https://doi.org/10.1007/s11276-
024-03717-1.

[14] R. Arthi, S. Krishnaveni and S. Zeadally, "An Intelligent
SDN-10T Enabled Intrusion Detection System for Healthcare
Systems Using a Hybrid Deep Learning and Machine Learning
Approach," in China Communications, vol. 21, no. 10, pp. 1-21,
Oct. 2024, doi: 10.23919/JCC.ja.2022-0681.

[15] C. Iwend, JH.Anajemba, C. Biamba, D. Ngabo. “Security of
Things Intrusion Detection System for Smart Healthcare”,
Electronics. Vol.10, no.12 2021.
https://doi.org/10.3390/electronics10121375.

[16] A. Singh, K.Chatterjee, and S.Chandra Satapathy “TrIDS:
an intelligent behavioural trust based IDS for smart healthcare
system”. Cluster Computing, vol.26, no.2, pp.903-925, 2022.
https://doi.org/10.1007/s10586-022-03614-2.

. & y‘&
1 Wireless Body Area Network(WBAN)

2 Support vector machine( SVM )
3 Denial of Service(DOS)
4 Red Piranha and Egret Swarm Algorithm (RPESA)

5 An Adaptive Dilated Cascaded Recurrent Neural Network (ADC-
RNN)

6 Medical Cyber Physical System(MCPS)
7 Smart Medical Device(SMD)

8 Medical Smart Phone(MSP)

9 Global Position System(GPS)

10 Personal Server(PS)

okl el cgonl wyg

VY =gy Obimnej YA 85lowd 3l 0,k & lowd (uoy JUw —Niowigh (il yia (b, g i1 (railol aclibad


https://doi.org/10.1007/s11276-024-03717-1
https://doi.org/10.1007/s11276-024-03717-1
https://doi.org/10.3390/electronics10121375
https://doi.org/10.1007/s10586-022-03614-2
https://doi.org/10.3390/jsan11040067

