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Abstract

Introduction: Intrusion detection systems in network traffic increase network security by detecting abnormal inputs and
attacks. Deep learning algorithms are used to learn features in network security for large-scale data. On the other hand, if the
input data for a model has high dimensions, there will be more neighbors for each data, which leads to higher accuracy in the
model. Simultaneously learning spatial and temporal features for each model is challenging too.

Method: This study presents a method for converting input data into three-dimensional. In the proposed model, Convolution
with Short-term Long-term Memory Branches (CLBS3) is used to improve features' spatial learning with three-dimensional
input data. In parallel, Short-term Long-term Memory learns hierarchical relationships between different features and extracts
temporal features. Finally, the integrated approach of the CLBS3 model uses extracted spatial-temporal features for network
data classification

Results: Tests were conducted on the UNSW-NB15 dataset, and performance evaluation of CLBS3 shows that compared
to contemporary intrusion detection methods, the proposed model with an accuracy of 98.46% with fewer errors of 1.8% in
the UNSW-NB15 dataset provides better performance in intrusion detection.

Discussion: The present study aims to propose CLBS method, which detects attacks by considering the limitations of loT
resources. In order to create an efficient and accurate IDS, the combination of convolution neural networks and Short-term
Long-term Memory applied in the fog to separate the attacks from normal traffic. Our proposed method was tested using the
UNSW-NB15 dataset, and the results demonstrate enhanced accuracy compared to existing methods, as well as a low false
positive rate.

Keywords: Deep learning, convolutional networks, three-dimensional, short-term long-term memory, spatial feature,
temporal feature.
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