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Countering online sexual exploitation of children with a look at Europol
and Interpol actions

Saman Abdolahit

Abstract

Field and Aims: producing, distributing and carrying out online sexual exploitation of
children in cyberspace is one of the most important challenges that has become a major
concern in the minds of criminal policy makers. In fact, as technology advances and access
to additional platforms for the production and distribution of unethical content, this problem
is likely to get worse. Therefore, criminal policy makers in most human societies are trying
to deal with online sexual exploitation of children.

Method: This article is written in a descriptive-analytical way.

Finding and Conclusion: Although sexual exploitation of children is not a new
phenomenon, it has become easier to commit with the advent of the Internet. Also, during
the Corona epidemic, due to the presence of more children and adults on the Internet,
crimes related to online sexual exploitation of children increased. Dealing with the crime of
online sexual exploitation of children can be seen in Europol and Interpol actions. Europol
has identified the key threats of child sexual exploitation through peer-to-peer networks and
anonymous access, such as the dark web (e.g., Tor). Also, the Europol Cybercrime Center
has taken effective measures to deal with this crime. In addition, Europol's joint operations
against online sexual exploitation of children have been the most important measures in
identifying and arresting criminals. Interpol's actions include the creation of an international
information base on sexual exploitation of children, the signing of an agreement between
Interpol and UNICEF, Operation Narsil, and the joint operation of Interpol and the
Colombian police against child sex offenders. Iran is one of the countries where the
protection of children's rights has always been one of the priorities of legislators, and all
kinds of sexual abuse of children, especially online, has been criminalized in Article 10,
Clause 9 of the Law on the Protection of Children and Adolescents.

Keywords: Europol, Interpol, sexual crimes, sexual exploitation of children, online sexual
crimes.
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4. Virtual Global Taskforce (VGT)

Countering online sexual exploitation of children with a look at Europol and Interpol actions/Author: Saman Abdolahi
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3. European Multidisciplinary Platform Against Criminal Threats (EMPACT)
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2. International Child Sexual Exploitation database

3. International Child Sexual Exploitation (ICSE)

Countering online sexual exploitation of children with a look at Europol and Interpol actions/Author: Saman Abdolahi
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1. Operation Narsil

2. INTERPOL's Worst of List (IWOL)

3. Global police community

4. Argentina’s Victim Identification Office

5. Specialized Cybercrime Prosecution Unit (UFECI)

6. https://www.interpol.int/News-and-Events/News/2023/Operation-Narsil-disrupts-network-of-child-
abuse websites-designed-to-generate-profits-from-advertising
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1. INTERPOL’s International Child Sexual Exploitation (ICSE)
2. INTERPOL’s Crimes against Children (CAC)

3. https://www.interpol.int/News-and-Events/News/2023/Colombia-Two-arrested-for-live-streaming-
child-sexual-abuse




\‘
\\ International Legal Research

‘ Volume 17, Issue 63, Spring 2024 - 2.4 ; b

3 iz 5S 0 g Dl-Mao! 51 el plulis S Ele S0l jla (056 0L e i >
|5 S e 03lial QLS5 587 315 5555 4 0,181 pLSEa OLS'3 587 i 15T 5 087558
ols8 S e uSTE 0T W 53 G5 AS oy 5 ST o ol ) Solale g pgde 234
Jols 5 dns oo 2 1y (s Sy g O35S B 5 (el 5 (51 ol 3 0
O35S i spd 3 4 cbp S (68 aen )3 Al i O3 58 i iluans 315 55,5
b Sl R 0L S 51 T i ezl b o e 31 25 2l 53 VLS5
Olomi a5l 13,15 5 g5 kool O3 e OS5 87 51 i Sl 51153 Do plov
Sl 0l p g ol i[5 3131 51 s OT (6, Kems (033 Lol 33,57 3550 O3S
oy ol a8l g o 5 15k e o 5o 0 S s 511, 01 s &
Gl 03 U5 (e e g Do LSl (ol s MU ijls o p o b abilie ) 15 o
St O L5 AT ol Ul e o8 siman g Sl enlitad el pl bl e i
a8 4 SC e g Aile ¢ S5 lae) g 55 eslil 550 (5553 oS o lauT I iled el s
sl ol (e 1 4 015 g 3 5 or 3,15 08587 5 p T gz Hlattl L o )lee
o gt oS 5 ol Gl o sl Mot (eSS L a5 T 5 ol S0
A5l g S e 055 OS5 S 51 i onlitasle o L aST SLuS 48 5505 555 5 OLSG
L5, i ol 57 5l o T sla 801 G5 i b s ity 3 o 1) 355 sla s
Clab 0 g (ISl e 53 Lgdps Gla M5 5 (s slac Il HLS 53 (Il !
fisn cml o (S ey ) 5 ler Sldipn L 5 el o5 ) Sleds O a4l
L 358 3505 5Lis o0 ) Sledst 08 duasailyl 5 s 5 b opl pogdle .S (6, es
=35 Lossbn sl p3Y slaosls 5 oLas Glaylpl s S fee @, K 056 5l 2 o
e ekl o L alie ST oal 515 075587 51 p T gz Hlaial (e (gl i
23 @S S s Sl odalie LB s 2ol 5 gy e lldsl 55 O 687 51 ST
Aile pldl o ies 5 Lien 4 Lo gLadSs Gy b 5115 0L 587 51 i lotial a2
Jmsos Gl @3l 35 commpen Dl 03,57 GLals G5 o) a8l glaelis
adlin 55 Jigys &S ie Gaollas o dle 4.l ails e ool b ablae 55 5550 Dbl
el 63 93 Ole e (6 L SKs 5 glalid 53 Sl oy tage O35S 51 p T i ezl U
a5 slaal O35S 51 i slatad Sledbl (Ml o oKL slowl Jals s 2] el il
Ole e ade LualS a5 o il &5 e Sldes 5 o )b Slkes cCans 0 5 o 200 0
22 0SS Gsh Sl il fsb 50 45 Sl (gla) 5287 alazr 101 51 il 0 OS5 57 puier
1y (hlies OV oud 18l o) gon Ole3 b 53 5 0390 ONSS 56 Slay sl Sl ol 5 0T

Countering online sexual exploitation of children with a look at Europol and Interpol actions/Author: Saman Abdolahi



. ’I}H . . P .... . . 4

)lw)k::_.d\aﬁ_;}qb);ﬁ:w“cuj\o‘ﬁj;au_i\‘}i‘)l;joﬁig;...:\ 03;4.5}?\-5
Sl 5 B o5 a0 (JUbl I i (glaoslinals gu (aL...;\ Ol pl Ol 53 .l 035 O 558
LU, i 15T O b (g iloms slidd 55 Loyl (6513 5 (Sline 4 (S jloes 8ISEST5 )

/.

Wl 0 (& Ol 5 5 ST 1 Calem 0561 03le 3 c0Vlas 5 L i

T i el U o)l 487 das oo 0L szl s hsss Slalddl o IS 5 5b
Sla gL Sl eslinal ( Mol 65 Ken Jols & Col il i (65 Ky i3l OS5,
5 La, e ol o o5 5 3 0 08 W30 5 Lulom 5 amsler 4 25w AT 5 55 00T 5
S nlem 5 ol s ol SRaLST 4 Ll e OleSbe 55l G sn sl 1 (5,5 o e
S S Olgm el 53 OS5 S

by olgisy

i et a3 ST olasyals o 2T Sleslinal 5 olulid 53 e (glag, Cu 45—
S o @l 3 1 O3S 51 KT

O 558 Lo g oS jlaiial 5,050 glulid (gl wylde 53 ¢S5 ,8 Olulisirlsy 5,8 1K~
Lle a s

S i 3)| g Al 5 0 48T ST Oliamatuia I JS ke slgies o lalejlu sl
oyt 53 6y ple Sl SE e s S5 5 0558 T ezl 3540 55 S8
ST e ey 4 1SS

e s el ol b amale GUET (6l 085587 p ST lazzal b ablis (6la eS8 -
el 4 LTS gls, Sl

bl Ol tokis 5 £ o 0 5 oz bty A L 18787 51 T g slatznd L ablie

5 ebolis ol n il 6,850 5 o sime Lo as dile 4k sla gl I eslinal -
(Slee $LaS 53 S5 8 el soee |y allis




International Legal Research /,/i\,
‘ Volume 17, Issue 63, Spring 2024 - e g b o4
S

C.gl.'m

Loy gdons 5 Oldthe § o gian Bsn Gk Sl g LSS 316 S OF0 ) ol g ¢ ol -
FFCOF (M) 19 o5 45" G sim (sloojsal
https://cld.razavi.ac.ir/article_1692.html
(s iS Gpi sloajsal Ml gl Conliw 53 (oS 5 (6518 Gl VF1) sl g ¢yl -
/ ADVYF (YF)A
https://cld.razavi.ac.ir/article_1727.html
S (Sl AS S5 S g il (6,08 Sl d 2 (VFY) | e e (g -
/ ezt esbeT Cund s 4‘5;,:.«..(.3/.3
https://www.jlj.ir/article_709012.html
e ol e Sl S i Julse ke aadlles ((VFLY) ol pluc o ¢ Slghol o -
(YO)Y :‘5J_4;..>/‘jj_£>- L;Lmjj_a/'.l:l_;lfj Al Bl ! 6;‘3-;5 Ba= 5> Ol 4 9 Qlf:}f ade
JYY-YSF
https://cld.razavi.ac.ir/article_1803.html
S ST S o g5 350 adllae (V) ol (5 15 5 4l 06l e (s 5lis -
SV=FA PI ey (s5-p om la g3y V=558 bl
http://cr.jrl.police.ir/article_98186.html
Pl s s s sLa )8 a0 sammar clip Sy sLis g3 pil (VP 0) (Sge (S5be -
ol olen ] Ollan 5 allssl o gle oKiia 5
ST aads oy G THS b i 051 DL 3 (clid e 51OFY) 0l ¢ gllbe -
AYYF-AFY (0N S
http://det.jrl.police.ir/article_98630.html
JUiel 5 )0 8 30y o (Sl VP2 Y) elesl ¢ (S 031 Cpuum o Bl 033 -
NAV=YYA (VAIYA cos/plst (G pim 5 4500 o) B i 5 ais (Lo saT 5 5 55 OS5 (5 mlos
https://flj.isu.ac.ir/article_76431.html
Sllast 10l oJsl Slor g ibe (cladSC o OIS 48 wlidotisop (\WAQ) L(ola Cae 2ol S
.Jt....f.sl.s
LSS s 5 (ilame alidn o U i plido 2= G1LOF ) L Jo (LT ) inim
Ol B 3Ly o i Dl (LTl s e o 0135 1 kit o 4555
330858 31 6,28 Culam (VWA o jam sl ¢ Sl 5 5 e o R ¢opnam o (63LTL ) ioi -
YN OOV (i Sliin. s (5 AS slapllss 2S5 B Sl mte Sl iz g5 2
AY

Countering online sexual exploitation of children with a look at Europol and Interpol actions/Author: Saman Abdolahi

https://lawresearchmagazine.sbu.ac.ir/article_56275.html

- Bourke, M. L., & Craun, S. W. (2013). Secondary traumatic stress among
internet crimes against children task force personnel. Sexual Abuse: A. Journal of
Research and Treatment, 26(6), 586-609.
https://www.researchgate.net/publication/258825033_Secondary_Traumatic_Stress_Among_Internet
_Crimes_Against_Children_Task_Force_Personnel




l! ”wd? - ml"—" - :‘/

r =

- Craun, S. W., Bourke, M. L., & Coulson, F. N. (2015). The impact of internet
crimes against children works on relationships with families and friends: An
exploratory study. Journal of Family Violence, (30), 402-393.
https://link.springer.com/article/10.1007/s10896-015-9680-3

- Danaher, J. (2018). The law and ethics of virtual sexual assault. In W. Barfield &
M. Blitz (Eds.). Research handbook on the law of virtual and augmented reality.
Cheltenham: Edward Elgar Publishers.

- Keen C., Kramer R., A. France. (2021). The pornographic state: the changing
nature of state regulation in addressing illegal and harmful online content Media.
Culture & Society, 42 (7-8).

https://journals.sagepub.com/doi/abs/10.1177/0163443720904631

- Krone, T. (2004). A typology of online child pornography offending. Trends and

Issues in Crime and Criminal Justice, 279.
https://www.aic.gov.au/publications/tandi/tandi279

- Langston, J. (2018). How Photo DNA for video is being used to fight online child
exploitation.

https://news.microsoft.com/on-the-issues/2018/09/12/how-photodna-for-video-is-being-used-to-fight-
online-child-exploitation ) ) o ] )

- Perraudin, F. (2017). Pedophile hunters jeopardizing police work, says senior
officer.

https://www.theguardian.com/society/2017/apr/24/paedophile-hunters-jeopardising-police-work-
child-protection

- Salter, M., Richardson L. (2021). The Trichan takedown: Lessons in the
governance and regulation of child sexual abuse material. Policy & Internet,
13(3), 385-399.

https://onlinelibrary.wiley.com/doi/epdf/10.1002/p0i3.256

- Salter, M., & Wong, T. (2021). The impact of covid-19 on the risk of online child
sexual exploitation and the implications for child protection and policing.
University of New South Wales.

- Stein, R.A, O., Ometa, S.P. Shetty, A. Katz, M.I. Popitiu, R. Brotherton. (2021).
Conspiracy theories in the era of COVID-19: A tale of two pandemics
International. Journal of Clinical Practice, 75(2).
https://pubmed.ncbi.nim.nih.gov/33480171/

- United Nations. (2002). Optional protocol to the convention on the rights of the
child on the sale of children, child prostitution and child pornography.

- Wang, S. (2017). The cloud, online piracy and global copyright governance.
International Journalof Cultural Studies, 20(3), 1-17.

https://www.researchgate.net/publication/292944305_The_cloud_online_piracy_and_global_copyrig
ht_governance

- Westlake, B. G. (2018). Delineating victims from perpetrators: Prosecuting self-
produced child pornography in youth criminal justice systems. International
Journal of Cyber Criminology, 12(1), 255-288.
https://scholarworks.sjsu.edu/justice_pub/18/

- Westlake, B.G. (2019). The past, present, and future of online child sexual
exploitation: Summarizing the evolution of production, distribution, and detection.
San Jose State University, San Jose, CA, USA.

e DLl oty 5 /b = 5 oy Sl & w0875 087 51w T oo Lzl b alblie




