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underwater wireless sensor networks (UWSNs) include limited power

communication model that is resistant to secure routing attacks in
underwater sensor networks. For this purpose, two models were considered
for communication links between each pair of nodes. Scenario 1 is a basic
distance-based model. In the second scenario, a probabilistic channel gain
model was used between each pair of nodes. The simulation results include
four steps: 1)secure neighbor discovery under wormhole attacks in
underwater sensor networks, 2) initial path discovery process that selects
the next reliable forwarding node to the sink node, 3) attack detection
process while distributing data based on state information Nodes to detect
Sybil attack (Sybil) and 4) safe path discovery is an alternative to detect

malicious nodes, showed that the proposed scheme achieved a better
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Highlights

e Limitation of processing and communication capabilities in underwater Internet of Things.

e Simulation of guide signal transmission and neighbor table formation in two communication models.
e  The proposed method demonstrated the highest network throughput compared to the basic method.
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