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Abstract:

The development of smart devices in many aspects of our daily lives is accompanied by the increasing use of
appropriate mechanisms to counter them against various attacks and applications in the Internet of Things
environment. In this context, it is emerging as one of the most successful and suitable techniques for use in
various aspects of 10T security. The aim of this is to systematically review and analyze research studies on
research eyes conducted in different Internet of Things security scenarios. The reviewed researches are
classified according to different perspectives in a coherent and structured classification to identify the gap in
this research area. This research has been published on articles related to the keywords "concept learning",
"security” and "Internet of Things" in the four main databases IEEEXplore, ScienceDirect, SpringerLink, and
ACM Digital Library. In the end, 90 articles have been selected and reviewed. These studies are conducted
according to three main research questions, i.e. the security aspects involved, the network architectures used,
and the datasets used in 10T security. The final discussion explores the research gaps and acknowledges the
outstanding flaws and vulnerabilities in the 10T security scenario.
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1 Internet of Things (IoT)

2 |oT-specific Mirai malware

3 Deep Learning (DL)

4 Multilayer perceptron

5> Deep Neural Network (DNN)

6 Distributed Denial-Of-Service (DDoS)
" Cloud

8 Botnets

9 Paradigm

10 Near-Field Communication (NFC)

11 Routing Protocol for Low-Power and Lossy Networks (RPL)
12 Denial of Service attack (DoS)
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13 Media Access Control (MAC)

14 Radio Frequency Identification (RFID)
15 Man-In-The-Middle attack (MITM)

16 Global Positioning System (GPS)

17 Bias

18 Convolutional Neural Networks (CNN)
19 Recurrent Neural Networks (RNN)

20 Auto Deep Encoder (ADE)

21 Restricted Boltzmann Machine (RBM)
22 Deep Belief Network (DBN)

23 Generative Adversarial Network (GAN)
24 Ensemble Deep Learning Network (EDLN)
25 Q-learning (QL)

26 Deep Neural Networks (DNN)

27 Undersampling

28 vanishing gradient

29 exploding gradient

30 AutoEncoder (AE)

81 Zero-day vulnerability exploit

32 Deep Reinforcement Learning (DRL)

33 Deep Q-Network (DQN)

34 Backpropagation

35 Steganography

36 Industrial Internet of Things (lloT)

37 Benign Network Traffic

38 Operation Code (Opcode)

39 Radio Frequency Fingerprint (RFF)

40 Long Short-Term Memory (LSTM)

41 Orthogonal Frequency-Division Multiplexing (OFDM)
42 Quality Of Service (QoS)

43 Multi-CNN Fusion

44 Phishing attacks

45 Bidirectional Long Short-Term Memory (BiLSTM)
46 Gated Recurrent Units (GRU)

47 Web Attack

48 Internet of Everything (IoE)

49 Data Poisoning Attacks

50 Electroencephalography (EEG)

51 Crowdsensing

52 Software-Defined Networking (SDN)

53 Sequential Model-Based Optimization (SMBO)
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