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Abstract

Wireless sensor networks, due to the characteristics of sensors such as wireless communication channels, the lack of infrastructure
and targeted threats, are very vulnerable to the various attacks. Routing attacks on the networks, where a malicious node from
sending data to the base station is perceived. In this article, a method that can be used to transfer the data securely to prevent
attacks is suggested. The selection based on optimal path by routing using genetic algorithm uses. The proposed optimal paths to
transmit data perceived to have chosen and ensures reliable data transmission.
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1. Introduction

A wireless sensor network (WSN) consists of
sensor nodes that may be scattered in a vast area.
Tiny sensor nodes with limited computation and
communication capabilities are fed by the battery.
These tiny sensor nodes are capable to different types
of attacks. For a large-scale wireless sensor network,
monitoring and protection from physical attacks are
not practical for each individual sensor. Attacks in
wireless sensor networks can be classified on the
physical layer, communication (media access control
or interface), network, transport and application layer.
The attacks can also be divided into two categories:
internal and external. An external attacker does not
have access to most encryption components in a
sensor network, while an internal attacker may have
access to some of the key components and is trusted
by some of the other nodes. It is very difficult to
identify and deal with internal attacks [1].

Wireless  sensor  networks  for  sensing
environmental events and transmit information to the
base station is used for processing. Thus, routing in
sensor networks is an important operation. The best

way of security to detect routing attacks in these
networks is routing [2].

Classical intrusion detection mechanism in sensor
networks due to scarcity battery and processing
resources are limited enforcement capabilities.
Therefore, an effective scheme to detect malicious
attacks, a powerful and effective approach is needed.
Sensors, energy, bandwidth, storage and processing
capability are limited. They used widely station
security, target identification, exploration, medical
applications, etc. Measures are necessary to detect an
attack aim at destabilizing the network is to be
implemented. Thus, the need for secure
communications to prevent data interception,
analysis, and modification by an intruder there is
vital. Intrusion detection systems, security breaches
patterns in a system with monitoring and trend
analysis detects activity.

Genetic algorithm is similar to the immune
system. The abnormalities are determined and are
removed by measuring deviations from normal
processes and by using a distributed IDS system with
the recognized and adapted relationship. This
algorithm is inspired by some of the natural
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mechanisms that include: production, mutation,
selection and composition. Selected solutions for
optimization problems, role play element and
function costs of these components and people decide
which solutions are remained. Evolution of
population with applying the above mentioned cases
continues to reach a good solution (not the best) [3].
In this research genetic algorithms for wireless sensor
network intrusion detection used. So survey previous
algorithms, this algorithm comes to the conclusion
that the genetic algorithm for intrusion detection is
the best solution. In the rest of the paper, Section 2 is
background. Section 3 proposes the algorithm,and
Section 4 shows the results. Finally, Section 5
concludes the paper.

2. Background

Genetic algorithm, proposed by Charles Darwin
in 1858, is a random search techniques mimicry
natural evolution. Successful combination of genetic
algorithm is applied to a whole range of problems.
They are useful especially in applications design and
optimization of the number the variables are too
complicated algorithms or procedures [13].

The genetic algorithm is based on the principle of
natural selection, in which each possible solution as a
binary string (chromosome) and measure relevant are
displayed graceful, steady solutions as part of an
evolutionary process in which one individual solution
are selected from the other set increases for the next
generation is made. Individuals with high fitness as
likely to choose the strategy of the parent population
are selected with the assumption that they have a
better solution in the next generation (subsequent run)
are produced. Fitness solutions with much weaker
normally be set aside. There are also a small chance
of some weaker solutions may remain in the selection
process as is possible genes involved in this process
may be mainly composed of the intersection, will be
useful. Mathematically, the probability of selecting a
potential solution is proposed:

P F
S

1)

Where P; is the probability that a particular
solution is selected for the parent population. Fi
represents the fitness function and N is the total
number of potential solutions in a crowd. Genetic
algorithm has proven to cases in which the search
space is large, complex and not well understood and
there is almost no domain knowledge can be useful.
They can arbitrary large number of variables,
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constraints and objectives to manage multiple
[13][24].

Optimized sensor networks [6], using genetic
algorithm each sensor node is assigned a function.
These functions are described as: 1- disable node
(off), 2- cluster head (CH), 3- router between cluster
(ICR) and 4 - sensor node (NS). Each cluster is
managed by the cluster heads and cluster members by
the sensor nodes and ICR are shown. Cluster head
can perform combining data from different sensor
nodes. While the router (ICR) between clusters,
cluster data to the base station directs. Sensor
networks, a multi-objective genetic algorithm
(MOGA) is defined by the competitive fitness
functions, genetic algorithm  to optimize the
assignment of critical mass battery, choosing the
optimal path, optimal positioning using a proper
security features are implemented.

3. The proposed algorithm

In the proposed model, the base station as a
trusted component that is intended to send a secure
relationship between different types of nodes leads to
secure data. Nearest nodes to the base station make
sure the highest regard to base station. Nodes further
away from the security hierarchy, which is the
beginning of a base station, which is a predetermined
routing decisions during start up and during
reconfiguration have been created, is apparent. The
security architecture can be sent of the constituent
elements of the relationship between different types
of nodes related reasons run the command / message
data, etc. Any authentication is done via a base station
components and the hierarchical routing. After
detection, the re-node clustering adverse event is
triggered when the node is open to doing different
objectives to create an energy-efficient sensor
networks: 1) re-join the cluster, 2) re-dynamic routing
and 3) re-assigned security features sensor.

Genetic  algorithm-based  approach  IDS,
including LMN Prksy range that will monitor and
communicate is again any deviations from standard
specifications established during initialization or
configuration. LMN optimal number and positioning
of monitoring with minimum overhead cover
provides maximum power. Productivity can be
achieved by avoiding the assignment of monitoring
nodes to monitor the track, cluster or Routers that are
below the threshold increased confidence. Confidence
threshold is created by monitoring traffic monitoring
and feedback nodes as a function of the size of
propriety. LMN function only can be used by cluster
head and or routers in the cluster considered. From a
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security standpoint, each node can be used as a
standard node or a node monitor using a chromosome
screen revealed. Chromosome genetic algorithm
includes all the building blocks of a solution of the
problem at hand, is located that is suitable for genetic
operators and fitness function. Also it is called
'strands’. Each CH or ICR is shown binary digits
called a gene. A Bit of gene allele defines the
attributes of a node is called a: 0: No special
treatment of node (NOP), 1: local monitoring node: is
defined, monitoring the base station. Each string is set
of functional characteristics as explained above, of
each CH or ICR. Fitness function called 'measures
trusts' for each field to be examined. Greater
proportion is of delegates representing optimal
performance due to suspicious activity, desired
coverage and battery power remaining in the system
are evaluated [12].

3.1. Local monitoring node (LMN)

Local monitoring node to the base station is a
trusted proxy agent. Base station offers LMN to act as
a CH or ICR. In the case of CH, could be any one of
its members as the choice of nodes to use for the
purpose of monitoring, which can node to increase
cluster heads are selected from the search scope.
After selecting the cluster head as LMN, the base
station receives the signal strength information (RSS)
is a member of the nodes to be able to listen to
supervised cluster (Suspicious). This information are
used CH to select one of its members as a
representative to monitor the cluster through or under
the ICR. LMN chromosome sequence in Fig. 1 is
shown with 10001, in which LMN function has been
assigned the nodes. 1(CH-1) and 6(ICR).Base station
is sent specific patterns through loop-bake recipe
LMN (CH-1) using route 4 -5 —>1—>P —> B
Reply to message be returned route B —2 — 6 — 5
— 4. The proxy chosen by p CH-1 (LMN) 5 blocks to
monitor cluster nodes 2 (oval spot by dot) [12].

Due to the broadcast nature of communication
sensor node, the target node LMN are assessing
continue to monitor the items that are said to be. (a)
receives signal strength, (b) transition, (c) fraudulent
transfer nodes that are not neighbors, (d) delay the
response or lack of response to the test patterns, and
(e) waste packages or changes. For example, in Fig.
1, the proxy LMN (P) can be monitored (listen), the
data are addressed from node B to node 2 or
elsewhere. In addition, the base station makes use as
an agent back for the transfer of specific patterns
through the path of trust and receive patterned using a
pre-established route.
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Fig.1. Local control mode to CH-1 (node 1) and ICR6 (node 6) 2
has been assigned to cover the suspected cluster. Both LMN, the

cluster offers 2 full coverage.

Here are the steps on each node is considered a
model extracted from the data and then unique sensor
ID in the general level (GUID) and using key Contact
nodes (INCK) hash and it adds to packet delay. Hash
data as a pre-established pattern, the next step in the
path is used [5]. Packet delay in specific patterns by
the LMN monitor will revert to the base station. This
process is repeated through all the steps to the base
station, the data are used to identify malicious nodes
or setting out its authenticity (IR). LMN in the
vicinity, who are all neighboring nodes to monitor,
the whole WSN base station for monitoring
anomalies. Base station uses LMN warnings with
traffic data analysis and ranking clusters based on the
integration path deviation from the standard
specification. These structures are identified of
Clustering behavior or pathways in terms of statistical
metrics and models of observed activity. Statistical
models used by the base station may be an
operational model, the mean and standard deviation
of models, multivariate models, Markov process
models, time series models, and etc. [10][11].

3.2. Fitness function

Optimality criteria fitness function to monitor the
position of the nodes (for example, LMN) is a sensor
network and the identification of clusters or routers
misplaced. The fitness function fit with other criteria
relevance such as batteries fit, the load balancing is
competing [4] [5]. As a dynamic process that occurs
over the lifetime of the system. Different elements of
fitness function are as follows:
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3-2-1 Fitness function properly monitored nodes
(MIF)

This component of the fitness function is to
oversee the allocation of cluster or a path that is
suspected of being compromised. Base station to
check each unique path through the cluster and may
be based on the messages that it supervises, and
10,000 scale them based on a set of rules to rank. This
value is called the right place and a low value
indicates a high influence is suspected.

— Zgh:l IRCH' kCH Z%r:l IRicr- Kicr

MIF (2)
Icvhzl Kch Z%r:l Kicr
K, =1,if x =LMN; X € (ch,icr) (3)
R_IRT
IRigr = == (4)

Here IRy, and IR;, sequence CH and ICR are
correct rank order. R is the number of paths, and IR";
the right way rank r routh, which consists of ICR as a
routing path. IR base station is evaluated with an
assessment of past traffic patterns, to estimate the
location of the current LMN recorded using
correlation, analysis of covariance (Eg. (5)) between
data packets x and y, in violation of the parameters of
quality of service (QoS)(e.g., delay guarantee,
improper formation package) and reporting of
adverse power conditions with respect to the base
station based on the expected traffic load [12]. An
essential aspect of the history is used for the selected
amount of time. A short history may be inadequate to
observe the process, while longer history can affect
trends based on the distant past. For traffic patterns,
exponential smoothing model (Eq. (6)) to predict the
characteristics of the packet arrival process and the
distribution of counts (IDC) (equation (7)) to check
for tandem use a particular route.

B cov(x,y) _
T =adt—1)+1—a)Z(t—1) (6)
IDC = var(z Ak)/E(z 1) (7)
k=0 k=0

Where L (t) is the actual number of packet
arrivals in the interval t, . A (t) is the estimated
number of packet arrivals in the interval t, and
Ay is of the packet arrival intervals Ty and Tyy;. It is
a measure of the fluctuation rate received over a
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given distance. The correct size based on feedback
from current LMN or if the node is involved in more
suspicious routes, decrease finds [12].

3-2-2 Fitness function node battery status (MBF)

Whenever a sensor node to the cluster head or a
cluster with routers communicate between clusters, a
penalty to be paid for using batteries. During battery
operation, and other relevant functions are used
observation. Each node to the base station battery
status (Q), and use of batteries periodically
(synchronization node) or the quantum limit (or
threshold) passes, warns. These thresholds can be
used for sentences using this node to monitor
operations consume more battery power. The penalty
for the node with a low battery capacity and residual
capacity depends on the type of node. Fit the battery
condition is expressed as follows:

BC; = f(Q.U) (8

Where Q is the remaining battery capacity, BC;
predicted battery capacity of node i (CH or ICR)
between 0 and 1. Battery usage rate (U) depends on
the individual load on each node and can be estimated
by observing traffic patterns and data synchronization
nodes. According to the evaluation of genetic
algorithm, LMN is changed dynamically position
themselves to maximize the efficiency of energy
distribution so that the sensor network is uniformly
used [12].

3.2.3. Monitoring node coverage value Fitness
(MCF)

Monitoring node coverage value LMN, that can
cover the maximum number of nodes with a rank just
below their quest to find the attacker. Table base
station for each cluster in the right place and route
(base station) holds. The end result is to maximize the
proportion of coverage desired coverage suspected
malicious as well as non-suspicious nodes. However,
to maximize coverage for malicious node tries
nondestructive nodes if convergence is possible, but
the rewards are included to cover more malicious
nodes.

1 (ﬁl.zm +ﬁz.2§-4w,-)

MCF
2\ F.N F,.M

(9)

B+ B=1; (10)
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Where ; total operating LMN that the node is
malicious i monitor that is less than the threshold
level is correct, y; number of factors LMN that the
node non-destructive j monitors above the threshold
level and F1 , F2 respectively redundancy of
coverage for each node is malicious and non-
malicious. Redundancy can cover up the base station
to check the sensor positioning using multiple
techniques to help. Coverage decisions based on the
information RSS available at the base station in the
initialize or re-clustering phase is placed last. During
each of these stages neighbors CH data RSS from the
base station transmits its members [12].

3.2.4. Proportion of cumulative trust Fitness (CTF)

Fitness associated with local monitoring node is
local in a fit of cumulative trust (CTF) is specified.

CTF = a,MIF + a,MBF + as;MCF (11)

Where oy + a, + a3 = 1, MIF fitness function
properly monitor node, MBF fitness function node
battery status, MCF monitoring coverage of the node,
weight each component depends of on the
implementation and the relative importance. These
values can be used to adapt foreign exploration [12].

4. Results and Discussion

Classical intrusion detection mechanism in
sensor networks due to scarce battery and processing
resources are limited enforcement capabilities.
Therefore, an effective scheme to detect malicious
attacks, a powerful and effective approach is needed.
Sensors have limited energy, bandwidth, storage and
processing capabilities. Measures are necessary to
detect an attack aimed at destabilizing the network is
to be implemented. When all nodes are placed in
listen mode, genetic algorithm with crossover 60%
and initial mutation 6% runs. Using Matlab software
for monitoring the status of node and security features
have been implemented. The fit parameters is
calculated (section 2.3), depending on traffic patterns,
the integrity of packages downloaded using the
battery, and monitoring coverage. These data fit the
parameters of the genetic algorithm estimates. While
objective genetic algorithm tends to converge to the
equilibrium system, the end result lives up to
networks for optimal coverage. Furthermore,
malicious nodes introduce with similar characteristics
but transmission limitation and some different attack
messages.

For the detection and recognition of malicious
nodes based on varying number of malicious nodes
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focus. In Fig. 2, the proportion of malicious nodes,
the nodes non-destructive between 0.05 and 0.25. The
results obtained are compared with respect to
detection LMNSs. At the same time destroying all
nodes are placed in random positions. Recognition
continues until all malicious nodes are detected. Fig.
2, the average detection time increases with the
proportion of malicious nodes in the show. LMNSs at
the time of detection averaged 50-60% decrease.
Detection time, additional improvement with a large
number of malicious nodes shows, because even if
the packet traffic monitoring nodes increase the
efficiency of the detection process and the
characteristics of the feedback process is simple.
Even if LMN extra energy to detect the profile to use,
faster detection of malicious nodes also means for the
rest of the nodes are longer battery life. To optimize
battery performance due to LMN, monitoring
frequency based on the neighboring nodes monitor a
variety of characteristics, that are adapting.
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Fig.2. Average time to identify all nodes compromised as a
function of the number of malicious nodes.

Fig.3 shows positive detection rate as a function of
the number of malicious nodes. Positive rate due to
misdetection as a legitimate node happens to be a
bothersome. This can disrupt the integrity of the
system and the efficiency of routing and clustering
algorithms to reduce, because observation and
analysis of data can be compromised malicious node
undesirable clustering and decision optimization will
trigger [6][7]. Rather than run as long as malicious
nodes are detected, the detection of stationary state to
be kept. LMN positive rates is compared range from
2.5 to 5 percent by 9-15% classic mode (no LMN).
Similarly, detection faster, reliability, increased
energy costs and improve the network lifetime in the
presence of compromised nodes increases. Improved
the detection of false triggers as a result of incorrect
data analysis due to nodes that are indistinguishable
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from the base station does not have any knowledge of
it lessens, reduces.
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Fig.3. The positive rate of detection as a function of the relative
number of malicious nodes.

To provide Quality of Service (including power
consumption, bandwidth, etc.) sensor networks secure
routing protocol multiple are provided. Design an
efficient routing protocol, quality of service is one of
the most important challenges in this type of
networks. Routing protocols can be classified
according to type: based-query, based-discussion,
based-Quality of Service. Sensor network attack is an
attacker, according to different purposes, energy in
the sensor nodes are reduced and whereas that energy
consumption impact on during network lifetime,
network lifetime is reduced. A secure routing without
regard to the amount of stored energy should not be
used repeatedly to transmit packets of energy for all
the nodes on a path to be a cavity in the network's
connections creates. So energy is considered as a
major challenge in ensuring quality of service in
wireless sensor networks. Hence many protocols have
tried to improve the reducing power consumption.
The algorithm proposed in this paper is based QOS
using genetic algorithm. As Kim and Cho [16] have
provided based on a genetic algorithm, a method of
producing a reliable way to transfer data to address
areas that have been hit, have provided. In this paper
an optimal route said based on genetic algorithms for
secure transmission of data to the base station.
Proposed fed, the base station selects the best route in
terms of energy consumption. Which energy
consumption is an improvement over successive
generations, and the optimal way to avoid attacks on
the network provides. So can taking a balanced
energy depletion of the sensor nodes and the whole
network, to guarantee the secure transmission of data.
In addition, the genetic algorithm to find an efficient
way, taking the attack, and the energy consumption
needed for data transmission uses. The Al-Ghazal et
al [17] and Guo et al. [18] have shown that genetic
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algorithm to solve the problem of finding an optimal
path for WSN works well. This algorithm on a group
of optimal or suboptimal solutions during the search
and the search of optimal path will result in a short
time.

Fig.4 shows Genetic Algorithm and protocols
THVR for network lifetime. THVR [8] is a protocol
for packet forwarding rate, which has been
recognized as a quality suitable for delivery
retardation closed. However, the two-step protocol
for routing information from neighboring uses. The
main goal of this protocol is to reduce the DMR
package. The wireless sensor networks are used
straightaway. This protocol is a geographic routing,
and each node is aware situation and your destination
via GPS [9]. Data are exchanged among neighbors,
neighbors is notified two-step and two-step and one-
step. It used to work with two message transmission
HELLO done. First, each node's data, such as ID,
location, remaining energy and etc., to its neighbors
will notice the next HELLO message each node with
a neighbor, the neighbor sends its single step. Mobile
networks have HELLO packets are sent periodically
to the neighbors aware and able maintain to two-step
data [8]. Genetic algorithm as discussed in the
research for data transmission THVR protocol uses a
two-step  neighborhood information. However,
genetic algorithm has less overhead THVR protocol.
Overhead  for  collection and  information
dissemination network is dominant, the number of
packets sent or received at different nodes to the base
station is done in steps. For a node in the attack,
packets sent in this area is doubled packets received,
this means that most of the malicious nodes in the
region have been attacked. And nodes outside the
area to get rid of duration at around the base station
send packets to the neighbor. The number of packets
sent to neighbor nodes is more; less network
information flow is restricted by an intruder
identification. This can be done was abandoned
routes. So there is a tradeoff between the overhead
communication and accurately identify an intruder. In
Fig. 4, the simulation has been tested for more than
100 nodes, show that the lifetime of sensor network
with a genetic algorithm in comparison THVR
protocol has been increased. Sensor network which
has been attacked by malicious nodes, network nodes
to send data to the base station than normal when the
network is going to use more energy. Designed with
genetic algorithm show that the nodes consume less
energy than THVR, and therefore increases the
network lifetime.
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Fig.4.Comparison of lifetime of sensor networks using genetic
algorithms with algorithms THVR.

To demonstrate the energy efficiency are used of
a simple bit of arithmetic techniques. Fig. 5, Example
of a linked list of bits in the message indicates.

Node 11D:0110 Node 2 1D:0001
O
[ Jour (100 [ check WO [ [1100 [ [check |

Fig.5. List of the bit attached to the message routing

Message routing is a 4-bit list, that are used to
find the next node ID and control bits. Message
Routing is the number of nodes on the path. First and
last indexes of binding list in the first instance of
message is control bit and NULL respectively. If
NULL is in the first bit of the message, it is sent from
the base station. When a node receives a routing
message to the first instance is calculated by the XOR
operation, first path bits in the list submitted to the
next node determines its own. The attached list is
updated in the message. If the node is a shift in the
next position in the list is NULL. For example, if n is
a node in the path, then the list is n+2. Node i
receives the first message with the XOR operation
with i +1 is calculated from the list of values. As
shown in Fig. 5. ldentity ID Node 1 and 2 are
respectively 0110 and 0001. Node 1, the first node in
the message path, routing can be transmitted to the
next node ID using the index to find the NULL
entries. 0001 via the XOR operation between 0110
and the second factor 0111 caused. Node information
may be sent to the destination node using the XOR
operation. According to data bits received by the
destination node receives the routing message will be
delivered in the reverse operation [15].

While reducing the power consumption of
wireless sensor networks is one of the basic needs,
supporting real-time communication network design
seems more than ever. In fact, due to communication

ISSN: 2251-9246

and interaction with the physical environment in real-
time communication is essential in these networks,
while  significant  challenges  for  real-time
communication in wireless sensor networks, mainly
due to restrictions that must be met simultaneously or
according to the different applications of these
restrictions will be removed at an acceptable level.
For example, in many applications aimed at
increasing the network lifetime and data delivery
sensed from the environment, are subject to certain
time limit. But in many applications regardless of
network lifetime and power consumption of nodes is
the main objective sense timely delivery of data. In
the first application of power reduction and the
challenges ahead in the wuse of real-time
communication support. Given the above issues
requires a mechanism which can satisfy the different
needs of the different applications may be felt in
wireless sensor networks.

5. Conclusion

In this study, the genetic algorithm approach is
used in order to enhance detection schemes of
intrusion used in wireless sensor networks.
Performance monitoring will devote plan to assess the
suitability of the sensor nodes based on integrity,
remaining battery power, and assigns coverage.
Decentralized regulate the scheme because local
monitoring node in the distribution network is
optimized driving profile data is fed to the base
station. The profiles of the input / output depending
on the traffic pattern, delay profiles, and RSSI based
position  estimation are neighboring  nodes.
Information collected are processed at the base station
along with other specific data using synchronization
nodes messages and correlation analysis of the data
collected. This approach can rapidly detect
compromised nodes increases to 50 percent.
Additionally, it complements the security mechanism
[7] is a security feature based on a detailed analysis of
the threats received as measured by the base station
can be optimized. To offset the overhead monitor, an
adaptive sampling depends on a variety of measures
to implement a profile has been established. One
limitation is that if we increase the number of nodes,
the convergence time of genetic algorithm increases
exponentially. Future work includes improving the
scalability of the algorithm as we increase the number
of nodes.
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