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Abstract

Telecommunication networks are certainly one of the cornerstones of the modern information society
and one of the main drivers of the economy and provide a basis on which many daily activities can
rely. Also, new technologies such as the Internet of Things, artificial intelligence, self-driving cars,
5G, etc. will not reach their full potential unless an infrastructure communication network meets their
needs. Security is critical to their infrastructure and services. On the other hand, the development of
guantum computing technology in recent years and the construction of quantum computers with very
high processing power and solving very complex problems faster than current computers has made
cybersecurity, computer security and communication devices a vital and important issue for
governments. However, with the advancement of quantum technology, these threats can be prevented
by using quantum methods to distribute keys, so quantum cryptography is considered as an alternative
to classical methods against quantum computers and cyberattacks. Quantum key distribution is the
most popular sub-branch of quantum cryptography, and commercial examples are now available in the
market. However, the implementation of quantum key distribution networks in fiber optics, which is
discussed in this paper, is one of the solutions that provide unconditional security through quantum
cryptography to establish secure communication. The distinguishing point of this article is to provide
an overview of the latest research in the field of implementation of quantum key distribution networks
in fiber optics. In addition, the quantum key distribution networks implemented in the world are
reviewed and compared and the approach of different countries in this field is studied.
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Table (1): List of decoy-state QKD protocol experiments and their performance
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Table (2): List of MDI-QKD protocol experiments and their performance [33]
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Table (3): List of Twin field QKD protocol experiments and their performance [33]
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Figure (1): System architecture for a point-to-point QKD link [63]
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Figure (2): Quantum Back Bone nodes and link [66]
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Figure (3): The view of quantum key distribution experiment with dense wavelength-division multiplexing [74]
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Figure (4): Network diagram to show the connection of Park Adstral and Cambridge university nodes using quantum cryptographic
algorithms [78]
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Figure (5): Principal scheme of SDN-controlled SCW QC system [102]
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Figure (6): Principal scheme of OpenFlow-managed QC network node [102]
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Table (4): A comparison of the quantum key distribution networks implemented in the world
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