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Robust Digital Image Watermarking Method Using Graph-Based
Transform (GBT) and Genetic Algorithm (GA)
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Iran
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Abstract: Numerous methods have been introduced for digital images watermarking as well as rubosting them.
In this method, with using Graph-based transform and extracts the best graph structure with genetic algorithm
so that watermarking can be performed with maximum robustness. One of the common methods in
watermarking robustness is the use of discrete cosine transform (DCT). In this study, we have shown that the
proposed method is much more powerful than DCT. The proposed method is tested on five different color
images such as Lena, Barbara, Boat, Baboon, Peppers. Watermark image (logo) is a random binary image with
size 16 x 16 and 8 x 8 pixels. This simulation results show that the proposed method is more robust to similar
methods such as discrete cosine transforms. Proposing Watermarking has been evaluated using Bit Error Rate
(BER), Structural Similarity Index Measuring (SSIM) and Peak signal-to-noise ratio (PSNR) criteria and
different strength Gaussian noise attacks, JPEG compression, median filter, bluring, rescaling, rotate and
cropping attacks.

Index Terms: Watermarking, digital image watermarking, robust watermark, graph-based transform (GBT),
Genetic Algorithm, ownership protection.

naghsh.a@pel.iaun.ac.ir .| 5l bz o oDl of5T olKisls oblcans axly o5 cwiige s0Siils = bobiwl (25 Lo e 1 ghanno 0Ucums g3

'Y



VYA o oS5 piy08) 9 59908 Jhas SaS 4y Jluzmd polai polis o )55 ol

Oy (G0 pez g (5 S Aol iy (iSu )0 Culed ;e gl o Aoy

Dy s

L yo slalllan Y
M 4 ) ol o DA 5505w Joaz 5l eslinal L [o] Wi
2995 5 Sar FGRIRS S eslitul b g 09d oo pandl Ceond
o G2 ARl 5l eoliil (gl aslsl o el sadgilulz Gljee
R R IS SIS AR LI STE R URW A
o pln )3 B9y (09 polie 5 oadosliinl 55 danS (wginS
el odbdmle duoyo AT oy

Sal> po3 S ypoty 5509w Joor @l See slp [Pl alis o
ol y do 0 A & o dles ply 0 Caaglan 5wl 0nls Jlasl
U

33 500 ol (S5lne Cuond oz 0 IS Sl pgeat [V] allie o
Slosliiul b eglite i 5 b Ol ngal piid Cun g i Con
Ao, 00 B oads 6 Kl el (hgy cpl jo . Cawl au8 51 sXOR
el polie i abex ply 5

Szge Jood 5l eslital b 558 S0k by, S Al allae o
Sl a6 4 IS Gl pgeal (g (nl 5o el el s
ol WS Sge Jood aloye a Jlosl Sl G g 098 oe Jros
> o Cages (FeeBS pgal ) i sl S alewgr (5 0k slace
e e aelsl s 955 e Gilulr anS Sarge o
sl 0 oy e SSlee kit g B el 35 JPEG (g5l 23
olael Sgo oo 5l oolial b e pslas 6,50k [4] allie o
ey orl 5o el oadpll winnS pwginS” haS g e
295l aalol )3 50084t S oo slael 9o b (e poad
LT VPRI LI SPOWIUK SN VSOV S TRV T VY LWL Y PR OO
oS oo aalol jo 9 398 o0 (ilulr HIS Gl pgad al> e
00548 )5 yugSan grino sliel Sarge 1ol s § (o55n0 danS
2l 50 pgal Ceglie ol sdnliasd oo K0l pgal g
7259 PS5 g el iilsS (el L8 (25 o SDles
Sl yeome SIS has [V o] alie jo ol ooty poy p Jald 5 S
Alie cygl s 45 ol 428,518 ) 1395590 W0l Siro LialS
oS R & Sl jeme SIS has g e Jl S
] S

oolitul Ggo (45,5 05,28 sl ez SIS Las 5 [V ] allie o
S 7o SIS Loy 035 Sk allis (nl bl 5 Cosl ons
Ege Sk D90 (13,5 09,88 )3 e cwgienS hoS @
5 sy Silwospid 5o e SIS s 5l DVY] dlis o e
Jad G, bl anglae 5l G a5 sudoslanul QT Gos uals
Oyl ol pateine jezme SIS Jad (09 Aty e (pwgienS
oS5 ol Sz pglas ) S0ks by, S DY o Ken
dl)) Jizl egran oras (4L 5 (S5 )05 Srse JioS
g ol 4525 Sage Jod b (ol ngai lanl (g cnl ) ailesls

VY

doddo —)

iS5 g oolwlgun Sl dadiles g Jlosws slaosls adgs b oS L
Ay ooyl el a8l 0 5lS 58 lails, lalgiore Seild e
Gaoe 5GPl el 5 olblsl (5leSS 93803,
ol Bassady SIS el wSn jo laile jus OYgame
L g OV¥game 5,0 9> Gilo e slacdled 5l oY gaxo
Li gl alobsy 4 3l Eso0 ol el ou il saze g4 ye
i |y e g Glag s b g o oS blas o Jlous slaosls
Jie ST o¥gamme glp Mo iz il oo zrke i )
SYgaze In) womy oo i ol 0l G pgai b g See sla)ly
adol OYgame 3l (6,5 05ml culS j}]b] Gowd 5, b (oS
Y game cpl daze (5)low (sas o milo (69905 U goo90 (pl g 03 jls
[\]05“:‘50 &9 bl.u‘ B

&S 097 M 357y (Sdgste (i Jlums S¥same 3550 5
5w| J.i.wc)l.».mu LQ)L{ “_;ysaam U")‘ oolaiwl Ja;‘).wj G‘Sy
Ngama b g jlomand slaeS cudsl sly ommille gt Sae
S52g0 (s g, 3l eolaiwl b Llue iz 005 9525 00l (6,
S i o BB (650, lagig, Jie Wools ol (sl
sllizle g0 (bl Gz Jo Glp 29290 slad> o,
Sz Jloous OY¥gamme ;0 09z g0 ol 5,0 O wgmxe s
el tels oz 4wl Jgame Sl 550,00 Sledlbl (6,100
ol il Jlumms lagsl ogd o a5 Jlizms slagSl
32 550 sy il Jyama Lzl 05 L 5 o5 5> (e S
&Bﬂ‘uwwwdomﬁbwbymsmkjﬁm
‘;.,al Jlasws Glgze jo Sledlbl (g S %I3) Q‘?~| 3 Sl
500 b3l Tsame Sledlbl cpl il oY o5 2 b 09 o (5 5lul>
g pseiie Bl oSl

s sl 6 Sicked s & s, Siles ool slagtlls 5 S
OSas 255 S5y » Dlyeeis (F i Josl & |z el )T (g3lupsli
L CURRNEE SV SR PPN WS Wi Sleds| OBy )‘ celb el
sl oad oolitul (g) b gy crl 59 (o 5l olal Skl oS
L] D] sl o y65 5 oMol 50 (oYL Conglio 51 (6 K50 ks
4 (DCT) aenS crgivnS Jsoud 51 arindS Sladllas 51 g5l 5o
O dlie ol jo Ll oad solaiul (6 Kl (o5lwpslie jslaie
Wl Hemadl,S howd 9 Sy w0 )sNl p (e iz (SBg) )l
WS g o b daslile )0 (g (pl a5 oo (jLi g oS
candy 6,00 4 (6 i Caglie ol o8

Tl 00l i )y O ygo 4 Alie (gaalol

Dol s (8 3ehS g9ge b Lad o Dlalllas | (S pe i o
Pz G ) el 00l iS5 jemme SIS fa pee A5 0
@S Sl @ e B 9 5 99dee 00ld g0 oliin By,



day 90 @ (53, p 1y Heme SIS Lol e5Y g, onl jlaiies (gamgd
B b g mela 1) (90959 ygai ST, cnl 6l ol Jlos!
Jlesl I (555 3 a8 0,5 5ha5 50 (0) abaly b Jolao |y 920 8IS
Spgo a ]y ams 93 50 jme SIS Lo wailsi s ((8) sl 4 250

S 1l
Ci=GBT (I) )
Cop=GBT (CTl) )

P985 Sy 2 y9mee SIS has b o sam esledl s CTy oS
S92 9o BLS o Tl (7) sl 51 esliinl b sl (59
(V) gkl SaS a4y g 0oy Jlosl pgai oo ilo sl ylans 5l plaS” 10
il @ gdioe Jlesl s ey (555 e SIS oS

B30 ol Ceoms 93 58 3 52

o9y wbls -F
el sk JB 5 (SU g5l oleiiny ok B sk &
ails w0gd iluler oliee Jluzms paal o Sledbl oS Jloj s
Sledbl (g Wb oeores 5 Wik svalie LB ol gix b
345 Lol slaoily .85 s 4y pgas 3 Toazme 1) ol (5,500

Pl 2 T A NS oo 8 oolitul 590 (s3leiiny B3,

iobee pgai®

Gl 31 38 (g S0 pguad) Sledlbl sl 1,8 a5 sl (5 50903
el (55 s g9 5] pgal S i Gl o a5 09

1S e 5lge

a5 098 (gilulr Glpe pgal jo Coul J8 oS ol Sl Gles
- ol dpds g ol g9 5] (2999 poal So GBS (nl )0

a6 ks gai®

Wlise G 4 pgal S ljee pgai ;0 Syl gilule 5l
s 50 0B Kl nga ol & oS

0l b5k S e ilge

glAl eal 6,0k a3 (bl sal> e 5o a5 el SleMb]
ot Ygona 1539, ()] pslaie & Baiw (l 5 al> sl 05 g
DV Flags oo ol 0ais Kol 2305 (53, 2 ale> Jlos! |

Ol b9, -F-)

205 A al> e oz 5o Olgies |y Geios SIS

2395 50581 Cews 4 sl Gliee a0 Syl ilulx
o5 Sl

0236 kS 2§95 52 (S3lwod 281 5299) (Soes abos JloclY
0xB03,88L (g8 Gorb 5,00k g I S e ly poal SL5L T
m 2Ll ¥

gien 2l sloels ilulr sal> e

Ol Olore 4 (S5, Jlemms ppal o Sl

S oolizul ey S5 poas JUS aw o 51 (B) o JUIS bl ¥

VO

YYAA 50l - 4 5 g o)lad = o0 Jlo = (50 Cato )0 diedisn sladiy,

Ol a3l Bl GlaSsl 4 Sl jly noal slacas G
(omac aSlls YL il 5 cod b s 4 el ge 00438
@l w8 bk 1) Sle sy pslas anlys oo oays (ajeel slaass
ez plp 55 Ghgy ol &5 wwd e GlaS GLlSes g (g GioS
55 sllae Cuoglio Ciliha

3lge y3 VP )I8em 5 izl Lags oo slgiins (53lacs o B,
Sy onl o Lol wiS oo (3l po o Ojgoa | b ok (5 e
oy soolitl 45 5,10 5535 (63,l50 45 Cenl o o0ls Lymniis
P9y > e plsl ) (B85 (53l o WlgE ool (Jome il g Jline
SsS ol e Ko o5 ol (ol i o) Som 5yl
Fsitocse Ollee g 0l o685 i slbd S Siae
o b gy ool 5o Ll agd el uibly Jlade op ieS b (Jole
Joie Ky o lpe o 45 45 b eshy Laris wilize slacdls
s S5 i sl Sy st S ol

970 SIS Jras -

S adE 5 Gyse a4 Gl ]y Heme SIS Jas e plas
S Sl (JeSiy N L gl 51 Sel Sl L
SIS gl g oS E 5V oS g5k 4y 0,5 a2 G={V,E,s}
ol sleyais SIS Gl 6ln il ppal JUSw S 5 wiies

{aﬂ..
A, =
0.

Dz o G plo sl G180 51 o) (e slo b o5 2l &5

109l g0 i yaS 5 Djgo &y S Cewl (g8 L yile S 5

>,

_ ij.
o]

0. otherwise

1Ngd so S ) Dy A O jgloe
if (i.j)e E

otherwise

M

ifi=] )
25 Soge @l GeadY-3SIS el Doy Al Glgies e
10,5 Ao
)
bl 2 505 walys (Bed> ol 5l olie i ple UL e Sle
shls myle cpl (EVD) ohg polie sa3ms (b (5,65
Loas op walyd Gheps Ade gohy nolie 5l lasges

L=D-A

5 o2 5l JEs sohng loylop jl lasgazme 9 A=A A}
daly> gl oo patie Vo= {v vy} LaS ohg polie b bl

Dol s
L=VAV' )

i W.&AS ooliw!l dwleie ‘50)45 6[.%)‘&); LJ"“ )‘ f""""y@ )
(e 28l (639,9 pgal Soby (Ko

c=VTS )
255 Solss g el jomme SIS Jad culpo s ile € a5 59k @
Lol §°9,9

S o slas39)9 (1 p97e SIS haS 398 o0 003 &5 jshailen



VY- o oS5 p,y05) 9 59908 has S 4y Jluzmd polai polie o )55 s

gl

Sl o, (V) S5
Fig. (1): Embedding stage of the proposed method.
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for i=1:N
if rand>0.5
child(i)=best1(i);
else
child(i)=best2(i);
end
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Fig. (11): Watermark extraction in the median filter in the
Baboon image by the proposed method.
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Gaussian noise in the Barbara image by the proposed method. 203
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Fig. (10): Watermark extraction in the presence of severe
Gaussian noise in the Baboon image by the proposed method.
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Fig. (18): Watermark extraction in the Jpeg compression in the
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Boat image by the proposed method.
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Fig. (16): Watermark extraction in the presence of severe
Gaussian noise in the Boat image by the proposed method.
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Fig. (17): Watermark extraction in the median filter in the Boat
image by the proposed method.

Table (1): Run results of the proposed method schema [17] against different intensity of gaussian noise, JPEG compression and
median filter
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Table (2): Run results of the proposed method schema [17] against Re-scale and Bluring attack
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Table (3): Run results of the proposed method schema [17] against rotate and Cropping attack
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