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Abstract–In recent years, the emergence of various social networks has led to the growth of    s

ocial network users. However, activity in such networks depends on the level of trust that users hav

e in each other. Therefore, trust is essential and important issue in these networks, especially   whe

n users interact with each other. In this article, we examine this issue and provide a method to      

evaluate it.It is not easy to measure the accuracy of trust for users who interact with social        

networks. Here,interactions are virtual. In this article, we have used the adaptive neuro-fuzz inference 

system to evaluate trustworthiness by considering different personality attributes of users such as reli

ability,availability, interest, patience and adaptability. Using these features as input and based on  the 

adaptive neuro-fuzzy inference system,we evaluated the trustworthiness of users in socialnetwork.Thep

roposed adaptive neuro-fuzzy inference system is expandable because in this system,trustcan be defin

ed as a set of one or more personality attributes.Epinions social network dataset is also used to sim

ulate and validate the proposed method. In the proposed method, the absolute mean value of error is 

less than 0.0095 and the value of F-score is more than 0.9884. Based on theobtainedresults and com

pared to the previous methods,the proposed adaptive neuro-fuzzy inference systemshows an acceptable 

accuracy for evaluating the trustworthiness of users. 
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1. Introduction 
 

Trust is a multifaceted concept, and can be defined 

differently according to the application that it has, so it is 

difficult to determine trust and it is possible to make a 

mistake. Different domains have brought about different 

definitions concerning the concept of trust some of which 

are referred to below. In [1] psychologists, in their studies, 

have concluded that trust focuses on the mind-set of an 

individual when he trusts or distrust someone. In [2] trust in 

computer science generally divides into two parts: 1- User, 

2- System. The concept of user trust is obtained with a 

standard definition from psychology and sociology under 

the title "a person's mental expectation about the future 

behavior of others". The concept of system trust comes 

from the field of security. That is, it is the expectation that a 

device or system has to achieve the desired goals. In social 

networks, one of the topics where trust plays a vital role is 

the creation and maintenance of relationships, so that one 

can say that the basis of any relationship is trust. 

In web-based social networks, a person's level of trust is 

obtained from his virtual personality, which is caused by his 

interactions in the virtual space, and it cannot be compared 

with everyday life, which is real.A person's virtual 

personality depends on the personality attributes they have 

observed in virtual. Some of the personality attributesthat 

lead to thetrustworthiness of users can be mentioned as 

reliability, availability, interest, patience and 

adaptability.The pointthat matters is that these attributes are 

internal and can be  interpreted in a variety of ways, based 

on a definition thatwe provide about trust.In this research, 

we have proposed method in which the trustworthiness of 

users can be evaluated depending on one or more 

personality attributes. The rest of the article is organized as 

follows. In section 2, social networks and trust 

managementare expressed. In section 3, discusses related 

works about trust in social networks. In Section 4, explains 

the proposed adaptive neuro-fuzzy inference system for 

evaluating trustworthiness. In section 5, describes the 

evaluation of the the proposedadaptive neuro fuzzy 

inference system, andthe conclusionis discussed in section 

6. 
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2. SOCIAL NETWORKS and TRUST 

MANAGEMENT 

 

Social networks Can be specified as a set of nodes and 

edges that are systematic., so that the nodes describe users, 

groups, and communities and the edges describe 

communications.Nowdays, with the advancement of 

technology and more people's access to social networks and 

the influence these networks have on people's daily lives, 

many people have turned to these networks to do many of 

their daily tasks in this way.Things like sharing information, 

communicating with each other, sending photos and videos, 

and many similar things that are increasing in development 

and diversity every day [3].Web-based social networks 

provides other way to communicate with others, affecting 

on social relationships in the real world. It can be said that 

many of the relationships created in these networks, despite 

being virtual, are stronger than real-world relationships [4].  

 

2.1 Properties of Social Networks 

 

In [5] They have discussed the phenomenon of 

hemophilia and the small world that are the properties of 

social networks. Hemophilia means the user is ready to 

create relationships with other users.In [5], the phenomenon 

of hemophilia was investigated in two cases. The first mode 

is the state of homophily, in which users tend to 

communicate with those who have similar social 

characteristics, such as race, age, occupation, etc. The 

second mode of homophily is a value based on values, 

attitudes and beliefs.This means that users tend to connect 

with like-minded users regardless of their location. The 

small world phenomenon visualizes the world as a "small 

world", where all users are connected by a small chain. For 

example, users with similar interests communicate with 

each other through social networks. 

 

2.2 The Importance of Trust in Social Networks 

 

The growth of web-based social networks in online 

communities has become a major source of communication, 

and can be seen from the popularity of social networks sites 

such as Facebook, You Tube, Instagram, and so on [4]. This 

popularity has led to the creation of many social networks 

with the purpose of users communication and interaction 

with each other[5]. In social networks, the concept of 

FOAF (Friend of a Friend) has many uses. This concept 

suggests that someone can interact with friend of friends 

and engage in friendship, and given the fact that the trust is 

the basis of each friendship, trustworthiness may not be true 

for a friend of friends. According to the concept expressed, 

it can be said that one of the possible risks in social 

networks is data security. 

 

2.3 Trust Management in Social Network 

 

In [6] trust management systems, into three categories 

are classified: 

1- Credential and policy-based 2- reputation based 3- 

social networks based 

The main purpose of the first category, which is based on 

credentials and policies, is to validate the entity to enable 

access control.The second category, which is based on 

reputation, creates reliable and secure communication by 

evaluating the reputation and popularity of users in the 

environment. The third category in trust management 

systems based on social networks, in addition to 

considering reputation, uses social relationships among 

users to establish trusted relationships [6]. 

 

 

3. RELATED WORKS 

 

In [7], an approach to determine the quantitative content 

of the shared content in terms of its reliability is proposed. 

Of course, the focus of the authors is mostly in the field of 

health. In [8], Algorithms for inferring trust among people 

who are not familiar with each other or do not interact with 

each other are presented. Also, a method for extracting 

information and integrating it into programs was examined. 

The proposed algorithms for trust inference depend on 

reputation information. In [9], an algorithm named 

TidalTrust is proposed for trust inference. The algorithm 

described in [9] cannot be properly implemented to 

determine the trustworthiness of users based on the 

provided personality traits. In [10], a system called 

PowerTrust was used to calculate peer-to-peer trust. The 

scalable system has a useful function but cannot be used to 

build trust in a social network.In [11], a model for trust 

evaluation based on gravity is presented. The proposed 

model has a two-step process. In the first stage, friendships 

and strengths are calculated, and in the second stage, social 

neighbors are used to calculate trust. This model cannot 

evaluate users trustworthiness based-ontheir personality 

characteristics. In [7], Algorithms for calculating behavioral 

trust are presented. In [12], social trust was discussed and 

two algorithms were presented to access implicit and 

explicit social trust.The proposed approach in [12] is more 
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The results obtained from the calculation of these criteria’s 

and the amount of error obtained on the training and testing 

data set in different clusters, as well as their comparison, 

are shown in figures 7 to 16, respectively.According to 

Figure 7, for the precision criterion, k=5 cluster shows a 

better result in training data than other clusters.Also, in 

Figure 8, for the precision criterion, k=5 cluster shows a 

better result than other clusters in the test data.It is shown in 

figure 9 and 10 that for the recall criterion in cluster k=5, 

better results have been obtained for both the training data 

and the test data.Also, in Figures 11 and 12, for the F-score 

criterion, we see better results in the k=5 cluster than in 

other clusters for both the training data and the test data.In 

Figures 13 and 14, for the Accuracy criterion, the k=5 

cluster has given the best results compared to other clusters 

for both the training data and the test data.To compare the 

MAE criteria according to Figures 15 and 16, we see that 

for both the training data and the test data, k=5 cluster has 

the lowest Mean Absolute Error compared to other 

clusters.Also, in Figure 17,we compared the evaluation 

results of the criteria stated in this article (black line) with 

the evaluation results of the approach presented in the 

article by Shafieiet al (red line). According to Figure 17, in 

the new approach presented, we see an improvement in the 

F-score criterion and also a reduction in the average error. 
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Fig. 7.Precission measure for train dataset 

 

 
Fig. 8.Precissionmeasure for test dataset 

 

 

 
Fig. 9.Recall measure for train dataset 

 

 

 
Fig. 10.Recall measure for test dataset 
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Fig. 11.F-score measure for train dataset 

 

 

 
Fig. 12.F-score measure for test dataset 

 

 

 
Fig. 13.Accuracy measure for train dataset 

 

 

 
Fig. 14.Accuracy measure for test dataset 

 

 

 
Fig. 15.MAE measure for train dataset 

 

 

 
Fig. 16.MAE measure for test dataset 
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