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Abstract–Steganography is the action of hiding a secret message within another cover message. 

The secret message and the cover image can be text, image, voice even signal. In this article an 

image is used as the secret message while the cover message is also a gray level image. This paper 

proposes a new method of steganography based on logistic chaotic maps. This function is used to 

determine the position of different bits of the secret image in the covering image. The main 

advantage of the proposed method is that the pixels of the secret image in the covering image is 

uniformly distributed, which increases the robustness of the proposed method to common attacks. 

The robustness and performance of the proposed method against common attacks in the area of 

steganography including corruption, clipping, and noise is tested. The high PSNR of the proposed 

method (about 45) expresses the high performance of the proposed method. 
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1. Introduction 

Steganography, as a new type of covert 

communication technology, is mainly used to conceal a 

message by hiding its very existence[1]. Data security 

on the Internet is becoming increasingly important due 

to the digitalization of data and the networking of 

communications. Since the Internet is an open channel 

of communication, it can be tampered with, intercepted 

and altered. For this reason, steganography offers 

different approaches for transmitting secret messages. 

The most common and well-known method of 

steganography, called least significant bit (LSB) 

spoofing, allows to infiltrate secret data by directly 

replacing a k LSB pixel with k secret bits[2]. A number 

of optimized LSB methods have been proposed to 

improve this problem. In 2003, Wu and Tsai proposed a 

new reduced method which uses the value of the 

difference of two neighboring pixels to determine the 

number of secret bits to embed[3]. A wavelet-based 

method was also proposed, which sequentially places 

pixels of the secret image in the cover image. Its 

drawback is vulnerability to slice attacks[4]. In recent 

years, more and more attention has been paid to 

methods that allow pixels to be placed 

homogeneously[5-7].  

In this paper, we propose a method to uniformly 

distribute the pixels of the secret image over the cover 

image based on a chaotic function. In particular, the 

chaotic property of the logistic function is used to 

determine the position of each pixel in the secret image. 

Experimental results show the robustness of our 

method to common attacks. 

The rest of this paper is organized as follows. First, 

the logistic function and its features are discussed, and 

then the proposed method is described. Finally, 

experimental results and conclusions are presented. 

 

1.1 Logistic map 

 

The list of references is headed “References” and is not 

assigned a number. The list should be set in small print and 

placed at the end of your contribution, in front of the 

appendix, if one exists. Please do not insert a page break 

before the list of references if the page is not completely 

filled. An example is given at the end of this information 

sheet. For citations in the text please use square brackets 

and consecutive numbers: [1], [2], [3]. 

A logistic map is a nonlinear polynomial dynamic 

equation that can produce incredibly chaotic results[8-10]. 

Mathematically, the logistic mapping (function) is denoted 
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by equation (1), where R is usually chosen to be [0,4] and 

in this study is taken to be 3.99. In addition, x_n is a 

random number in [0,1]. The dynamic behavior of the 

logistic mapping function over 500 iterations for R=3.99 

and X_n=0.3 is shown in Figure 1[8, 11] . 

 

���� = ����1 − ��
                                    �1
 

 

Fig. 1. Logistic map for R = 3.99 and X� = 0.3 regarding 500 

iterations 

 

2. Proposed methodology  

 

2.1 General description: 

 

 The gray level of each pixel in the secret image is 

converted into binary mode. The position of each pixel in 

the covering image is then determined using a logistic map. 

The three least significant bits (LSBs) of the selected pixel 

are selected to hide the pixel in the secret image. 

 

 

2.2 The detailed description: 

 

An 80-bit key is used to determine the initial value of 

the Mackey-Glass series. This key is described in ASCII 

format as follows 

 

represents an 8-bit block of the aforementioned key. The 

key is converted to binary numbers using equation (3). 

 

K_(i=0,j=1,...,8),K_(i=1,j=1,...,8),...,K_(i=9,j=1,...,8) (3) 

 

where - the j-th bit of the i-th key block. 

 

The initial value is calculated as follows 

 

X_0= 

(〖k_0,1〗^9+〖k_1,1〗^8+〖k_1〗^7+⋯+〖k_9,1〗^0)

/2^10 (4) 

 

where X_0∈[0,1]. 

 

 

Step 1: The series shown in Equation 5, obtained after 

binarizing one pixel of the secret image. 

 

B= B_7,B_6,B_5,B_4,B_3,B_2,B_1,B_0 (binary) (5) 

 

Convert all the pixels of the secret image to binary code 

and arrange them sequentially. 

 

Step 2: Create a new value for the Mackie glass using 

equations (1) and X0. 

 

Limitation: If the created value is not within the 

specified range, the new value is created anew. 

 

Step 3: In this step, a pixel is selected from the hidden 

image to hide the bits of that pixel in the secret image using 

a logistic mapping. Equations (6,7) are used to determine 

the position of this pixel [12]. 

 

R�����_����� = round�X$ × R&
 + 1             �6
 

C �����_����� = round�X$ × C&
 + 1               �7
 

 

 

Where R_(Cover_Image) and C_(Cover_Image) are the 

positions of pixel rows and columns in the covering image, 

and R_L and C_L are the number of rows and columns in 

the covering image respectively. 

Step 4. In this step, the 3 bits of the secret image are 

replaced with the younger 3 bits of the covering image in 

the corresponding positions of rows and columns 

R_(Cover_Image) and C_(Cover_Image) obtained in step 2. 

Step 5. Carry out steps 2-4 for all pixels of the secret 

image, considering the following constraints. 

Restrictions If a pixel is already selected in step 3, it 

should be ignored. 

3. Experimental Results 

In this section, the robustness of the proposed method to 

common attacks is evaluated using experiments. 
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the proposed method are investigated. There are three 

common attacks on stego images: corrupted images, 

cropped images, and noisy images.

Fig. 3 

the secre

shown by Lena

respectively

 

Figures 4, 5, and 6 (a.b.c) are the resulting images of Firura 

3.a in Fig. 3b with 

10, and 30% noise, 5, 10, and 30% clipping, and 5, 10, and 

30% distortion, respectively. Figures 4d.e.f., 5d.e.f., and 

6d.e.f. show the results of extracting the secret image from 

the cover image. Figures 5.d.e.f. and

resulting images of extracting the secret image from the 

cover image. It can be seen that even if the details of the 

original image are damaged during the secret image 

extraction, it does not affect the recognition of the secret 

image. T

pixel distribution of the secret image in the cover image.
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3.1 Resistance to cover image corruption

 

   In addition, common attacks on stego images using 

the proposed method are investigated. There are three 

common attacks on stego images: corrupted images, 

cropped images, and noisy images.

Fig. 3 shows the robustness of the proposed method with 

the secret image (64×64) and Cover image (800×600) 

shown by Lena

respectively. 

 

Figures 4, 5, and 6 (a.b.c) are the resulting images of Firura 

3.a in Fig. 3b with 

10, and 30% noise, 5, 10, and 30% clipping, and 5, 10, and 

30% distortion, respectively. Figures 4d.e.f., 5d.e.f., and 

6d.e.f. show the results of extracting the secret image from 

the cover image. Figures 5.d.e.f. and

resulting images of extracting the secret image from the 

cover image. It can be seen that even if the details of the 

original image are damaged during the secret image 

extraction, it does not affect the recognition of the secret 

image. The main reason for this stability is the uniform 

pixel distribution of the secret image in the cover image.

Resistance to cover image corruption

In addition, common attacks on stego images using 

the proposed method are investigated. There are three 

common attacks on stego images: corrupted images, 

cropped images, and noisy images.

shows the robustness of the proposed method with 

t image (64×64) and Cover image (800×600) 

shown by Lena and AliBorna

Fig

Fig. 3. Cover Image

Figures 4, 5, and 6 (a.b.c) are the resulting images of Firura 

3.a in Fig. 3b with hiding. The proposed method applies 5, 

10, and 30% noise, 5, 10, and 30% clipping, and 5, 10, and 

30% distortion, respectively. Figures 4d.e.f., 5d.e.f., and 

6d.e.f. show the results of extracting the secret image from 

the cover image. Figures 5.d.e.f. and

resulting images of extracting the secret image from the 

cover image. It can be seen that even if the details of the 

original image are damaged during the secret image 

extraction, it does not affect the recognition of the secret 

he main reason for this stability is the uniform 

pixel distribution of the secret image in the cover image.
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Fig. 2.  Secret Image   
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Figures 4, 5, and 6 (a.b.c) are the resulting images of Firura 

hiding. The proposed method applies 5, 

10, and 30% noise, 5, 10, and 30% clipping, and 5, 10, and 
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6d.e.f. show the results of extracting the secret image from 

the cover image. Figures 5.d.e.f. and 6.d.e.f. show the 

resulting images of extracting the secret image from the 

cover image. It can be seen that even if the details of the 

original image are damaged during the secret image 

extraction, it does not affect the recognition of the secret 

he main reason for this stability is the uniform 

pixel distribution of the secret image in the cover image.
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Fig. 4. (a,b,c) Stego

(d,e,f) Secret Image after 
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(a) 

(b) 

(c) 

(a,b,c) Stego-Image after 5%,10%,30%  noise      

(d,e,f) Secret Image after 

Image after 5%,10%,30%  noise      

(d,e,f) Secret Image after extracing from Stego

(d) 

(e) 

(f) 

Image after 5%,10%,30%  noise      

extracing from Stego-Image 

Image after 5%,10%,30%  noise       
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Fig. 5. (a,b,c) Stego-Image after 5%,10%,30%  cutting   

         (d,e,f) Secret Image after extracting from Stego-Image 
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(d) 
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(e) 
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(f) 

 

Fig. 6.(a,b,c) Stego-Image after 5%,10%,30%  corrupted  

           (d,e,f) Secret Image after extracting from Stego-Image 

 

3.2 Peak Signal to Noise Ratio  

 

PSNR is used to scale the quality of Stego-image[13, 

14]. PSNR can be explained as follows.  
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In the above equations, H and W represent the gray level 

of pixels in the main and stego images, respectively; H and 

W are image height and width; H and W are image height 

and width. 

To measure the PSNR of the proposed method, four 

images - Lena, Lena, AliBorna, Boat, and Tree - were used 

as 800*600 covering images, and these four 64*64 images 

were used as secret images. The results are shown in tabel 1. 

 

Tabel 1. PSNR for the proposed method 

 Lena AliBorna Boat Tree 

Lena 37.53 41.68 43.94 41.75 

AliBorna 39.86 44.35 44.26 38.31 

Boat 40.81 38.09 42.66 36.18 

Tree 42.17 40.29 45.90 44.40 

 

 

To compare the PSNR of the proposed method with 

other methods, four images of plane, house, green pepper 

and boat of size 800*600 are used as secret images. In 

addition, a 64*64 image of Lena was used as a cover image. 

As shown in Table 2, the proposed method compares well 

with the results of other methods and shows better results in 

most cases. 

 

Table 2. Compare other methods with proposed method 

 

 
Ref [15] Ref [16] Ref[17] 

Proposed 

Method 

Baboon 40.12 39.83 43.89 44.77 

House 42.03 42.92 40.83 43.16 

Painter 38.80 41.72 43.58 42.69 

Girl 40.51 40.48 44.10 45.26 

4. Conclusion 

 

This paper proposes a new method of steganography. 

The main idea of the method is to determine the pixel 

position of the secret image using logistic mapping. The 

main advantage of the proposed method is that the 

distribution of pixels of the secret image in the covering 

image is uniform. The security of the method is also 

improved by embedding a key bit in each bit of the secret 

image before hiding the image. 

As shown in the results section, the above features 

increase the robustness of the proposed results against 

common attacks. The high PSNR of about 45 also proves 

the effectiveness of the proposed method. 
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