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Abstract

Introduction: Money laundering refers to the process of concealing the illicit origins of dirty money and presenting it as
legitimate funds. Dirty money signifies sums obtained from criminal or illegal activities such as drug trafficking, human
trafficking, bribery, and tax evasion. Money laundering can be defined as the process of cleansing dirty money. Detecting
financial crimes has become a crucial priority for governments, and with the advancement of modern technologies and global
communications, fraudulent methods are also significantly growing and evolving, leading to substantial damages to
legitimate businesses. With the growth of electronic services in the financial sector and the increasing prevalence of non-
face-to-face payment gateways worldwide, methods to combat money laundering have also experienced significant
advancement. To the extent that nowadays, through intelligent software, tracking cryptocurrency transactions has become
feasible.

Method: This study is a literature review that focuses on keywords such as Anti-Money Laundering, Money Laundering,
suspicious transaction, machine learning, and Data Mining. The research involves searching for relevant articles related to
these keywords, and suitable articles will be selected for further analysis.

Results: This study will present a classification based on approaches to combat money laundering in the electronic banking
industry. Furthermore, it highlights the issues and challenges of these approaches in tackling money laundering within the
electronic banking sector.

Discussion: This article presents a comprehensive analysis of the existing literature on combating money laundering,
focusing on the use of machine learning, deep learning, data mining, and big data techniques. The reviews indicate that the
lack of comprehensive data governance prevents the effective utilization of data from various institutions and centers for
anti-money laundering purposes. Additionally, multiple graph algorithms, including centrality algorithms and embedded
graph algorithms, have been employed to identify money laundering networks and organizations. Not utilizing these
algorithms leaves a significant gap. Researchers can enhance the detection of illicit activities in anti-money laundering
systems by employing community detection algorithms. Furthermore, the analyses reveal that unsupervised learning
techniques can be more efficient in identifying money laundering due to the absence of labeled datasets and imbalanced data.
Consequently, unsupervised methods can serve as a suitable tool for anti-money laundering systems.

Keywords: Anti-Money Laundering, Data Mining, Data Governance, Banking Transactions, Machine Learning.
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%6 suspicious transaction reports (STRs)
27 currency transaction reports (CTRs)

'Anti money laundering (AML)
2 convolution neural network

* autoencoder

4 multilayer perceptron

3 financial fraud detection

6 minimum spanning tree

" rule-based

8 bayesian networks

% Semantic web

19 radial basis function network

! support vector machine (svm)
12decision tree (dt)

13 social network analysis

14 principal component analysis (PCA)
15 random forest

16 neural networks

17 link analysis

18 network analysis systems

1 natural language processing (NLP)
20 deep learning

21 sentiment analysis

22 named entity recognition

2 long short-term memory (LSTM)
24 Financial Action Task Force (FATF)
25 Counter Terrorist Financing (CTF)

28 placement

% layering

3% integration

3! natural language processing (NLP)
32 entity and relationship analysis

3 data layer

3* screening and monitoring layer

3 alert and event layer

3¢ operational layer

37 Degree of Centrality

38 Betweenness Centrality

3 Closeness Centrality

40 Hubness

4! Page Rank

“2 Link Analysis

43 Financial Crimes Enforcement Network (FINCEN)
# Financial Crimes Enforcement Network Al system (FAIS)
4 Qutlier Detection

4 inter quartile range (IQR)

47 risk classification/scoring

48 graph learning for aml

4 know your customer (KYC)

50 Company Name Tree (CN tree)
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5! Supervised learning

52 Unsupervised learning
53 Cluster analysis

5* Regression analysis

33 clustering

3¢ anomaly detection

oA

7 network analysis

% dimensionality reduction
%% isolation forest
 financial intelligence unit
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