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Abstract

Introduction:Nowadays, sharing information in communication systems and computers demands high levels of security.
Side channel attacks are mainly considered as a main challenge in cryptographic systems which they are used as attacking
techniques to break encrypted devices such as smart cards. The purpose of this research is introducing a new plan for
strengthening on-chip encryption algorithms. The proposed plan is based on using Phase-Locked Loop (PLL) and enhanced
XOR gate in Advanced Encryption Standard (AES) algorithm. In this approach, by disturbing the power consumption and
time of execution for each different round of the algorithm, the encryption algorithm is protected against Differential Power
Attacks (DPA). The proposed method has been implemented in TSMC 65nm technology in Cadence and the results show
that the algorithm becomes immune against DPA using this method. As overheads, the silicon area and power consumption
increased about 33% and 25%, respectively, whereas, the clock rate has been reduced less than 3%.

Method: In modern digital systems, if the data in the systems carries classified information, data encryption is unavoidable.
For example, encryption in smart cards, portable electronic devices, mobile phones and remote control devices use encryption
systems to deal with unauthorized intruders [1][2]. One of the requirements of today's electronic systems is high speed, low
power consumption and information security. The basis of this method is the combination of the two characteristics of delay
and power noise injection into the system using gates.

Results: The comparison of the results in the simulation mode showed that the system has a good resistance against DPA
attacks.One of the characteristics that exist to check the ability of retrofitting methods is the amount of hardware overhead
and the imposition of additional power in the proposed retrofitting method. To check this issue, the hardware overhead and
power consumption of the implemented method are presented in Table (2).

Discussion: With a reasonable number of power diagrams, so that compared to In the previous designs, the number of
power diagrams has been almost doubled and the only overhead cost of the system is the increase in the volume of the
occupied space by 33% and the power consumption by 20%.

Keywords: Advanced Encryption Standard (AES), Differential Power Analysis (DPA), Power Measurement, Phase Locked
Loop (PLL), XOR.
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