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Abstract

Introduction: The Internet of Things is a new paradigm in the information technology industry that provides a new future
for the Internet by integrating users, computing systems, and almost all objects. ZigBee technology is one of the most popular
wireless technologies used to connect Internet of Things devices. This technology creates a hierarchical network to enable a
number of devices to communicate with each other. The development of services based on the Internet of Things requires
improved levels of security and confidentiality. To ensure the confidentiality of information during data transmission, the
most common method is data encryption. Lightweight cryptography has been proposed as a concept for managing security
in resource-constrained devices, which are the major constituent of the Internet of Things. Lightweight cryptography is based
on conventional cryptography principles but aims to design algorithms with little hardware and software footprint. The
concept of style extends to methods of decoding and maintaining a balance between performance, security, and cost of
algorithms. In this article, the AES algorithm is evaluated as a lightweight algorithm.

Method: In this article, an encryption method with a 256-bit symmetric key with AES standard is proposed, and the
information packet that includes application data and authentication information is encrypted and then decrypted by the
proposed algorithm Both AES128 (common) and AES256 (recommended) methods are implemented to improve
information security, and the impact of the password size is also analyzed.

Results: The proposed method is compared against the legacy AED128 method. The simulation results substantiate that the
proposed method reaches a higher level of security by increasing the data decryption time. Even though this improvement
has incurred extra computation costs the results show this cost is acceptable.

Discussion: In the proposed method of research, compared to the previous methods, an upgraded method in terms of data
security has been used to encrypt the input data in such a way that the data extraction cost is increased and an elevated level
of the data security is reached, which This is very useful in improving the security of 10T systems.

Keywords: 10T, Security, Encryption, Confidentiality.
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