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Abstract

BlockChain (BC) has the potential to address the Internet of Things’ security and privacy issues (IoT).
BC, on the other hand, is computationally expensive, has limited scalability, and incurs significant
bandwidth overheads and delays, making it unsuitable for use in the IoT. In this study, we have
proposed a method that optimizes BC for use in IoT environment. We have presented a hierarchical
structure that uses a private BC to increase scalability, reduce network overhead and delay. In the
proposed method, devices with high-level resources build a network referred to as the overlay network
on devices with low-level resources. The members of the overlay network manage the BC. We used
trust technique and voting from direct neighbors to reduce network traffic and overhead costs. The
use of factors such as trust, encouragement and penalty of block managers in the overlay network
ensures accurate transactions in IoT. We used a new authentication algorithm for authenticating block
managers in the overlay network. The simulation results show that the proposed algorithm reduces
packet overhead and delay in service delivery and increases the scalability of the BC in comparison
to the system that uses the base BC. Furthermore, because in the proposed algorithm, the number of
effective block managers in voting is limited to direct neighbors, the average time to confirm a block
is significantly reduced.
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tions in a distributed digital ledger that is shared
across all nodes. New transactions are validated
and confirmed by other nodes in the network,
obviating the need for a centralized authority.
The process of adding a new block to the BC,
known as mining, requires solving a computa-
tionally challenging, difficult-to-solve, and easy-
to-verify puzzle. This problem is at the heart of a
trustless consensus technique for untrusted nodes.
The computing resources required to participate
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in the consensus procedure might be substantial,
limiting the amount of blocks that a node can
mine and so providing protection against mali-
cious block mining.

To solve the puzzle, you must use a mechanism
that introduces unpredictability among the nodes
that want to connect [2]. One of the major is-
sues standing as a barrier to adopting various IoT
products is the security and privacy challenges.
The growth of IoT devices creates new services
and applications, but at the same time, it creates
several security vulnerabilities that became more
apparent. Manufacturers of IoT devices are not
considering security in their priorities [3]. With
low public awareness about security and privacy,
IoT devices could lead to severe problems that
could literally lead to losing our lives. The gov-
ernments should encourage manufacturers of IoT
devices to adopt new security measures in their
products. Also, manufacturers should employ the
concept of security by design to implement built-
in security algorithms within their products to
ensure minimum security and safety for various
consumers.

IoT has acquired significant recognition and
appeal as the major standard for Low-Power
Lossy Networks (LLNs) with restricted resources,
thanks to the increasing rise of smart gadgets
and high-speed networks. It denotes a network in
which things, or embedded devices with sensors,
are linked via a private or public network [4, 5].
The gadgets in IoT can be operated remotely to
execute the intended purpose. The information
is subsequently shared across the devices via the
network, which uses industry-standard commu-
nication protocols. The smart linked devices, of-
ten known as things, range in size from small
wearables to massive machineries, all of which in-
corporate sensor chips. There is a demand for
worldwide IoT access control systems that are
also extremely secure and reliable. As a result,
various IoT standards have established new ways
to address these restrictions. Constrained proto-
cols, such as the Constrained Application Proto-
col (CoAP) [6] are used to create these solutions.
They use a server to centralize the management
of IoT devices. However, a fundamental flaw in

all existing IoT commercial solutions is that they
are vulnerable to a single point of failure, which
prevents IoT systems from scaling. Furthermore,
centralized architectures are intended for systems
in which controlled devices are stationary and be-
long to the same management community for the
duration of their lives.

However, in the IoT, some of the assumptions of
Many IoT
devices will be mobile, as in IoT situations involv-
ing vehicle-to-vehicle communication [8]. They
may be managed by several managers, as in sup-
ply chain scenarios [9], and they may belong to
many management domains over the course of

centralized designs are incorrect [7].

their lives. Authors in [10] have previously devel-
oped a blockchain-based approach for managing
access to resources in IoT devices in order to give
a more flexible solution. Managers are respon-
sible for administering the access control permis-
sions of a group of [oT devices in our system. The
policy is kept on the blockchain, and the manage-
ment interactions with the various IoT devices are
also done on it. Current IoT ecosystems are based
on centralized brokered communication models,
in which all devices are recognized, verified, and
connected via cloud servers. Because billions of
devices are connected, this concept is unlikely to
scale. Furthermore, cloud servers will continue
to be a bottleneck and a point of failure for the
entire network [11]. BC has been employed in a
variety of non-monetary purposes, such as prov-
ing location [12]. In 2013, Ethereum [13], a new
open-source BC-based platform, was suggested to
support smart contracts, which are computer pro-
grams that enforce a set of rules. BlockCharge
[14] is a BC-based electric car charging platform.
It uses Bitcoin as the underlying payment mech-
anism, hence it inherits Bitcoin’s high level of se-
crecy. Most IoT devices have limited resources,
including bandwidth and memory, which is in-
compatible with the requirements of complex se-
curity solutions [11]. The multiple advantages of
BC technology make it an appealing answer to
the Internet of Things’ challenges. Existing BC
examples, on the other hand, cannot simply be
applied to the Internet of Things for the figure

(1).
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1.1 Blockchain Solutions for IoT Secu-
rity

There are several security threats to the Internet
of Things. However, the integration of the BC
into the IoT can be a solution to overcome some
of these security threats. IoT consists of hetero-
geneous devices with latent sensors connected via
a network [15]. Most of these devices have fea-
tures such as low power, small memory and lim-
ited processing capacity, so the most important
challenges of the IoT can be summarized in figure
2. We used Cooja and Omnet++ to run compre-
hensive simulations to evaluate important perfor-
mance characteristics including latency, process-
ing time, and cyber-attack resilience. Our find-
ings support different design decisions and show
that the planned optimizations are effective. In
this article, we have tried to control the authen-
tication of objects in the IoT and block managers
and improve the level of security in the IoT by
using a private BC that has been implemented
at the level of the overlay network. To achieve
this goal, we used the authentication algorithm
of block managers. The key contributions of this
paper are summarized below:

1. Implementing a private BC on IoT.

2. Using the coverage network to optimally
manage resources and increase the level of
security in the IoT.

3. Authentication of objects under the control
of each of the block managers.

4. Authentication of block managers in the over-
lay network.

The rest of the paper is organized as follows. Sec-
tion 2 presents a literature review on IoT secu-
rity and BC applications. The proposed method
and an overview of transactions are discussed in
Section 3. Detailed security analysis and per-
formance evaluations are presented in Section 4.
Section 5 discusses further aspects of the pro-
posed method and finally Section 6 concludes the

paper.

2 Literature Review

Smart grids, smart cities [16] and health manage-
ment [17] are only a few of the applications for
the IoT. However, in the midst of people’s pri-
vate lives, the increasingly undetectable, dense,
and pervasive collecting, processing, and dissem-
ination of data raises severe security and privacy
problems. The lack of central control, hetero-
geneity in device resources, various attack sur-
faces, context-specific risks, and scalability are all
inherent elements of IoT that endanger its secu-
rity and privacy issues.

This paper suggests the BC technology under-
pinning Bitcoin is flawed [18], and the first cryp-
tocurrency system can provide an effective solu-
tion to IoT privacy and security. The main source
of BC security is a cryptographic puzzle known
as Proof of Work (POW), which is used to ap-
pend (mine) new blocks to the BC. BC' also of-
fers a high level of privacy by using a changeable
Public Key (PK) as the users identity. BC has
been adopted for a number of non-monetary ap-
plications, e.g. proof of location [19], distributed
storage systems [20], and health care data [21].
These distinguishing characteristics of BC' make
it appealing for enabling distributed privacy and
security in the IoT. The application of BC to IoT,
on the other hand, is not straightforward. Several
major obstacles must be overcome.

a) POW’s use necessitates a lot of resources.

b) Scalability concerns arise from the necessity
to reach consensus among miners.

c) POW causes a lot of delays

Due to the vast majority of devices’ limited re-
source capabilities, massive volume, heterogene-
ity among devices, and lack of standards, IoT se-
curity is difficult. Furthermore, many of these
IoT gadgets capture and share vast amounts of
data from our private lives, raising serious pri-
vacy concerns. The authors of [22] designed dis-
tinct privacy zones for different categories of data
to protect users’ privacy.

In [23], the authors showed that a wide range

of IoT devices lack basic security precautions.
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The authors proposed a Security Management
Provider that is in charge of limiting data and
device access through fixed or dynamic content-
based restrictions. However, the issue of preserv-
ing user privacy while disclosing personal infor-
mation is not addressed. Authors in [24] have
fully analyzed the IoT security. In their paper
[24], the authors developed a multi-layered BC
architecture for receiving data from IoT devices
and sharing it with organizations and individu-
als. The suggested architecture has three primary
components: a data management protocol, a data
storage system, and a messaging service.

Intel has released Proof of Elapsed Time (PoET),
a new consensus BC' technique that interacts
with Hyperledger [25]. PoET is a consensus
mechanism that runs on Intel processors in a
trusted execution environment (T'E'E). A node
must wait as long as a random time from a trust-
worthy and truly random range before storing a
block in a BC.

A solution for protecting users’ privacy in the
smart home was given in [26]. The concept was
implemented using three separate components.
The data collector module gathers data from
users in the smart home and transfers it to the
data receiver module, which divides it into two
data sets. To protect privacy, the result-provider
module checks end-user access to the data. This
strategy ensures that only the real user has access
to the data.

The authors of [2] employ an overlay network
to answer the block unscalability problem. The
nodes are clustered by the clustering method. In
this technique, each group has a cluster head, and
only the cluster heads are responsible for keeping
the BC' up-to-date. This method helps to cut
down on network traffic. The number of transac-
tions grows as the number of nodes grows; nev-
ertheless, the number of confirmed transactions
grows as well. The Lightweight Scalable BC
(LSB) employs a BC that differs from IOTA’s
DAG. As aresult, the LSB benefits from the in-
herent advantages of BC, such as dependability
and immutability.

In order to manage smart meter data, smart con-
tracts have also been used in [27]. Similarly,

in [28] a blockchain-based system has been sug-
gested to manage firmware updates of IoT de-
vices. [29] makes use of BC to store access control
data, as a data storage system in a multi-tier [oT
architecture. In [30], BC and smart contracts are
employed to secure authorization requests to loT
resources. The afore-mentioned articles exploit
BC to either execute smart contracts or perform
application specific tasks, but not to decentralize
IoT systems and achieve autonomous application
execution.

scalability

Figure 1: The most important challenges
of the BC.

V./

Figure 2: The most important challenges
of the IOT.

3 The Proposed Method

In this article, we have used exclusive private BC
and voting technique from direct neighbors. In
the proposed method, IoT devices are divided
into two layers. The first layer includes all low-
level resource devices and the second layer is an
overlay network with high-level resources which
are called block managers. In the second layer, in
order to detect the intrusion signs in each block
manager, the neighboring block managers (block
managers in the row and column of the block
manager in question) participate in voting in a
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Figure 3: The arrangement of block man-
agers in the overlay network.
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Figure 4: The control fields of each block
manager

two-dimensional form. For this purpose, a block
manager is considered as the manager of several
devices in the first layer in order to increase the
speed of detecting attacks, to reduce the overhead
and network delay. The overall structure of the
IoT, presented in this article, consists of two lay-
ers as shown in Figure 3. In the overlay network,
devices with high-level resources are used to en-
sure scalability. The nodes in the overlay network
are organized as block managers and only these
block managers are responsible for BC' manage-
ment. A block manager contains the transactions
of the members of its respective subset; simply,
the transactions of a member will be processed
at a specific time in the respective block manager
affiliate relations. Thus, each member (an IoT de-
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vice) must belong to a subset of a block manager.
If a device experiences an excessive delay in re-
ceiving transactions from the relevant block man-
ager, it can easily change its set. In addition, if a
service provider or a requester sends a request to
a block manager, the block manager will first ver-
ify the service providers public key (PK). If the
PK is allowed to access, the information would
be encrypted by the service providers PK and
sent to the service provider. On the other hand,
when a block manager receives a request from a
service provider, if the request is not a subset of
its services, the request will be sent to the block
managers neighbors and will be registered in the
block managers submission list.

3.1 Blockchain Structure in the Pro-
posed Method

A block manager is an entity responsible for man-
aging the BC. This management includes pro-
duction, verification, and the storage of transac-
tions block. Each node considered as the block
manager will be identified with a public key. The
overlay network may potentially contain a large
number of block managers. In addition, each
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Figure 7: Evaluation criteria of the pro-
posed algorithm
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Number of transaction
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Figure 8: EvaluateThe percentage of trans-
actions that need to be confirmed

bock manager monitors the input and output
(I/O) transactions executed by its subset mem-
Transactions generated by a block man-
ager are encrypted and protected with asym-
metric encryption, digital signatures and hash-
ing functions. The control fields of each block
manager are shown in Figure 4. Block managers
in the overlay network use digital signatures and
asymmetrical encryption methods to manage the
block, so that each block manager has two pri-
vate and public keys for encryption. These keys
have a mathematical connection. The public key
is shared to receive messages from other users.
The private key will also be kept private by the
block managers.
hash is encrypted by a private key and decrypted
from the receiver side by the sender’s public key,

bers.

In digital signature, the data

and finally compared to the data hash to verify
the sender’s identity and the integrity of the in-
formation. Generating a pair of private and pub-
lic key is like creating an account on the block
chain, without having to register somewhere. Ev-
ery transaction executed on the BC is signed by
the sender’s private key.

Processing Time(s)

Number of transaction

= Proposed algorthm  ==Alzorithm using blockchain

Figure 9: Evaluating the average process-
ing time to validate a new block
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Figure 10: Evaluation of energy consump-
tion

3.2 The Structure of the Proposed
Overlay Network

Each block manager can be adjacent to N neigh-
boring block managers based on the geographical
location of the other block managers. Asshown in
Figure 3, the proposed network structure includes
two-dimensional block managers. In this case, for
each block manager, a maximum of four direct
neighbors are considered. The BC' applied in the
overlay network is of exclusive type, so there is
no need for the BC' to be identical. Using this
technique also reduces synchronization costs.
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3.3 Steps of Implementing the Pro-
posed Algorithm

Phase 1: Registration.

Phase 2: Recording the Block Managers Au-
thorized Transactions at the Overlay Net-
work.

Phase 3: Encryption of Block Managers Au-
thorized Transactions.

Phase 4: Authentication of Block Managers.

Phase 5: Weighting Block Managers to Deter-
mine Voting Values.

Phase 6: The Voting Process to Determine the
Validity of the Request or to Detect Intru-
sion.

Phase 7: Encouraging and Punishing Block
Managers.

Phase 1: Registration

In this step, to authenticate each object in the
corresponding block manager, we have used the
algorithm shown in Figure 5.

Phase 2: Recording the Block Managers
Authorized Transactions at the Overlay
Network

To implement this phase, each block manager
must perform the authorized transactions re-
lated to its subset and all neighboring managers
must be aware of these transactions; therefore,
each block manager’s authorized transactions are
stored in an array called T'[n,m]. Actually, ev-
ery block manager is responsible for carrying out
a specific transaction, and that transaction has
already been set out.

Phase 3: Encryption of Block Managers
Authorized Transactions

Transactions created by each block manager
are encrypted using light-weight one-way cryp-
tographic hash algorithm (LOCHA). LOCHA
produces a hash with fixed and relatively small

length. LOC H A meets all the properties of one-
way hash (basic properties such as collision resis-
tance and pre-image resistance) [31].

Phase 4: Block Managers Authentication

We used the algorithm below to authenticate the
block managers at the overlay network. The ser-
vice requester first sends its request to its own
direct block manager. This request includes the
transaction number, the requester’s public key
and the block manager’s public key. The block
manager checks the received request. If the re-
quested public key is located in the same block
managers subset, the access permission is con-
trolled. Otherwise, the request will be forwarded
to neighboring managers for checking and re-
sponding. Finally, the KI key will be chosen as
the session key. If a block manager receives mul-
tiple unsuccessful access requests from a specific
PK, it can block that PK and reject any subse-
quent requests.

Block Manager Authentication Algorithm
1. Sending the access request (I'l, PK I, K).

2. Rejecting the request in the absence of the
managers PK T in the access list.

3. Accepting the request in the presence of PK[
in the access list (through the neighbors vot-
ing algorithm).

4. Sending request to neighboring managers in
the absence of the managers PKJ in the ac-
cess list.

5. Generating a random number Y and calcu-
lating F'(X) using KJ and Hash(pass*,Y)
by the server manager.

6. Sending Y to the transaction requesting man-
ager.

7. Z calculating by transaction requesting man-
ager Z = Hash(T1,PKI, F(0)) Sending Z
to server block manager.

8. Calculating Z' = Hash(T1,PKI,F(0)) If
Z =7 the requester is authenticated.
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9. KI = Hash(F(0)).

Phase 5: Weighting Block Managers to De-
termine Voting Values

The majority of proposed IoT solutions presume
the presence of a trusted environment, which is
not always the case. As a result, trust manage-
ment is a prerequisite for network security solu-
tions. Under the proposed method, each block
manager maintains only the trust values of its
neighbors. The trust value for each block man-
ager is in the range of [0,1]. At this stage, based
on the importance and value of block managers,
each block manager is assigned a weight accord-
ing to the following formula. This weight will be
considered as the trust value of each block man-
ager to its neighboring block manger.

Cost[n, m], the value of n block manager, is pro-
vided that it is adjacent to m block manager.
Cost[n,m| is received as the input parameter.
Hence, each block manager has a factor called
block manager cost. For instance, the number of
successful operations divided by the total num-
ber of operations for each block manager is con-
sidered as the value of the block manager which
is initially performed as an input parameter and
will be calculated in the next steps from the fol-
lowing formula.

The formula (3.1) for calculating costs[n, m] is as
follows.

Number of successful operations

Costln,m| = -
ost[n, m] Total number of operations

(3.1)
Sum[m] is the neighbors total value of m block
manager. Now, to calculate the weight of each
block manager for each neighbor, the following
formula (Formula 3.2) is used. It should be noted
that each block manager has one certain weight
for each neighbor.
Given that each block manager has a specific
value for each of the adjacent blocks, which is
placed in cost[n, m], so the sum of the values as-
sociated with that block is also calculated in the
Sum[m] matrix. The weight of block n will be
calculated in the form of formula (3.2) as long as

it is adjacent to block m.

Cost[n, m]

Weight[n,m] = (3.2)

Sum|[m]

3.4 Time-based Consensus Algorithm

The block manager that received the request cre-
ates a transaction for a legitimate request. To
boost block security, we introduced a Time-based
Consensus Algorithm that chooses a neighbor
block manager at random and adds the created
block into the block chain. This algorithm aids in
reducing the number of duplicate blocks that may
occur at the same time. Furthermore, the wait-
ing duration in the overlay network is limited to
twice the maximum point-to-point delay. Neigh-
boring block managers wait a random period of
time after a valid request is discovered.

Phase 6: The Voting Process to Determine
the Validity of the Request or to Detect
Intrusion

At this stage, the users request is examined.
Neighboring block managers vote using matching
user requests and encrypted code in the second
phase. At this point, the eligible ones encrypt
and send their vote. According to the aggregated
homomorphic principle, the encrypted sum of in-
formation is equal to the sum of the encrypted in-
formation [32].Thus, using this feature, the block
manager selected to count the votes determines
the result by decrypting the sum of votes. After
the calculation of the total value weight of the
positive and negative votes, if the sum of positive
votes exceeds the sum of negative votes, the block
is allowed to change the situation. However, if the
total negative vote is more than positive ones, it
is not allowed to change the situation.

Phase 7: Encouraging and Punishing Block
Managers

When a number of block managers have voted
incorrectly, they should be punished, while block
managers who voted correctly should be encour-
aged. As a result, the percentage p of the weight
of the nodes that voted incorrectly is reduced
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and added to the weights of the managers of the
blocks that voted correctly. (p is a coefficient to
control the rate of decline in confidence, which is
a factor in the range [0, 1]).

Assuming it is p = 10, the weight of the block
managers who voted incorrectly will be reduced
by 10% due to the wrong vote and will be divided
among the neighbors who voted correctly. This
is considered a penalty variable. The manner in
which the penalty amount is divided among the
winning nodes is calculated using the following
formula. To solve this challenge, formula (3.3) is
used. The variable Weight[i, j] is the weight of
node ¢ relative to node j.

Weightli]

ightli, j] =
Weig [%]] Wez'ght[i]—FW@ight[j],

Weight[i]| = Weight[i]| + Weight|i, j] * penalty.
(3.3)

4 Evaluation of Suggested Algo-
rithms

This section assesses the suggested algorithm’s
quality and performance in the face of security
threats. A malicious node is said to be capable
of acting as a smart home device or an overlay
network node. A rogue node has the ability to in-
terrupt network connections, erase transactions,
create bogus transactions and blocks, and edit or
remove data stored on the network. As a result, a
malicious person’s goal in some cases can be said
to be to prevent the user from having legitimate
access to the services. Furthermore, a malicious
user tries to gain access to the system by posing
as a legitimate user.

We employ the trust method for neighboring
nodes to alleviate the computational cost in-
volved with confirming new blocks. According
to the legitimacy of the new blocks they cre-
ate, each block manager collects evidence from
other nearby managers. As the network grows,
more transactions may be added to the BC, hence
the suggested method will improve performance.
Block managers keep track of transactions. If an
attacker tries to change a previously saved trans-
action, the next block’s matching block hash is no

longer compatible. As a result, a change attack
can be identified in this manner.

In the proposed technique, a transaction has
the following structure: An identity field and a
pointer field to the prior transaction of the re-
questing node are evaluated for each transaction,
ensuring that all transactions made by a requester
are linked. We utilize the requester’s and the re-
questee’s public keys and transaction signatures
to do this. Finally, we consider an output field
that contains the total number of accurate trans-
actions received and responded to by a requester,
as well as the total number of transactions re-
fused by the requestee from that requester. We
can examine the requester’s legitimacy based on
this information.

A transaction has the following structure in the
proposed technique: For each transaction, an
identification field and a pointer field to the re-
questing node’s previous transaction are assessed,
ensuring that all of the requester’s transactions
are connected. The public keys and transaction
signatures of the requester and the requestee are
used to accomplish this. Finally, we consider an
output field that comprises the total number of
correct transactions received and replied to by a
requester, as well as the total number of trans-
actions that the requestee has denied from that
requester. Based on this information, we can as-
sess the requester’s validity.

Based on common IOT attacks, we will exam-
ine the following attacks to evaluate the proposed
method. We analyze the flexibility of the method
presented in this study against any attack and
the probability of an attack occurring according
to the risk analysis criteria of the European Stan-
dards Institute (ETST).

4.1 Evaluation

On IoT devices, the blockchain-based framework
assures security and privacy. Simulators such as
Cooja [33] and Omnett™ [34] are utilized to test
the suggested technique. We may pick, setup,
and test the performance of sensors and actua-
tors in the node since Cooja is ideal for assessing
low-resource devices and has the capacity to exe-
cute numerous IoT protocols.
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In peer-to-peer network analysis, the Ommnet™"
emulator is also employed. We created an alter-
nate scenario that performed transactions with-
out encryption, hashing, or blockchain to com-
pare the overhead of the approach reported in this
research. In the implementation, we employ the
basic—method—without—blockchain method. In
the simulation, we will utilize the I Pv6 protocol
and WLAN (6LoWPAN) as the primary com-
munication protocols. During the simulation, the
number of nodes changes from 10 to 90. During
this period, the simulation is performed numer-
ous times and the results are provided on aver-
age. The following criteria were used to make the
decision shown in Figure 7. To evaluate the pro-
posed framework’s performance, we run a simula-
tion with the Omnet™™ emulator, concentrating
on the overlay network. We simulate a 100-node
network with 15 block managers to analyze the
proposed algorithm’s traffic and processing over-
load. The simulation takes 180 seconds to com-
plete and generates 1150 transactions.

4.2 Evaluate the Percentage of Trans-
actions that Need to be Confirmed
(PTC)

Figure 8 depicts the percentage of transactions
that must be confirmed (PTC).
block managers have yet to gain trust in one an-
other, the processing time for both techniques
is the same when they first start up.

Because the

How-
ever, when more blocks are generated and val-
idated over time, the block managers develop
direct trust in one another. As a result, pro-
cessing time is reduced as compared to the
basicalgorithmusing BC, which verifies all trans-
actions within the block. Furthermore, as the
number of confirmed blocks grows, the number
of transactions that need to be verified decreases
as trust in other block managers grows. When 40
blocks are formed, the level of trust among block
administrators reaches its pinnacle.

4.3 Evaluate the Average Processing
Time on Block Managers to Val-
idate New Blocks

Block Managers must authorize transactions
within a block in the BC' structure. The average
time for validating blocks grows exponentially as
the number of IoT devices grows. For IoT de-
vices, delays caused by blocking validation are
Although the number of devices
in the IoT grows, the average time to approve a

unacceptable.

block decreases and remains nearly constant, ac-
cording to the suggested algorithm, because only
neighboring managers are involved in block ap-
proval and registration. The proposed algorithm
becomes stable for a long length of time on the
network. The average processing time is shown
in figure 9. The proposed algorithm achieves over
70% savings in processing time compared to the
basic algorithm using blockchain. Reducing the
authentication time of a block increases the speed
of responding to IoT-level transactions, which is
critical for IoT-level transactions.

4.4 Evaluation of Energy Consump-
tion

Figure 10 outlines the energy consumption re-
sults. As is evident, the proposed algorithm in-
creases the energy consumption. The proposed
algorithm results in longer packets (due to en-
cryption and hashing), which increases the trans-
mission energy consumption as compared with
the basic-method-without-blockchain. This in-
crease in energy consumption is acceptable in
contrast to the increase in the level of security
resulting from the implementation of the algo-
rithm.

5 Conclusion

Bandwidth, the complexity of consensus tech-
niques, scalability, and packet overhead are the
key roadblocks to integrating the BC' with the In-
ternet of Things. Our suggested Private BC elim-
inates these impediments and greatly improves
IoT security. IoT necessitates high-speed network
communications as well as a plethora of accessi-
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bility rules. To solve the problem, we proposed
an overlay network on high-level resources that
can operate as block managers and communicate
with their neighbors regarding accessibility reg-
ulations via voting mechanisms. By computing
the trust value of each surrounding block man-
ager, we present a voting-based trust approach
for validating requests and block manager activ-
ity. The simulation results show that the pro-
posed algorithm significantly reduces the average
transaction confirmation time compared to pre-
vious algorithms.
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