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Extended Abstract

Introduction

The rapid emergence of Industry 6.0 has ushered in a new era for the design and
management of commercial complexes, characterized by the convergence of
artificial intelligence, the Internet of Things (loT), blockchain, edge computing,
and autonomous systems. While these technologies offer unprecedented levels
of efficiency, scalability, and automation, they also introduce novel and complex
risks. Traditional risk management models—typically linear, reactive, and
matrix-based—are insufficient for managing the high-dimensional and dynamic
risks arising from interconnected digital systems and Al-based decision-making
architectures. In this context, the present research addresses a critical knowledge
gap by proposing an Al-powered risk management model tailored for smart
commercial infrastructures designed under the paradigms of Industry 6.0. The
importance of this research lies in its novel approach to capturing
multidimensional risk interdependencies and supporting proactive, adaptive, and
strategic responses using data cube modeling and Online Analytical Processing
(OLAP). Furthermore, this study aligns with the growing recognition that risk is
no longer a static or isolated occurrence, but rather a continuously evolving
phenomenon that must be embedded into the architectural, technological, and
operational DNA of intelligent commercial systems.

Literature Review
Existing studies in the domain of commercial risk management predominantly
focus on conventional threats such as financial instability, legal compliance, or
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infrastructure failures. However, few have examined the interplay of cyber risks,
algorithmic uncertainties, and cross-domain impacts in Al-governed
environments. Past literature emphasizes various risk assessment techniques
such as fault tree analysis, fuzzy logic, or Monte Carlo simulations, yet these
often lack the capability to model interlinked risks across temporal and systemic
dimensions. Several works explore the application of OLAP in business
intelligence, but its potential for integrated risk management—especially when
enriched with Al and real-time data—remains underexplored. This paper builds
upon recent advances in smart infrastructure management, Al ethics, and
decision analytics to bridge this gap, creating a framework where OLAP
operations and Al-driven insights jointly facilitate a deeper understanding of
emergent threats in Industry 6.0 ecosystems. Moreover, studies on cognitive risk
models suggest that multidimensional data representations enhance not only
precision in risk identification but also stakeholder engagement by enabling
visual simulations of risk interaction. As such, integrating OLAP with Al not
only elevates analytical capacity but also supports communication and
negotiation across interdisciplinary project teams, including engineers, risk
officers, and compliance managers.

Research Methodology

This research adopts a mixed-methods approach combining Al modeling,
statistical clustering, OLAP operations, and data augmentation techniques. The
core of the model is a multidimensional data cube, structured along three
principal axes: (1) risk types, (2) risk characteristics, and (3) mitigation
strategies. Each axis comprises a hierarchical taxonomy of sub-categories. For
instance, risk types include cyber (e.g., phishing, ransomware), Al-based (e.g.,
model bias, opaque logic), operational (e.g., human error, loT failure),
environmental (e.g., floods, earthquakes), and others such as ethical, financial,
and legal. The data cube structure allows real-time simulations and scenario
analysis using OLAP operations—Roll-Up (aggregation), Drill-Down (detail
view), Slice (single-dimension focus), and Dice (multi-dimensional
comparisons). Statistical validation was conducted via cluster analysis, outlier
detection, and comparative distribution fitting using real-world incident datasets
enhanced through data synthesis methods. Al algorithms were trained to
recommend mitigation strategies based on historical patterns of risk interactions.
The simulation environment was constructed using a hybrid architecture that
supports feedback loops, enabling iterative refinements in both risk detection
and mitigation pathways. Natural language processing modules were also
embedded into the framework to scan unstructured reports for early warning
signs, improving responsiveness to subtle or emerging risk signals.
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Results

The OLAP-enhanced model proved superior to traditional flat risk matrices in
managing over 40 sub-risk types and 25 risk attributes. Key findings show that
cyber risks scored highest in both severity and probability (mean severity = 9;
probability = 8), while Al algorithmic risks showed strong correlation with
ethical and legal wvulnerabilities. Drill-Down operations revealed critical
intersections—for example, DDoS attacks (severity = 10, cost = high) and
phishing (probability = 9, user trust impact = critical). Dice operations illustrated
contrasting features across risk types; e.g., while both cyber and financial risks
are largely externally driven, their response time profiles and infrastructure
dependency differ significantly. The system also supported real-time
prioritization:  environmental risks with  high unpredictability and
uncontrollability were best mitigated through acceptance and insurance models,
whereas operational risks like algorithmic bias and human error were minimized
through continuous model auditing and redundancy. Moreover, visual analytics
enabled by OLAP cubes enhanced the interpretability of complex risk patterns,
allowing project managers to conduct what-if scenarios and sensitivity analysis
to test the robustness of mitigation strategies. The inclusion of KPI dashboards
further empowered decision-makers to align risk strategies with organizational
goals, including ESG compliance and customer trust preservation.

Discussion and Conclusion

The discussion highlights the model’s strength in redefining risk management
for Al-driven commercial ecosystems. Unlike flat models that treat risks as
isolated, this data cube framework facilitates a holistic, contextual, and dynamic
understanding of how multiple risk types interact over time and across
operational layers. For example, algorithmic opacity not only creates
inaccuracies but also increases exposure to legal and ethical liabilities—
especially in the absence of transparent data. Moreover, cross-risk dependencies
such as those between cyber threats and infrastructural resilience demonstrate
the necessity for real-time, adaptive mitigation strategies. The inclusion of a
recommender system—based on OLAP pattern mining—allowed the system to
suggest context-sensitive mitigation actions, which reduced incident response
times by 35%, cost of risk evaluation by 22%, and classification errors by over
30% compared to static spreadsheet-based models. The model supports
scalability via modular plug-ins for live loT integration, natural language
compliance monitoring, and multi-agent simulation environments. This makes it
adaptable to megaprojects, decentralized management systems, and Industry 6.0
environments emphasizing human-Al collaboration. Significantly, this model
also supports anticipatory governance by linking technical risk attributes with
organizational foresight practices. For instance, simulated trends in ethical risk
clusters can be aligned with emerging regulatory forecasts, guiding proactive
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compliance updates. Another noteworthy contribution is the framework's ability
to synthesize soft indicators—Iike trust erosion or employee disengagement—
into quantifiable risk signals using Al-facilitated sentiment and semantic
analysis. The limitations of the study include limited access to real-time Industry
6.0 datasets and the underrepresentation of subjective, cultural, and trust-based
risks. While data augmentation partially mitigates data scarcity, future research
should incorporate qualitative insights and live system logs from smart
infrastructure to enhance the robustness of risk classification. Furthermore, the
current model excludes the effect of quantum computing—an emerging
paradigm with the potential to drastically alter risk propagation and mitigation
strategies. The integration of quantum-Al logic into this model represents a
promising avenue for further research. Finally, more work is needed to validate
the framework's effectiveness in complex, international commercial networks
where geopolitical risks and cross-border data flows may introduce additional
layers of uncertainty. Longitudinal case studies and live field testing will be
critical in establishing long-term effectiveness, particularly in hyper-dynamic
environments such as smart cities and high-frequency trading hubs.

In conclusion, this paper introduces the first comprehensive AI-OLAP hybrid
model specifically crafted for risk management in smart commercial complexes.
It not only enables multidimensional risk interaction but also transforms abstract
risk categories into actionable intelligence. The model is both a strategic
dashboard for project managers and a research platform for scholars exploring
cognitive Al, ethical compliance, and resilience modeling under Industry 6.0. As
urban infrastructures become more autonomous and interconnected, such models
will be essential in anticipating, understanding, and mitigating the complex risk
constellations of future commercial ecosystems. The value of this approach lies
not only in its analytical sophistication but also in its organizational usability,
making advanced risk intelligence accessible to decision-makers without
requiring deep technical expertise. This democratization of risk data analytics
may ultimately accelerate institutional readiness for the evolving challenges of
Industry 6.0.
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Table 3: List of articles related to risk along with the methods used
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Figure (6): Conceptual representation of the data cube
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Image number (7): Steps in implementing the research method
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Table No. (8): Summary of results obtained from risks and choice of coping strategy
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