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Abstract:

One of the crucial methods to achieve guaranteed secure communication is the implementation of
Quantum Key Distribution (QKD). In fact, QKD, as an interdisciplinary security technology, utilizes the
principles of quantum mechanics to share a one-time-pad encryption key. From an architectural
perspective, QKD systems are complex and costly physical systems composed of hardware components
(including optical, laser, electro-optical, electronic, etc.) and software elements. The design and analysis
of these systems require skills and expertise in various fields such as quantum optics, information theory,
electrical engineering (electronics and telecommunications), and computer science. One of the
fundamental needs related to the practical implementation of a QKD system is using a simulation
platform. More precisely, conducting simulations before practical implementation plays a significant role
in analyzing and identifying model bottlenecks, mitigating risks, increasing speed, and reducing setup
costs. Additionally, by employing simulations, the selection of optimal subsystems is also facilitated. This
article presents the requirements and considerations for a mathematical model and a suitable simulation
platform for QKD systems. A comprehensive review of various computer software, programming
languages, packages, and toolboxes for simulating QKD systems is conducted. The most important virtual
labs and gquantum games suitable for the education and design of QKD systems are discussed. The
advantages and limitations of each laboratory are stated and compared with each other.
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51 University of Erlangen-Nuremberg
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54 Poincare” sphere

o95lsS 0S5 slaailelu jluands slagSw p 6)51-“@

S

N

N

S

@ W b oF o)lod plezr Jlo i (65531 i )0 B (gt (58 Slos 58 WY E

R



http://www.physics.uq.edu.au/people/rohde/blog/?page_id=20
http://bird.szfki.kfki.hu/~toth/qubit4matlab.html
http://www.qo.phy.auckland.ac.nz/qotoolbox.html
https://quest.qtechtheory.org/
https://github.com/vsoftco/qpp
http://www.enyo.de/libquantum/
http://tph.tuwien.ac.at/~oemer/qcl.html
http://qucosi.sourceforge.net/
http://sourceforge.net/projects/qnc/
http://qutip.org/
https://www.qkdsimulator.com/about
http://dancingphysicist.com/blog/using-python-to-simulate-quantum-key-distribution
http://www3.imperial.ac.uk/quantuminformation/research/downloads

