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Abstract

Introduction: Android is the most widely used mobile operating system. Its popularity, open-source nature, and extensive
app ecosystem have made it a target for malwares. While many studies focus on detecting Android malware, fewer have
explored malware classification by attack types. This classification is essential for understanding malicious patterns. This
paper proposes using the CatBoost algorithm to detect categories of Android malware, employing a hybrid analysis that
combines static and dynamic features. The Kronodroid dataset, which contains 14 distinct malware category labels, serves
as the benchmark for evaluation.

Method: A novel feature selection method called VFCE is introduced. Four feature selection techniques - variance, F-test,
Chi-Square, and Extra Tree - were applied sequentially to the dataset. By selecting 50, 100, and 200 features using these
methods along with VFCE, a total of 15 distinct feature sets were generated. The dataset was divided into training (70%) and
testing (30%) subsets. | evaluated the performance of eight classification algorithms: CatBoost, Random Forest, Decision
Tree, Support Vector Machine, Logistic Regression, Multi-Layer Perceptron, Bagging, and K-Nearest Neighbors across these
feature sets.

Results: The VFCE feature selection method produced better results when selecting 100 features, especially in combination
with the CatBoost algorithm. | compared the performance of various algorithms, including CatBoost, using the proposed
feature selection method. They were assessed based on several metrics: accuracy, precision, recall, F-measure, false positive
rate (FPR), root mean squared error (RMSE), training time, and testing time. CatBoost outperformed the other algorithms
and previous studies on this dataset, achieving an accuracy of 93.28%, precision of 93.32%, recall of 93.28%, F-measure of
93.19%, and a rapid testing time of 0.07 seconds.

Discussion: This study examines the use of the CatBoost algorithm for Android malware category detection. The proposed
VFCE feature selection method enhances both accuracy and speed. The CatBoost algorithm, in conjunction with the proposed
feature selection method, improves accuracy, precision, recall, F-measure, RMSE, and testing time.

Keywords: Android Operating System, Malware Category, Machine Learning, CatBoost.
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